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About this white paper

Blockchain technology is transforming industries by offering
transparency, security, and efficiency. While the public sector has
historically been slow to adopt emerging technologies, government
agencies at federal, state, and local levels are increasingly exploring
blockchain applications. This white paper provides and expert
perspective on the trajectory of blockchain adoption in the public sector,
examining current use cases, challenges, and future projections.

Legal notice

This white paper is provided for informational purposes only and is not
intended as legal advice. Customers and prospects are responsible for
engaging in their own legal counsel to advise on their specific situations
and applicable compliance requirements, respectively, and are in the
best position to do so.

Merkana's obligations to its customers are set forth in the parties’
agreements, and this white paper does not modify or form a part of any
such agreements. Nor does it create any commitments or assurances
from Merkana or its affiliates, suppliers, or licensors.

The information here reflects Merkana'’s views and related practices as of
the time of its publication and not necessarily developments after such
date. This page does no address Merkana’s on-premise and professional
service offerings, our training, and certification programs, or our
corporate |T systems.
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1. Introduction

Governments worldwide are recognizing blockchain’s potential to
enhance operations, reduce fraud, and improve service delivery. Public
sector agencies, particularly in the United States, are piloting blockchain
solutions for record-keeping, identity management, and financial
transactions. However, regulatory uncertainty, integration challenges, and
cost considerations have slowed widespread adoption. This paper
explores the state of blockchain adoption and predicts the evolution over
the next decade.
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2. Current Blockchain Adoption in the Public Sector

2.1 Federal Government Initiatives

Federal agencies, including the Department of Homeland Security (DHS),
the Department of Defense (DoD), and the General Services
Administration (GSA), have explored blockchain’s potential. The U.S.
Food and Drug Administration (FDA) and the Centers For Disease
Control and Prevention (CDC) have testing blockchain for tracking drug
supply chains and public health data, respectively.

2.2 Federal Government Initiatives

Several states have led the charge in blockchain experimentation. For
example, Wyoming has passed legislation favorable to blockchain-based
business entities, while California has explored blockchain for DMV
records. Additionally municipal governments are testing blockchain for
land title management and voting systems.

2.3 Education and Public Records Management
Blockchain is being tested for credential verification in education,
providing a secure and immutable record of academic achievements.

Institutions such as MIT have issued blockchain-based diplomas, and
state universities are piloting blockchain for student records.
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3. Challenges to Widespread Adoption

3.1 Regulatory and Legal Barriers

The evolving regulatory landscape remains a significant barrier to
blockchain adoption in government. Compliance with a federal security
framework, such as FedRAMP and FISMA, is essential for government-
related blockchain applications. Uncertainty around cryptocurrency
regulations also impacts blockchain adoption.

3.2 Scalability and Integration with Legacy Systems

Many government agencies still operate on outdated IT infrastructure.
Integrating blockchain with legacy databases and existing enterprise
systems from Oracle, IBM, and Dell Technologies requires careful
planning and investment.

3.3 Cost Considerations

The initial implementation costs for blockchain-based solutions can be

substantial. Government agencies must balance investment in new
technology with budget constraints and competing priorities.
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4. Future Forecast: Blockchain in the Public Sector (2025-2035)

4.1 Short-Term(2025-2028): Pilot Programs and Early Adoption

e Increased blockchain pilot programs in federal agencies,
particularly in supply chain security, digital identity, and fraud
prevention.

e Greater use of blockchain in state procurement processes,
reducing inefficiencies in vendor management and contract
execution.

e More partnerships between public and private sectors to develop
blockchain standards for government applications.

4.2 Mid-Term (2028-2032): Scaling and Interoperability

e Expansion of blockchain-based digital identity solutions, allowing
for seamless authentication in government services.

e Integration of blockchain with Al and loT for smart governance
applications, such as automated tax collection and intelligent
transportation systems.

e Increased blockchain adoption in law enforcement and judicial
systems, improving transparency in evidence management and
case tracking.

4.3 Long-Term (2032-2035): Standardization and Full Integration

e Establishment of federal and state regulatory frameworks that
provide clear guidelines for blockchain usage in the public sector.

e Widespread use of blockchain-based voting systems, enhancing
election security and voter trust.

e Full blockchain integration in national and state record-keeping
systems, ensuring immutable and verifiable government
documentation.
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5. Real-World Use Cases and Pilot Programs

Government agencies have initiated various pilot programs to assess
blockchain’s feasibility. Some notable examples include:

¢ United States Postal Service (USPS): Conducted research into
using blockchain for mail tracking and identity verification,
improving security in postal voting.

e Department of Homeland Security (DHS): Through funding and
grants by the Silicon Valley Innovation Program, DHS partnered with
technology companies to initiate pilot programs. Some notable
examples include:

e Factom Pilot Program: DHS partnered with Fantom to use
blockchain for securing data collected by Border Patrol
cameras and sensors, ensuring data integrity and reducing
tampering risks.

 Digital Wallet Identity Verification: DHS SVIP funded
SecureKey Technologies to develop a blockchain-based
identity verification solution that enables individuals to control
access to their credentials across multiple organizations
securely.

¢ Supply Chain Security: DHS worked with Mavennet to explore
blockchain’s role in tracking the provenance of oil and gas
imports, ensuring with regulatory standards and improving
transparency.

¢ U.S. Air Force: Implemented blockchain-based supply chain
tracking to enhance aircraft maintenance and logistics management.



o State of Delaware: Launched the "Delaware Blockchain Initiative” to
explore distributed ledger technology for business registrations and
legal records.

e Estonia’s E-Governance System: The Estonian government has
implemented blockchain to secure national health records, judicial
records, and legislative processes, showcasing blockchain’s potential
at scale.

e European Union Blockchain Partnership: Several EU nations are
testing blockchain to streamline cross-border transactions and

governmental processes.

These pilot programs indicate a growing acceptance of blockchain as a
tool for secure, transparent, and efficient public sector management.
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