With regard to these personal data, the Client (or its data controllers) will have the
rights and obligations of a data controller as set out in the Data Protection Legisla-
tion.

3.3 Mixvoip shall process or transfer the personal data in accordance with the
Client's documented instructions, unless Mixvoip is required to otherwise process or
transfer the personal data under the laws of the European Union or one of its Mem-

ber States. Where such a requirement is placed on Mixvoip, Mixvoip shall provide

prior notice to the Client, unless the law prohibits such notice on important grounds
GDPR ADDEN DUM of public interest. The Agreement, including this article, is the Client's complete in-
struction to Mixvoip in this respect. All additional or alternative instructions must be
agreed upon in writing by the Parties.
3.4 Mixvoip shall treat the personal data as strictly confidential and ensure that any
natural person acting under its authority who has access to the personal data (i)
commits himself/herself to confidentiality or is under an appropriate statutory obliga-
tion of confidentiality and (ii) does not process the personal data except on instruc-
tions from the Client, unless he/she is required to otherwise process or transfer the
personal data under the laws of the European Union or one of its Member States.
3.5 Regardless of where Mixvoip receives or holds personal data, Mixvoip will take
the technical and organizational measures explicitly described in Chapter 4 of this
Agreement to ensure a level of security appropriate to the risks presented by the
processing (in particular the risks of destruction, loss, alteration, unauthorized
disclosure, use or access, as well as any other form of unlawful processing), taking
into account the state of the art, the costs of implementation, the nature of the
personal data and the potential risks.
3.6 If Mixvoip detects a personal data breach affecting the personal data in the
framework of the performance of the Agreement, Mixvoip shall inform the Client
about the breach without undue delay.
3.7 At the request of the Client and taking into account the nature of the processing
as well as the information available to Mixvoip, Mixvoip shall provide insofar as pos-
sible reasonable assistance to the Client in (i) dealing with requests from data
subjects exercising their data subject rights under the Data Protection Legislation,
(i) implementing technical and organisational security measures to comply with the
Client’s obligation of security of the personal data processing (iii) notifying personal
data breaches affecting the personal data to the supervisory authority and to the
data subject, as the case may be; and (iv) conducting data protection impact
assessments and consult the supervisory authority in such context.
Mixvoip reserves the right to claim reasonable compensation for this assistance.
3.8 At the request of the Client, Mixvoip shall provide all information necessary to
demonstrate compliance with this article 1.3 as well as to contribute reasonable de-
mands for audits conducted by the Client or another independent auditor mandated
by the Client. Advance notice of at least 60 (sixty) Calendar days is required, unless
applicable Data
3.9 The Client hereby provides a general written authorisation to Mixvoip to engage
subcontractors for the processing of the personal data (i) to the extent necessary to
fulfil its contractual obligations under the Agreement and (ii) as long as Mixvoip re-
mains responsible for any acts or omissions of its subcontractors in the same man-
ner as for its own acts and omissions hereunder. Upon request, Mixvoip shall inform
the Client of any intended addition or replacement of other processors, giving the
Client the opportunity to object to such changes. If the Client has a legitimate rea-
son for objection that relates to the processing of personal data, Mixvoip may not be
in a position to continue to provide the Service to the Client and shall in such case
be entitled to terminate this Agreement. Where Mixvoip engages another processor
under this Article, Mixvoip shall ensure that the obligations set out in this article 1.3.
are imposed on that other processor by way of a written contract.
3.10 Mixvoip shall be entitled to transfer the personal data to a country located out-
side the European Economic Area which has not been recognised by the European
Commission as ensuring an adequate level of data protection, if Mixvoip (i) has pro-
vided appropriate safeguards in accordance with the Data Protection Legislation or
(i) can rely on a derogation foreseen by the Data Protection Legislation enabling
such transfer. The Client shall from time to time execute such documents and per-
form such acts as Mixvoip may reasonably require to implement any such appropri-
ate safeguards.
3.11 At the end of the Agreement, Mixvoip will delete the personal data (unless the
law requires further storage of the personal data) or, if requested by the Client, re-
turn it to the Client or give the Client the possibility to extract the personal data.
3.12 If any request of the Client under this article 1.3 requires Mixvoip to take addi-
tional steps beyond those directly imposed on Mixvoip by the Data Protection Legis-
lation, the Client shall reimburse Mixvoip for any costs incurred by Mixvoip for taking
such additional steps.

Mixvoip SA, 70 rue des Prés L-7333 Steinsel — Luxembourg

Mixvoip Srl, Avenue de Finlande 5 — B-1420 Braine I'Alleud — Belgium
Mixvoip GmbH, Max-Planck-Strasse 22 D-54296 Tréves — Germany
Mixvoip SAS, 4 rue Marconi F-57000 Metz — France

hereinafter “Mixvoip”

Pursuant to the European General Data Protection Regulation (2016/679) of May
25, 2018 this article replaces any other article of the agreement relating to privacy
and protection of personal data as of that date.

1 PROTECTION OF PERSONAL DATA - GENERALITIES

1.1 The data protection related concepts used in this article 1 shall have the mean-
ing given to them in the Data Protection Legislation.

1.2 The Client (i) represents and warrants that it complies and undertakes to con-
tinue to comply with the national laws implementing the Data Protection Directive
(95/46/EC) until 24 May 2018 and (ii) undertakes to comply with the General Data
Protection Regulation (2016/679) as of 25 May 2018 and (jii) undertakes to comply
with the national laws implementing the Directive on Privacy and Electronic Commu-
nications (the legislation referred to under (i), (ii), and (iii) above being jointly re-
ferred to as the "Data Protection Legislation").

1.3 Mixvoip will comply with the Data Protection Legislation when processing infor-
mation relating to an identified or identifiable natural person in its performance of
this Agreement (referred to as "personal data" under the Data Protection Legisla-
tion).

2 MIXVOIP ACTING AS DATA CONTROLLER

2.1 Mixvoip processes personal data relating to its Clients (and their fellow users
and end users where applicable), e.g., identification data, contact data, data on the
Client's use of Mixvoip products and services, data on the Client's communication
traffic, billing and payment data, and technical data. In this context, Mixvoip acts as
a data controller. The data is processed for the following purpose (l) the
performance of the Agreement with the Client and the delivery of the Products and
Services requested by the Client, (ii) the administration and management of
relations with the Client; (iii) Client profiing and conducting information and
promotion campaigns for products and services offered by Mixvoip, unless the
Client objects to this, (iv) the improvement and development of Mixvoip products
and services and the network infrastructure, (v) the provision of reporting services to
third parties based on anonymized data.

2.2 Mixvoip's files may be accessible to third parties who work in the name or on be-
half of Mixvoip. Mixvoip may share Client data with the Affiliates Mixvoip in order to
conduct information and promotional campaigns for the products and services of
Mixvoip, unless the Client objects to this. In the cases stipulated by law, Mixvoip
shall hand over Client data if requested to do so by the government services. The
Client has the right to access, correct, and delete any data that relates to him. For
further information about the processing of personal data by Mixvoip, the purposes
of the processing, the categories of personal data concerned, the data collection
method, the retention period of the personal data, and the way in which the Client
can exercise his rights and set his privacy preferences, please contact
dpo@mixvoip.com. The data relating to Clients who have terminated their contracts
with Mixvoip can be used by the Mixvoip Group to inform them of Mixvoip’s products
and services, unless the Client objects to this.

2.3 Mixvoip hereby delegates to the Client, which agrees, to carry out the following
obligations of Mixvoip under the Data Protection Legislation. In particular, the Client
shall (i) ensure that all personal data are accurate, complete, and up-to-date, (i)
ensure that data subjects to whom the personal data relate are properly informed in
accordance with the Data Protection Legislation that personal data relating to them
may be processed by Mixvoip under this Agreement. For that purpose, the Client
shall inform the data subjects of the Mixvoip GDPR Addendum and more specifically
how employees can exercise their rights regarding their personal data (iii) provide, 3.13 The breach of any Data Protection Legislation by Mixvoip shall be deemed as a

upon the r.eqUESt of Mixvoip, eVidepce (_jemqnstrating that the data subjects have Mixvoip’ Fault only if Mixvoip has acted outside or contrary to lawful instructions of
been duly informed in accordance with this article 1.2. the Client

3 MIXVOIP ACTING AS DATA PROCESSOR
3.1 Where Client (or its data controllers if the Client is not the data controller) pro- :/I;E;:igNt:gsA%r:g?mZnRtS:rgfﬁTr:gmg;ngEgs?n'f?oEr:wgtI;oonM)Security Management

vides personal dlatalto Mixvoip in connection with its use of the Proc}ucts/Services System (ISMS), certified according to ISO/IEC 27001. The following technical and
and requests Mixvoip to process personal data on behalf of the Client (or of the organisational measures constitute part of this certified framework and are

Client’s data controllers) for the sole purpose of providing the Client with the Prod- maintained as part of Mixvoip’s responsibilities under this GDPR Addendum. These
ucts/Services, the Client shall act as data controller in relation to the processing of measures are designed to ensure a level of security appropriate to tHe risk
these personal data and Mixvoip shall act as a data processor regarding these per- pursuant to Article 33 GDPR Y approp ’
sonal data. . R . .

: . - . . ., 4.1 CONFIDENTIALITY (Article 32(1)(b) GDPR) Mixvoip has implemented and will
3.2 The Cllent_ shall ensure the rights gand obligations of the Parties under this Article maintain physical access( controls igt;(nged to pZevent uFr)'nauthoris‘;)ed access to data
1 are appropngtely reﬂectedltowards its data f:ontrollers it allows to make use of the processing facilities, including magnetic or chip cards, keys, electronic door
Products/Serx{lces_. Thg P_artles agree that Client shall act as the sole pomt of con- openers, facility security services, alarm systems, and CCTV systems. (i) Mixvoip
tact for Mixvoip, either in its capacity as data controller or on behalf of its data con- has implemented and will maintain electronic access controls, including secure
trollers. All references to Client rights and obligations under this Article 1 shall be passwords, automatic locking mechanisms, two-factor au‘thentication and
g?en.;_id to 'nCIUd? :jh? respzctlve qlatgl cogtr?rl]lerséqu tTe C.:I'l,?tnt t? :heteﬁtrc]antfalglnpllga- encryption of data carriers or storage media. (ii) Mixvoip has implemented and will
t e (fedp(irsong' ta.altma © avalta e by el len mlgk relate ? € 10 OW'tng maintain internal access controls through role-based authorisation, need-based
YPEs Ot data Subjects: IS own CUSIOmMErs, employees, WOrKErs, agents, representa- ;. qq rights, and logging of access to personal data. (iii) Mixvoip has implemented
tives, consultants, or other third parties. The personal data might include the follow- data isolation mechanisms to ensure data collected for different purposes is
ing categories of data, (i) identification information, contact details, (ii) preferences processed separately, such as through multi-client architecture or sandboxing.

with regard to direct marketing, (iii) invoice and billing data, (iii) data related to the Where appropriate, Mixvoip uses pseudonymisation methods to protect personal

::?gfna?fdgtfidzg(%ﬁﬁf&gﬁz;:;iﬁ this Agreement, (iv) any other type of data, ensuring additional identifying information is stored separately and protected
) by appropriate safeguards.
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4.2 INTEGRITY (Article 32(1)(b) GDPR) Mixvoip has implemented and will maintain
measures to ensure the integrity of data during transfer, including encryption, VPN
usage, and electronic signatures. (i) Mixvoip has implemented controls to verify and
document data input and modifications through system audit logs and document
management practices. (ii) Mixvoip retains access logs for up to 180 days,
depending on system criticality and applicable legal or contractual requirements,
applying appropriate access restrictions.

4.3 AVAILABILITY AND RESILIENCE (Article 32(1)(b) GDPR) Mixvoip has
implemented and will maintain availability controls to protect against data loss or
destruction, including backup strategies (online/offline,  on-site/off-site),
uninterruptible power supply (UPS), antivirus software, firewalls, and contingency
plans. (i) Mixvoip has established rapid recovery processes and performs regular
testing to meet resilience requirements under Article 32(1)(c) GDPR. (ii) Mixvoip
maintains and tests its business continuity and disaster recovery (BCP/DR) plans at
least annually.

4.4 REGULAR TESTING, ASSESSMENT AND EVALUATION (Articles 32(1)(d),
25(1) GDPR) Mixvoip operates a data protection management framework to monitor
and improve the effectiveness of security measures. (i) Mixvoip maintains and
regularly tests incident response procedures. (ii) Mixvoip applies data protection by
design and by default in accordance with Article 25(2) GDPR. (iii) Mixvoip ensures
third-party processing is governed by contractual terms pursuant to Article 28
GDPR, including documented instructions, supplier screening, and regular
oversight. (iv) Mixvoip provides annual training to its personnel on data protection
and IT security best practices. (v) Mixvoip conducts internal audits and risk
assessments on a scheduled basis. (vi) Mixvoip reviews its technical and
organisational measures at least annually or upon significant changes to processing
activities or infrastructure. These technical and organisational measures align with
the controls and requirements of ISO/IEC 27001:2022 and support Mixvoip’s
certified information security practices.

4.5 PROJECT-SPECIFIC ADJUSTMENTS Should customer- or project-specific
adjustments to these Technical and Organisational Measures be necessary, such
adjustments shall only apply if explicitly agreed upon in a separate written contract
between Mixvoip and the Customer. Such project-specific or customer-specific
agreements shall have precedence over the measures documented herein.

5 LANGUAGE DISCREPANCY: In the event there is a discrepancy or inconsistency
between the English language version and any other language version of this
GDPR Addendum, the English version shall prevail, govern and control.
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