
Cloud Native Operating System Logs (Linux and Windows)Managed k8s Control Plane Logs

*Log source is not enabled by default. Bolded events are part of the non-default log sources

Amazon EKS Google GKE

API Server Audit Authenticator

Controller Manager Scheduler

API Server Audit (or Audit Admin)

Cloud Controller Manager Cluster Autoscaler

Controller Manager Guard Scheduler

API Server Controller Manager

HPA decision logs Scheduler

Azure AKS Amazon EC2 Google Compute Engine

/var/log/amazon/ssm/* /var/log/cloud-init-output.log

/var/log/cloud-init.log /var/lib/amazon/ssm/*

/opt/aws/amazon-cloudwatch-agent/logs/*

%PROGRAMDATA%\Amazon\SSM\Logs\*

%PROGRAMDATA%\Amazon\AmazonCloudWatchAgent\Logs\*

%PROGRAMDATA%\Amazon\EC2-Windows\Launch\Log\*

/var/lib/waagent/* /var/log/Azure/*

/var/log/waagent.log

/var/opt/microsoft/azuremonitoragent/log/

C:\WindowsAzure\Logs\*

/var/log/google-cloud-ops-agent/*

%PROGRAMDATA%\Google\Cloud Operations\Ops 
Agent\log\*

Azure VM

Cloud Service Provider Log Source Initial Access Execution Persistence Privilege Escalation Defense Evasion Credential Access Discovery Lateral Movement Exfiltration Impact

CloudTrail Management 
events

CloudTrail Data 
Events*

ConsoleLogin

GetSigninToken

PasswordRecovery

Requested

CreateEnvironment

CreateSession Invoke

InvokeModel

ModifyInstanceAttribute

SendCommand StartSession

AuthorizeSecurityGroupIngress

ChangePassword CreateAccessKey

CreateFunction20150331

CreateKeyPair CreateLoginProfile

CreateOpenIDConnectProvider

CreateRole CreateSAMLProvider

CreateUser DeleteBucketPolicy

GetFederationToken ImportKeyPair

UpdateAccessKey

UpdateLoginProfile

AddPermission20150331v2

AddRoleToInstanceProfile

AddUserToGroup AssumeRole

AssumeRoleWithSAML

AttachGroupPolicy

AttachRolePolicy

AttachUserPolicy CreatePolicy

GetSessionToken PutRolePolicy

CreateFilter CreateIPSet

DeleteAccessKey DeleteAlarms

DeleteConfigRule

DeleteDetector DeleteFlowLogs

DeleteLogGroup

DeleteNetworkAclEntry

DeleteTrail EnableRegion

PutEventSelectors StopLogging

UpdateTrail

GetParameters

GetPasswordData

GetSecretValue

ListSecrets

Describe* Get*

Head* List*

AttachVolume

AuthorizeDBSecurityGroupIngress

CreateDBSecurityGroup

CreateSnapshot CreateVolume

EnableSerialConsoleAccess

ResumeSession

SendSerialConsoleSSHPublicKey

SendSSHPublicKey

AuthorizeSecurityGroupEgress

CopyObject CreateDBSnapshot

CreateImage GetObject

ModifyDBSnapshotAttribute

ModifyImageAttribute

SharedSnapshotCopyInitiated

CreateCluster CreateService

DeleteBucket DeleteDBCluster

DeleteDBInstance DeleteObject

DeleteObjects DeleteSnapshot

DeleteVolume

PutBucketLifecycleConfiguration

PutBucketVersioning PutObject

RequestSpotFleet RunInstance

SendEmail SendRawEmail

StopInstances TerminateInstances

Entra ID Audit logs

Entra ID Sign-in logs

Azure Activity logs

Azure Key Vault Logs*

Azure Storage Account 
Logs*

Consent To Application

Sign-in Activity

Microsoft.Automation
/Automationaccounts/
Runbooks/Write

Microsoft.Compute/
Virtualmachines/Runcommand/
Action

Microsoft.Compute/
Virtualmachines/Write 
(Customscript)

Microsoft.Containerservice/
Managedclusters/Runcommand/
Action

Add Service Principal Add User

Add Verified Domain

Microsoft.Automation/
Automationaccounts/Jobs/Write

Microsoft.Compute/
sshPublicKeys/write

Microsoft.Network/
networkSecurityGroups
/securityRules/write

Add Application

Add Member To Role

Add Role Definition

Microsoft.Authorization
/Roleassignments/Write

Microsoft.Managedidentity
/Userassignedidentities/
Assign/Action

Update Role Definition 

Microsoft.Insights/
Diagnosticsettings/Delete

Microsoft.Insights/
Diagnosticsettings/Write

Microsoft.Insights/
Metricalerts/Delete

Microsoft.Network/
Networkwatchers/Flowlogs/Delete

Microsoft.Operationalinsights/
Workspaces/Delete

Microsoft.Automation/
Automationaccounts/Credentials/
Read

Microsoft.Keyvault/Vaults/Keys/
Read

Microsoft.Keyvault/Vaults/
Secrets/Read

Microsoft.Storage/
Storageaccounts/Listkeys/Action

VaultPatch

*get* *list* *Read Microsoft.Compute/
Virtualmachines/
Extensions/Write

Microsoft.SerialConsol
e/serialPorts/connect/
action

Copyblob Getblob

Microsoft.Compute/Disks/
Begingetaccess/Action

Microsoft.Compute/Snapshots/
Begingetaccess/Action

Microsoft.Sql/Servers/
Databases/Export/Action

Microsoft.Compute/Disks/Delete

Microsoft.Compute/
Virtualmachines/Delete

Microsoft.Keyvault/
Vaults/Delete

Microsoft.Keyvault/
Vaults/Secrets/Delete

Microsoft.Recoveryservices/
Vaults/Backupprotecteditems/
Delete

Microsoft.Storage/
Storageaccounts/Delete

Admin Audit logs

Google Workspace 
Audit logs

Data Access logs*

login_success Cloudfunctions.functions.call

Cloudscheduler.jobs.run

Compute.instances.setMetadata

compute.projects.setCommonInsta
nceMetadata

add-iam-policy-binding

compute.firewalls.insert

compute.firewalls.patch

CreateSecret EnableServiceAccount

generateAccessToken

google.iam.adm
in.v1.CreateSe
rviceAccount

google.iam.admin
.v1.CreateServic
eAccountKey

users.importSshPublicKey

users.sshPublicKeys.patch

compute.disks.setIamPolicy

CreateRole

google.iam.admin.v1.SetIAMPolicy

iam.serviceAccountKeys.create

iam.serviceAccountKeys.implicitDel
egation

serviceusage.services.enable

compute.firewalls.delete

logging.projects.exclusions.create

logging.sinks.delete

logging.sinks.update

Securitycenter.settings.update

Securitycenter.sources.delete

storage.setIamPermissions

SecretManagerService.A
ccessSecretVersion

SecretManagerService.G
etSecret

*get* *list* google.cloud.oslogin.d
ataplane.OsLoginDataPl
aneService.CheckPolicy

google.ssh-
serialport.v1.connect

bigquery.jobs.insert

cloudsql.instances.export

pubsub.topics.publish

storage.objects.copy

storage.objects.get

compute.instances.delete

compute.instances.insert

secretmanager.secrets.delete

SecretManagerService.DestroySec
retVersion

storage.buckets.delete


