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YOUR GUIDE TO Al

Al Scam Protection Checklist

1. Always Confirm the Source

L] Type the web address yourself. Only trust official websites you enter manually.
U] Check for HTTPS and the company’s *exact* domain name—not something close.
O Never click links in pop-ups, unexpected emails, or random text messages.

2. Pause Before Responding

L1 If it feels urgent, it's probably a scam. Scammers pressure you to act fast.
LI Never rush to send money, click, or reset a password without verifying first.

3. Protect Your Personal Info
Never share any of the following with Al tools or unknown contacts:

[J Social Security number

0] Bank account or credit card details

0] Passwords or verification codes

Even realistic-sounding messages may be Al-generated phishing attempts.

4. Watch for Al-Enhanced Tricks

U Voice cloning: A 'relative' calls in distress? Hang up and call them directly.
U] Fake emails: Perfect spelling and logos don’t prove it’s real.

[J Imitation websites: Check the URL carefully—one letter off can mean fraud.



5. Verify Before You Trust

[ Call the company using the number on your card or their official website.
0] Confirm emergencies with another family member before sending money.
0 Ask a trusted friend before acting on anything unusual.

6. Golden Safety Habits
U Type, don’t click—go directly to official sites.

U] Hang up on suspicious calls—and call back using a known number.
[J Confirm details before you act. If it feels off, stop and check.
Ul Treat all urgency as a red flag.

@ If You Think You’ve Been Targeted

0] Stop communication immediately.
I Do not send money or share more information.
[J Contact your bank, credit card company, or local fraud hotline.

O Tell a trusted family member—scams thrive on secrecy.

Tip: Print this checklist and keep it near your phone or computer. If you are ever unsure
about AJ, refer to this checklist.

Disclaimer: This checklist is for educational purposes only. It does not constitute legal,
financial, or medical advice. While updated regularly, Al-related scams and risks may
change over time. Always use your own judgment and consult qualified professionals if you
need specific advice.
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