B Magnet AXIOM Examine v7.9.1.38948 - Chrisine Lenovo Reparse (Portable case)

File Tools Process Help

Evidence = Adtifacts ~
FILTERS ~

Media attributes (VICS) ~

MATCHING RESULTS 1,846
REFINED RESULTS 15
[ Facebook URLs 15
WEB RELATED 109
@ Chrome Cache Records 4
€ Chrome Downloads 3
@ Chrome Last Tabs 10
@ Chrome Web History 16
€ Chrome Web Visits 7%
MEDIA 36
DOCUMENTS 2
OPERATING SYSTEM 1,684
e Jump Lists 2
[ LNK Files 6
el Prefetch Files - Windows 8/10 4
_. Shellbags 2
@ SRUM Application Resource Usage 492
@ SRUM Energy Usage 14
(& SRUM Energy Usage (Long Term) 1
@ SRUM Network Connections 6
@ SRUM Network Usage 144
& SRUM Push Notification Data 3
D System Services 1
ki Windows Event Logs. 953

B Windows Event Logs - Networking Events 5
I Windows Event Logs - Office Alert Events 4
B Windows Event Logs - Service Events 4
i Windows Event Logs - Storage Device Events 1
SO Windows Search - Image 1

Bl Windows Timeline Activity 1

bl

Content types ~

Jan 17,2023 - Jan 17.... ~

Tags and comments ~ Profiles =

MATCHING RESULTS (953 of 230,688)

Even.

12289
12290
12290
an
812
an
812

12289
12290
12290
12200
12290
11004
7021

7003

11010
11005
50067

30810
1014

3033

40062
28017
28032
28117
28032

Security Identifier

LocalSystem
LocalSystem
LocalSystem
§-1-5-21-1038817553-3078799560-1216074279-1001
5-1-5-21-1038817553-3076799560-1216074279-1001
§-1-5-21-1038817553-3078799560-1216074279-1001
5-1-5-21-1038817553-3078799560-1216074279-1001

LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem

LocalSystem
LocalSystem
LocalService
LocalService
LocalSystem

NetworkService

LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
5-1-5-21-1038817553-3078799560-1216074279-1001
§-1-5-21-1038817553-3078799560-1216074279-1001
5-1-5-21-1038817553-3078799560-1216074279-1001
LocalSystem
LocalSystem
LocalSystem
LocalSystem
§-1-5-21-1038817553-3078799560-1216074279-1001
5-1-5-21-1038817553-3078799560-1216074279-1001
§-1-5-21-1038817553-3078799560-1216074279-1001
§-1-5-21-1038817553-3078799560-1216074279-1001
5-1-5-21-1038817553-3078799560-1216074279-1001
§-1-5-21-1038817553-3078799560-1216074279-1001
5-1-5-21-1038817553-3078799560-1216074279-1001

Partial results ~

Created Date/Ti...  :

1/17/2023 9:59:33.656 PM
1/17/2023 9:59:33.657 PM
1/17/2023 9:59:33.657 PM
1/17/2023 %:59:33.661 PM
1/17/2023 9:59:33.662 PM
1/17/2023 9:59:33.662 PM
1/17/2023 9:59:33.664 PM
1/17/2023 9:59:33.665 PM
1/17/2023 9:59:33.689 PM
1/17/2023 9:59:33.690 PM
1/17/2023 9:59:33.690 PM
1/17/2023 9:59:33.690 PM
1/17/2023 9:59:33.690 PM
1/17/2023 9:59:36.103 PM
1/17/2023 9:59:36.114 PM
1/17/2023 9:59:36.124 PM
1/17/2023 9:59:36.131 PM
1/17/2023 9:59:36.147 PM
1/17/2023 9:59:36.151 PM
1/17/2023 9:59:36.151 PM
1/17/2023 9:59:37.318 PM
1/17/2023 9:59:41.377 PM
1/17/2023 9:59:51.554 PM
1/17/2023 10:00:10.388 PM
1/17/2023 10:00:10.388 PM
1/17/2023 10:00:10.388 PM
1/17/2023 10:00:10.405 PM
1/17/2023 10:00:10.405 PM
1/17/2023 10:00:13.279 PM
1/17/2023 10:00:13.326 PM
1/17/2023 10:00:13.361 PM
1/17/2023 10:00:23.015 PM
1/17/2023 10:00:23.015 PM
1/17/2023 10:00:23.015 PM
1/17/2023 10:00:23.015 PM
1/17/2023 10:01:13.669 PM
1/17/2023 10:01:13.719 PM
1/17/2023 10:01:13.762 PM
1/17/2023 10:01:54.007 PM
1/17/2023 10:01:54.060 PM
1/17/2023 10:01:54.066 PM
1/17/2023 10:01:54.084 PM

Keyword lists ~

Skin tone =

697
1219
12197
12198
1857
1858
1859
1860

Wireless security stopp...

Wireless security started.
Wireless security succe...
Dhep has received net...

Dhep has found match...

Name resolution timed...

Media categorization ™

CLEAR FILTERS ‘ G

Level @

Information
Information
Information
Information
Information
Information
Infarmation
Information
Information
Information
Information
Information
Information
Information
Information
Information
Information
Information
Information
Information
Information
Warning
Warning
Information
Information
Information
Information
Information
Information
Information
Information
Error
Infarmation
Information
Information
Information
Infarmation
Information
Information
Information
Information

Information

Samsung 1024GB NVME image.E01 - Partition 3 (952.62 GB)

_decrypted

DETAILS

ARTIFACT INFORMATION
Event ID

Security Identifier

Created Date/Time

Event Record ID

Event Description Summary
Level

Keywords

Provider Name

Task Category

Computer

Event Data

Artifact type
Item ID

11005
LocalSystem
1/17/2023 9:59:36.147 PM ®
698

Wireless security succeeded.

Information

0x8000000000000600
Microsoft-Windows-WLAN-AutoConfig

24012

DESKTOP-DG6QN3)

<Event xmins="http://schemas.microsoft.com/
win/2004/08/¢ event”>

<System>

<Provider Name ="Microsoft-Windows-WLAN-
AutoConfig” Guid="9580d7dd-0379-4658-9870-
d5be7d52dbde” />

<EventlD> 11005 </EventiD>
<Version>0</Version>

<Level>4</Level>

«Task>24012</Task>
<Opcode> 198</Opcode>

<TimeCreated
SystemTime="2023-01-18T02:59:36.1471026Z" />
<EventRecordID>698</EventRecordID>
<Correlation />

"3508" ~52980" /

>

<Channel>Microsoft-Windows-WLAN-AutoConfig/

Operational </Channel>
C

it

KTOP-
<Security UserlD="5-1-5-18" />
</System>
<EventData>
<Data Name="Adapter">Intel(R) Wi-Fi 6 AX201
160MHz</Data>
<Data

Name=
2d3aaa0db9a</Data>
<Data Name="LocalMac">34:7D:F6:8D:77:87</
Data>

<Data Name="55ID">Apoc's Wifi</Data>
<Data Name="855Type"> Infrastructure </Data>
<Data
Name="Connectionld">0x0000000000000001 </
Data>

</EventData>
</Event>

i Windows Event Logs
485697

Time zone  UTC-5:00




