Second Edition Jaf

B INGS

LEADERS SHOULD KNOW ABOUT

0000

CYBER INSURANCE

By Mark Lynd



11 Valuable Things Leaders Should Know About Cyber insurance

Second Edition

Copyright© 2021-2024 - Relevant Track, LLC & Mark Lynd

Published by Relevant Track, LLC

ISBN: 978-1-7923-9901-5

All Rights Reserved. No part of this eBook may be reproduced or transmitted in
any form or by any means, electronic or mechanical, including photocopying,

recording or by any information retrieval or storage system, without the prior
written consent of the publisher or author.

N —
| decided to provide this in eBook format, so
the hyperlinks and dynamic menu system

would further assist the reader.
e

Disclaimer — This eBook is presented for informational purposes only. The opinions
stated here are not intended to recommend cybersecurity investments or provide
cybersecurity advice. All material presented in this eBook is not to be regarded as
cybersecurity advice or consulting but for general informational purposes only. You
are solely responsible for making your own cybersecurity decisions. By opening or
reading this eBook or consuming the content on our site, you are indicating your
consent and agreement to our disclaimer in the broadest sense.
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Introduction

When it comes to cyber insurance for businesses, the adage “you don’t know what you don’t know” couldn’t ring any
truer. Nearly every business leader can grasp the threat and potential for chaos that a fire, a flood, or a hurricane
could bring down on their company, but cyber threats? Not so much! Terms like phishing, ransomware, and malware
are common enough, but their threat levels and implications are much more slippery to understand.

The rise of remote work, initiated by the COVID-19 pandemic, caused the threat of cybercrime to magnify as
employees accessed company networks from home and public networks without considering or having proper
security measures. As of 2024, according to Cybersecurity Ventures, cybercrime is expected to cause $9.5 trillion in
damages globally in 2024 and could reach $10.5 trillion annually by 2025. The increased reliance on digital
infrastructure has made businesses of all sizes more vulnerable to sophisticated cyber-attacks.

Cyber insurance has existed in some form or fashion for over three decades. As demand for these services rapidly
increased since COVID, cyber insurance premiums have spiked, rising 89% in 2022, according to Marsh'’s Global
Insurance Market Index. Given that 92% of organizations in the US suffered at least one cyberattack in 2022,
decision-makers face a challenging dilemma: pay high premiums for coverage they may not fully understand, or
forgo insurance and rely solely on their IT security team to protect against cyber threats..

Knowledge is always the best weapon in a leader’s arsenal, and cyber
insurance is no exception. The following 11 points are essential for making

strong decisions on how to best protect your company.
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Since late 2021, when the first edition of this book was published, the landscape of cyber insurance has continued
to change. Businesses are now confronting more powerful and Al-powered cyber threats, like supply chain attacks
that exploit vulnerabilities in third-party vendors to breach larger networks. Moreover, ransomware attacks have
grown more advanced, with hackers often stealing sensitive information before encrypting systems, thus
intensifying the impact on the victims. Consequently, cyber insurance carriers have had to adjust by offering
broader coverage options, adding more exclusions, and enforcing stricter security measures for policyholders.

Having a good grasp of the details regarding your cyber insurance policy and what it encompasses and ensuring
you keep the right coverages for your organization can reduce your organizational risk and enhance your overall
cybersecurity stance. This book aims to equip leaders with crucial insights to effectively navigate their cyber
insurance journey and ensure proper coverage if a claim is needed.

This updated edition explores the latest trends and progressions in cyber insurance. We look at the new risks that
companies must be aware of and the changing criteria that insurers impose on policyholders. Additionally, we've
included new sections that talk about the critical reporting rules for insurance claims and the latest advancements
in the cyber insurance industry, providing you with up-to-date details to assist you in making informed decisions to
protect your organization, its employees, and customers from the growing threats of cybercrime.

This book aims to provide valuable information that lowers the reader's risk and improves their security.

65% Increase in overall cyber claims reported in the U.S. in 2023 YOY

Source: Aon Cyber Solutions

11 Valuable Things Leaders Should Know About Cyber Insurance



Types of Insurance Coverage

: Cyber insurance encompasses various '
coverage types to address the diverse risks
e /a8 posed by cyber threats.
Coverage Flexibility
- Here are the primary types of coverage

Multi-Factor Authentication (MFA) businesses should consider:

Be Wary of Cyber Insurance Startups Network Security and Privacy Liability: This type of coverage addresses
malware infections, data breaches, ransomware, and business email
compromise. Privacy liability covers financial restitution for lawsuits or fines
resulting from data breaches. For instance, if a company experiences a data
breach exposing customer information, this coverage would help with the costs
of notifying affected individuals, providing credit monitoring services, and
defending against potential lawsuits.

Beware Coverage Limits
Nation State & Other Exclusions

Evaluate Risk & Compliance Needs

Policies have evolved to include a wider range of attack vectors, including third-
Reporting Requirements party vendor breaches and supply chain attacks. This expansion reflects the
increasing sophistication of cyber threats.

Emerging Trends in Cyber Insurance

Network Business Interruption: This insurance covers losses due to business
operations being halted by a cyberattack, including lost profits and extra
operational costs. The scope has widened to cover downtime from attacks on
cloud services and third-party service providers, which is critical in today's digital
Pre-Coverage Audit environment. Unlike traditional business interruption insurance that covers
physical damage, this coverage specifically addresses losses from cyber

Cyber Insurance Checklist

Popular Cyber Insurance Carriers incidents.

Cyber Insurance FAQ
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Types of Insurance Coverage

Media Liability: This protects against legal actions arising from content posted
online or through other media channels, such as claims of intellectual property
rights infringement and defamation. This coverage is particularly important for

Coverage Flexibility businesses with a strong online presence or those engaged in digital marketing.

— Errors and Omissions (E&O): This coverage protects against claims alleging that
Multi-Factor Authentication (MFA) . . ; i
a cyberattack prevented your company from fulfilling its contractual obligations.
It includes protection against allegations of negligence or breach of contract,
which is essential for maintaining client trust and business relationships..
§ First-Party Coverage: This covers direct expenses incurred by the insured
il organization following a cyber incident. Key areas include data destruction, online
8 Nation State & Other Exclusions theft, and losses from hacking activities. This type of coverage is crucial for
businesses heavily reliant on digital infrastructure.

9 Evaluate Risk & Compliance Needs . . o . .
Third-Party Coverage: This covers legal liabilities and costs associated with

claims or lawsuits by third parties affected by a cyber incident. For instance, if a
data breach exposes customer data, this coverage helps with legal fees and
11 Emerging Trends in Cyber Insurance

Ransomware Insurance: Given the increasing prevalence of ransomware attacks,
Cyber Insurance Checklist some insurers offer specific policies or endorsements for ransomware-related
costs, including ransom payments, system restoration, and public relations
expenses. This type of coverage is becoming essential as ransomware tactics
evolve and become more damaging.

Pre-Coverage Audit

Popular Cyber Insurance Carriers Business Email Compromise (BEC) and Business Communication Compromise:

These policies cover losses due to email and communication fraud, which have
Bz En e become significant risk factors in recent years. These types of fraud often involve
deceptive practices that trick employees.ntortransferring funds ondivulgingsurance 7

sensitive information.
R S e




Types of Insurance Coverage

Nation-State Cyber Activities: With the rise in cyber activities sponsored by
nation-states, some policies are beginning to address the specific threats and
damages from such sophisticated attacks. Coverage can be complex and often
Coverage Flexibility comes with exclusions, but it is crucial as these types of attacks become more
common and destructive

Multi-Factor Authentication (MFA) . . ) )
Cyber insurance has become more crucial than ever due to the increasing
frequency and severity of cyberattacks. According to a report from
6 Be Wary of Cyber Insurance Startups . X
Cybersecurity Ventures, global cybercrime costs are expected to reach $10.5
i
& 7 Beware Coverage Limits

trillion annually by 2025. This surge in cybercrime has driven the need for more
8 Nation State & Other Exclusions

robust and flexible cyber insurance policies that adapt to the evolving threat
landscape.

Moreover, the data privacy and cybersecurity regulatory environment is
becoming more stringent. Laws such as the General Data Protection Regulation
(GDPR) in Europe and the California Consumer Privacy Act (CCPA) in the United

States have increased the potential financial penalties for data breaches. As a
10 Reporting Requirements . . . . .
result, businesses must ensure their cyber insurance policies are comprehensive
enough to cover the costs associated with regulatory compliance and fines.
11 Emerging Trends in Cyber Insurance
, Understanding the basic types of insurance agreements and how they apply to
Cyber Insurance Checklist your business is essential. With the right coverage, you can protect your
— organization from the financial fallout of a cyber incident, ensuring business

continuity and safeguarding your reputation. Additionally, businesses should
continuously review and update their policies to reflect new risks and regulatory
requirements, maintaining an adaptive and proactive approach to cyber
insurance.

9 Evaluate Risk & Compliance Needs

Pre-Coverage Audit

Popular Cyber Insurance Carriers

Cyber Insurance FAQ
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Know Your Policy & Coverage

Understanding the specifics of your cyber insurance policy is crucial. Many C-
suite executives assume comprehensive coverage, only to discover significant
limitations when an incident occurs.

Coverage Flexibility A policy might cover:

Multi-Factor Authentication (MFA) = Costs of restoring data and bringing your network back online after a breach

However, it may not cover:
Be Wary of Cyber Insurance Startups

» Expenses for investigating how the breach occurred

Beware Coverage Limits » Costs associated with notifying affected customers and providing identity
protection services

Nation State & Other Exclusions = Public relations efforts to manage reputational damage

If understanding the policy requires legal counsel or other expert consultation,
invest in these services proactively. The cost of expert advice upfront is often far
less than the potential financial impact of inadequate coverage.

Evaluate Risk & Compliance Needs

Reporting Requirements

In 2024, it is more critical than ever to thoroughly understand what your cyber

Emerging Trends in Cyber Insurance insurance policy covers.
Cyber Insurance Checlist e
Bricking refers to a loss of use or functionality of hardware (such as servers)
Pre-Coverage Audit as a result of a hacking event. While malicious software may be removed,

hardware may still be considered untrustworthy and require replacement.
This coverage provides for the cost to replace such affected hardware.

B —

Popular Cyber Insurance Carriers

Cyber Insurance FAQ
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Know Your Policy & Coverage

The rapid rise of cyber threats and the growing demands for regulations have led to
more intricate and detailed policies. Here are some essential factors to keep in mind
when reviewing your policy:

Coverage Flexibility

1. Incident Response Expenses: Ensure your policy includes coverage for expenses
related to investigating breaches, notifying those affected, and offering credit
monitoring services. These expenses can quickly accumulate and significantly impact
your financial stability if not accounted for.

Multi-Factor Authentication (MFA)

Be Wary of Cyber Insurance Startups

2. Legal and Regulatory Penalties: With the enforcement of stricter data protection
Beware Coverage Limits laws such as GDPR and CCPA, the fines for non-compliance can be substantial. Your
policy should encompass fines and penalties imposed by regulatory bodies due to data
Nation State & Other Exclusions breaches or failure to comply with data protection regulations.

3. Public Relations and Crisis Management: A major cyber incident can harm your
company's reputation. Some policies provide coverage for public relations efforts
aimed at managing and lessening the impact on your brand. This could involve
Reporting Requirements engaging a PR agency to handle media relations and customer communication.

Evaluate Risk & Compliance Needs

Emerging Trends in Cyber Insurance 4. Data Recovery and System Restoration: Ensure that your policy covers data

: recovery expenses and restoring systems. This includes the technical aspects of
retrieving lost data and costs associated with replacing hardware or software
damaged during a breach.

Cyber Insurance Checklist

Pre-C Audit
rerHouerage S 5. Business Interruption and Lost Income: Cyber-attacks have the potential to cause

disruptions in business operations, resulting in financial losses and extra costs. It's
BopularCyberinsurance Carrlers essential to have insurance coverage for business interruption to help recover the

income lost during such incidents.
Cyber Insurance FAQ
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Know Your Policy & Coverage

6. Third-Party Liability: You may be liable for damages if a cyber-attack impacts
your customers or partners. Third-party liability insurance protects you from claims
and lawsuits filed by external parties affected by the breach.

Coverage Flexibility

7. Extortion and Ransom Payments: Given the increasing number of ransomware
attacks, having coverage for ransom payments and related negotiation costs is
crucial. This coverage ensures you can meet extortion demands without significantly
affecting your financial stability.

Multi-Factor Authentication (MFA)

Be Wary of Cyber Insurance Startups

To navigate these challenges, it's recommended to collaborate with a broker or
Beware Coverage Limits consultant specializing in cyber insurance. They can help you grasp the details of
your policy, pinpoint any coverage gaps, and ensure that your policy aligns with your
risk profile and regulatory obligations. Regularly assessing risks and updating your
policy to adapt to changes in your business environment and cybersecurity threats
will help maintain comprehensive protection.

Nation State & Other Exclusions

Evaluate Risk & Compliance Needs

Understanding what is covered and not covered in your policy is vital for effective

Reporting Requirements risk management. By carefully reviewing and comprehending your cyber insurance
policy, you can equip your organization to respond promptly and efficiently to cyber
Emerging Trends in Cyber Insurance incidents, minimizing financial losses and damage to reputation.

Cyber Insurance Checklist

Pre-Coverage Audit

Popular Cyber Insurance Carriers

Cyber Insurance FAQ
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Small Businesses Need Coverage Too

In today's modern world, cybercriminals are increasingly targeting small
businesses. The misconception that small businesses are too insignificant to be
targeted is both untrue and risky. A study by the Cyber Readiness Institute found
that 60% of small businesses that fall victim to a cyberattack close down within
six months. This emphasizes the urgent need for small businesses to invest in
cyber insurance.

Coverage Flexibility

Multi-Factor Authentication (MFA)

Vulnerability of Small Businesses
Be Wary of Cyber Insurance Startups

Small businesses often operate with
limited resources, and often lack the
robust IT infrastructure and
cybersecurity expertise of larger
corporations, making them

Beware Coverage Limits

Nation State & Other Exclusions

N A
|

attractive targets for cybercriminals. /'
Evaluate Risk & Compliance Needs Additionally, many small businesses
store valuable customer data but \
Reporting Requirements have fewer resources to invest in b
security measures, creating a
Emerging Trends in Cyber Insurance perfect storm of vuInerabiIity.

: Types of Cyber Insurance Essential for Small Businesses
Cyber Insurance Checklist
To safeguard themselves, small businesses should consider acquiring the

Pre-Coverage Audit following types of cyber insurance coverage:

Popular Cyber Insurance Carriers

Cyber Insurance FAQ
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Small Businesses Need Coverage Too

1. First-Party Coverage: This covers direct expenses incurred by the business in
the aftermath of a cyber incident. Key areas include data loss, online theft, and
damage from hacking activities. First-party coverage is crucial for lessening the
immediate financial impact of a cyberattack.

Coverage Flexibility

2. Third-Party Coverage: This deals with legal responsibilities and expenses

U UL G S 7. linked to claims or lawsuits filed by third parties affected by a cyber incident.
Having third-party coverage can assist with legal fees and settlements when

Be Wary of Cyber Insurance Startups customer data is exposed due to a data breach.

Beware Coverage Limits 3. Network Security Liability: This insurance policy addresses specific losses

resulting from network security issues, such as hacking or data breaches. It
plays a vital role in sustaining business operations and reducing financial
impacts from cyber-related events.

Nation State & Other Exclusions

Evaluate Risk & Compliance Needs 4. Privacy Liability: This type of insurance deals with the financial repercussions

of violating privacy regulations and laws. Privacy liability is especially crucial
Reporting Requirements for industries that handle sensitive information, like healthcare and finance.

Emerging Trends in Cyber Insurance 5. Business Interruption: This policy supports businesses in recovering lost
profits, fixed costs, and additional expenses caused by operational disruptions
due to cyber events like system failures or hacking attempts.

Cyber Insurance Checklist

6. Errors and Omissions Insurance: E&O insurance shields businesses from
claims of negligence or failure to provide services following a cyber event. It
covers instances where contractual obligations cannot be met and

Popular Cyber Insurance Carriers performance failures, which are vital for maintaining service quality.

Pre-Coverage Audit

Cyber Insurance FAQ
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Small Businesses Need Coverage Too

The Significance of Cyber Insurance for Small Businesses

A major incentive for small businesses to opt for cyber insurance is the
financial assistance it offers after an attack.

Coverage Flexibility

Dealing with a cyber incident can come with a hefty price tag, covering costs
like data recovery, legal fees, fines from regulations, and efforts in public
relations. Cyber insurance is crucial in reducing these expenses and

Be Wary of Cyber Insurance Startups safeguarding businesses from potential closure due to cyberattacks.

Multi-Factor Authentication (MFA)

Beware Coverage Limits The Consequences of Inadequate Coverage

Nation State & Other Exclusions Without proper cyber insurance, small businesses face several risks:

» Financial devastation from recovery costs and potential lawsuits

» Reputational damage leading to loss of customers and business
opportunities

Evaluate Risk & Compliance Needs

Reporting Requirements = Regulatory fines and penalties for non-compliance with data protection
laws
Emerging Trends in Cyber Insurance * |nability to recover from a major cyber incident, potentially leading to

business closure

Cyber Insurance Checklist

The Significance of Cyber Insurance for Small Businesses

Pre-C Audit . : . . .
B A major incentive for small businesses to opt for cyber insurance is the

financial assistance it offers after an attack.
Popular Cyber Insurance Carriers

Cyber Insurance FAQ
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Small Businesses Need Coverage Too

Dealing with a cyber incident can come with a hefty price tag, covering costs
like data recovery, legal fees, fines from regulations, and efforts in public
relations. Cyber insurance is crucial in reducing these expenses and
safeguarding businesses from potential closure due to cyberattacks.

Coverage Flexibility

Cyber insurance is not a luxury for small businesses; it's a necessity. By

AUEHRE A MO T IR investing in comprehensive coverage, small businesses can protect
themselves against potentially catastrophic financial losses and ensure their
Be Wary of Cyber Insurance Startups ability to recover and continue operations in the face of cyber incidents. As

cyber threats continue to evolve, the importance of cyber insurance for small

Beware Coverage Limits businesses cannot be overstated.

Nation State & Other Exclusions

Evaluate Risk & Compliance Needs
Did You Know?

Reporting Requirements

Small businesses are often targeted within the first six months
of operation. Cybercriminals monitor new domain registrations
and startup announcements to identify vulnerable targets.
Being proactive with cybersecurity measures and insurance
can be a crucial defense during this vulnerable period.

11 Emerging Trends in Cyber Insurance

Cyber Insurance Checklist

Pre-Coverage Audit e —

Popular Cyber Insurance Carriers

Cyber Insurance FAQ
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o 4 Coverage Flexibility

Know Your Policy & Coverage

Small Businesses Need Coverage

Multi-Factor Authentication (MFA)

Be Wary of Cyber Insurance Startups

Beware Coverage Limits

Nation State & Other Exclusions

Evaluate Risk & Compliance Needs

Reporting Requirements

Emerging Trends in Cyber Insurance

Cyber Insurance Checklist

Pre-Coverage Audit

Popular Cyber Insurance Carriers

Cyber Insurance FAQ

Coverage Flexibility

If your business is successful, it's INSURANCE
POLICY

going to evolve, as will the threats
they face. Businesses must ensure
their cyber insurance policies are just
as dynamic. The technological
advancements of the past decade,
from on-premises servers to cloud
computing, underscore the need for
adaptable coverage."

The Necessity for Flexibility in Cyber Insurance

Cyber insurance policies must be flexible to adapt to the ever-changing
landscape of cyber threats. Flexible cyber insurance policies are crucial
because:

= Cyber threats evolve rapidly, with new attack vectors emerging regularly
= Business operations and technology infrastructures change over time

= Regulatory landscapes shift, introducing new compliance requirements
» The financial impact of cyber incidents continues to grow

Customizable Coverage Options

One of the critical aspects of flexibility in cyber insurance policies is the ability
to customize coverage options to fit a business's specific needs. Businesses
should work closely with their insurance providers to tailor policies that cover
their unique risks. This can include coverage for:

11 Valuable Things Leaders Should Know About Cyber Insurance 16
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Coverage Flexibility

Emerging Threats: Policies should be adaptable to cover new and emerging
threats. With the rise of Al-driven attacks and advanced persistent threats (APTs),
businesses need insurance that can respond to these sophisticated attack
vectors. For example, Al-enhanced phishing campaigns are becoming increasingly
prevalent, necessitating coverage that accounts for such novel threats.

o 4 Coverage Flexibility

Multi-Factor Authentication (MFA) Industry-Specific Risks: Different industries face different types of cyber risks.

For instance, healthcare organizations may need more robust privacy liability
coverage due to the sensitive nature of patient data, while financial institutions
might require extensive coverage for fraud and data breaches. The specificity of
Beware Coverage Limits these risks demands tailored insurance solutions.

Be Wary of Cyber Insurance Startups

Regulatory Changes: As data privacy and cybersecurity regulations continue to
evolve, businesses need policies that can adapt to new legal requirements. This
ensures they remain compliant and protected against potential fines and
penalties. Recent changes in GDPR and the introduction of new data protection
laws in various countries underline the importance of regulatory adaptability.

Nation State & Other Exclusions

Evaluate Risk & Compliance Needs

Reporting Requirements

The Role of Continuous Assessment

Emerging Trends in Cyber Insurance

Continuous assessment and updating of cyber insurance policies are crucial.
Businesses should regularly review their cyber insurance coverage to ensure it
remains relevant and comprehensive. This involves:

Cyber Insurance Checklist

Pre-Coverage Audit . . . .
Risk Assessments: Conduct regular risk assessments to identify new

vulnerabilities and threats. This helps update the insurance policy to cover these
risks adequately. Regular assessments also provide insights into the
effectiveness of current security measures, allowing for timely adjustments.

Popular Cyber Insurance Carriers

Cyber Insurance FAQ
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Coverage Flexibility

Policy Reviews: Schedule periodic reviews with insurance providers to discuss
any changes in business operations, the cyber threat landscape, or regulatory
requirements. This ensures that the policy evolves with the business and the
external environment. These reviews should be thorough and involve key IT, legal,
and executive team stakeholders.

o 4 Coverage Flexibility

Multi-Factor Authentication (MFA . . : : .
PR R Incorporating Threat Intelligence: Leverage threat intelligence to stay informed

about the latest cyber threats and attack methods. This information can be used
to adjust insurance coverage proactively. By staying ahead of emerging threats,
businesses can ensure that their insurance policies remain effective.

Be Wary of Cyber Insurance Startups

Beware Coverage Limits

Real-World Examples and Case Studies

Nation State & Other Exclusions

Real-world examples highlight the importance of flexible cyber insurance policies.
The rise of supply chain attacks has shown that even businesses with strong
internal security measures can be vulnerable if their suppliers are compromised.
A flexible insurance policy can be adapted to include coverage for such third-party
risks, ensuring comprehensive protection. For instance, the SolarWinds attack
revealed significant vulnerabilities in supply chain security, affecting numerous
Emerging Trends in Cyber Insurance organizations globally.

Evaluate Risk & Compliance Needs

Reporting Requirements

Cyber Insurance Checklist

Did You Know?

Pre-C Audit . .
re-woverage Sudt A survey by Aon found that 67% of all businesses have experienced at least
one cyber incident resulting in an insurance claim. However, only 30% of

Popular Cyber Insurance Carriers these businesses felt their coverage was adequate for the incident.

B —

Cyber Insurance FAQ
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Coverage Flexibility
The Impact of Policy Flexibility on Business Resilience

Flexibility in cyber insurance policies is essential for business resilience. By
allowing for customization and continuous updates, businesses can ensure they
are always prepared for the latest threats. This proactive approach protects
against financial losses and helps maintain operational continuity and brand
reputation. Companies with flexible policies are better positioned to recover
quickly from cyber incidents, minimizing downtime and disruption.

o 4 Coverage Flexibility

Multi-Factor Authentication (MFA)

Be Wary of Cyber Insurance Startups

——

Beware Coverage Limits Did You Know?

According to the Hiscox Cyber Readiness Report 2023, one-in-five
firms received a ransom demand, but those paying fell from 66% to
63%, and less than half of those that paid recovered all data.

Evaluate Risk & Compliance Needs .

Nation State & Other Exclusions

Reporting Requirements The Risks of Inflexible Coverage

Potential gaps in protection as new threats emerge

Overpaying for unnecessary coverage as business needs change
Inadequate protection against industry-specific risks

Difficulty in adapting to new regulatory requirements"

Emerging Trends in Cyber Insurance

Cyber Insurance Checklist

Pre-Coverage Audit By prioritizing flexibility in cyber insurance policies, businesses can ensure they
remain protected against the ever-evolving landscape of cyber threats. Regular
policy reviews and open communication with insurance providers are essential to

Popular Cyber Insurance Carriers ) o . o . .
maintaining this flexibility and ensuring comprehensive, relevant coverage.

Cyber Insurance FAQ
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Multi-Factor Authentication Required

Multi-factor authentication (MFA) has
become a critical requirement for cyber
insurance policies. MFA adds an extra layer of
security by requiring users to provide two or
" arees more verification factors to gain access to a
resource. These factors typically include
something the user knows (like a password),
something the user has (like a smartphone),
and something the user is (like a fingerprint or
facial recognition).

Coverage Flexibility

Multi-Factor Authentication (MFA)

Be Wary of Cyber Insurance Startups

I

Beware Coverage Limits

As cyber threats evolve, insurers are increasingly mandating MFA to mitigate risks
and reduce potential claims. According to the IBM Cost of a Data Breach Report
2023, the average cost of a data breach has reached $4.45 million, underscoring
the financial imperative for robust security measures like MFA.

8 Nation State & Other Exclusions

9 Evaluate Risk & Compliance Needs

Thus, insurers are now often mandating that any company requiring an insurance
policy exceeding six digits must have or install MFA. MFA is reported to help quell
upwards of 80% of cyberattacks, but there are costs and time to install to consider.

11 Emerging Trends in Cyber Insurance

R ——

Cyber Insurance Checklist While MFA is often a non-negotiable requirement, some insurers
may allow for a phased implementation approach. This could involve
Pre-Coverage Audit immediate MFA deployment for high-risk users (like administrators)

and a planned rollout for other employees. However, organizations
should be prepared to demonstrate a clear and timely MFA
implementation strategy to secure coverage.

B —

Popular Cyber Insurance Carriers

Cyber Insurance FAQ
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Multi-Factor Authentication Required

If you use anything Google, you know that in the last year, the mega hub of
technology has switched to demanding multi-factor authentication (MFA) from its
users. Usernames and those unique passwords aren’t secure enough anymore.
You also need to verify via a push request sent to another device to verify that
you're really you. An IBM report tagged the average cost of a data breach at $4.26
million in 2022, which no cyber insurance company wants to have to pay for.

4 Coverage Flexibility

Multi-Factor Authentication (MFA)

The Increasing Importance of MFA
Be Wary of Cyber Insurance Startups
In 2024, the emphasis on MFA has only intensified. Cyber insurers often require
j : MFA as a baseline security measure before issuing or renewing a policy. This
requirement stems from the recognition that traditional username and password

combinations are no longer sufficient to protect against unauthorized access. MFA
significantly reduces the risk of breaches by adding an additional layer of security
that cybercriminals must overcome.

I

8 Nation State & Other Exclusions

9 Evaluate Risk & Compliance Needs

Why Insurers Demand MFA
10 Reporting Requirements

Reduction in Breach Incidents: MFA is reported to help prevent up to 99.9% of

11 Emerging Trends in Cyber Insurance automated cyberattacks, according to Microsoft. This effectiveness has led many
insurers to make MFA a prerequisite for coverage, particularly for policies
exceeding six-figure premiums..

Cyber Insurance Checklist

Lower Risk Profile: Companies that implement MFA are viewed as having a lower
risk profile. This can lead to lower premiums and more favorable terms on their
cyber insurance policies. Insurers see MFA as a proactive measure that

Popular Cyber Insurance Carriers demonstrates a company's commitment to robust cybersecurity practices.

Pre-Coverage Audit

Cyber Insurance FAQ
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Coverage Flexibility

Multi-Factor Authentication (MFA)

I

Be Wary of Cyber Insurance Startups

Beware Coverage Limits

Nation State & Other Exclusions

Evaluate Risk & Compliance Needs

Reporting Requirements

11 Emerging Trends in Cyber Insurance

Cyber Insurance Checklist

Pre-Coverage Audit

Popular Cyber Insurance Carriers

Cyber Insurance FAQ

S

Multi-Factor Authentication Required

Compliance with Regulations: As data protection regulations become more
stringent, MFA helps businesses comply with legal requirements. Many
regulatory frameworks now mandate MFA for access to sensitive data, and
insurers align their requirements with these regulations to ensure their clients
remain compliant.

Types of Multi-Factor Authentication
MFA can be implemented in several ways, each adding a unique layer of security:

SMS-Based Authentication: One-time passcodes sent via text message to a
user's mobile device. While convenient, this method is susceptible to SIM
swapping and should be complemented with other factors.

App-Based Authentication: Apps like Google Authenticator or Authy generate
time-sensitive passcodes that users must enter alongside their passwords. This
method is more secure than SMS-based authentication.

Biometric Authentication: Uses physical characteristics such as fingerprints,
facial recognition, or retina scans. Biometrics offer a high level of security but
require specialized hardware.

Hardware Tokens: Physical devices that generate time-sensitive codes or
connect via USB to provide authentication. Examples include YubiKeys and RSA
SecurlD tokens. These tokens offer robust security but can be inconvenient for
users who need to carry them.
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Multi-Factor Authentication Required

Real-World Impact of MFA on Cyber Insurance

The implementation of MFA has had a tangible impact on the cyber insurance
landscape. Companies that adopt MFA are not only better protected against
breaches but also benefit from more favorable insurance terms. For instance, a
mid-sized financial firm that implemented MFA saw its cyber insurance
premiums decrease by 15% within a year, reflecting the reduced risk perceived
by the insurer.

Coverage Flexibility

Multi-Factor Authentication (MFA)

I

Be Wary of Cyber Insurance Startups

R —
Beware Coverage Limits
According to a 2023 report by Microsoft, enabling MFA blocks 99.9%

of account compromise attacks. This staggering statistic illustrates
Nation State & Other Exclusions

the critical role MFA plays in securing digital assets and underscores

why insurers mandate its use.
Evaluate Risk & Compliance Needs

e ———

Multi-factor authentication has become a critical component of modern
cybersecurity strategies and is increasingly mandated by cyber insurers. By
reducing the risk of breaches, MFA not only protects sensitive data but also
helps businesses secure more favorable insurance terms. As cyber threats
continue to evolve, the adoption of MFA will remain a key measure in
safeguarding digital assets and maintaining regulatory compliance.

Cyber Insurance Checklist

Pre-Coverage Audit

Popular Cyber Insurance Carriers

Cyber Insurance FAQ

11 Valuable Things Leaders Should Know About Cyber Insurance 23

R R R EEEE—————————————————————————==___,,.,==_=_=—=—========_=__===————————




Coverage Flexibility

Multi-Factor Authentication (MFA)

6 Be Wary of Cyber Insurance Startups
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Be Wary of Cyber Insurance Startups

Cyber Insurance Startups are Often in Over Their Heads

As evidenced in earlier sections, demand has so rapidly outpaced supply in the
cyber insurance industry that premiums have spiked to budget-breaking levels.
The rapid growth in demand for cyber insurance has led to an influx of new

providers entering the market.

While innovation is welcome, businesses should exercise caution when
considering policies from cyber insurance startups. These new entrants may lack
the experience, financial stability, and underwriting expertise necessary to
provide comprehensive and reliable coverage.

Nothing against startups in general, of course, but due diligence is a must when
you're pricing cyber insurance providers, particularly if you've never heard of one
that comes in with a much lower bid than the rest.
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Be Wary of Cyber Insurance Startups
The Challenge for Cyber Insurance Startups

Startups in the cyber insurance market face significant challenges. They must
navigate a rapidly evolving threat landscape, maintain adequate financial
reserves, and develop robust underwriting processes. Many lack the experience
and resources to manage these complexities effectively, leading to potential
risks for their clients. In 2024, this issue has become more pronounced as cyber
threats continue to grow in frequency and sophistication.

Coverage Flexibility

Multi-Factor Authentication (MFA)

Be Wary of Cyber Insurance Startups

Key Challenges for Startups

Beware Coverage Limits

Underwriting Expertise: Effective underwriting requires a deep understanding of
cyber risks and the ability to assess a company's security posture accurately.
Many startups lack the expertise needed to evaluate these factors
comprehensively, resulting in policies that may not provide adequate coverage.

Nation State & Other Exclusions

Evaluate Risk & Compliance Needs

Financial Stability: Established insurers have the financial reserves to cover
large claims, but startups often operate on thinner margins. This can be
problematic if multiple clients are hit with significant cyber incidents
simultaneously, potentially leading to insolvency.

Claims Management: Efficient claims processing is critical for client satisfaction
and trust. Startups may struggle with the volume and complexity of cyber
insurance claims, leading to delays and disputes that can damage their
reputation and client relationships.

Cyber Insurance Checklist

Pre-Coverage Audit

Popular Cyber Insurance Carriers

Cyber Insurance FAQ
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Be Wary of Cyber Insurance Startups

Real-World Examples and Case Studies

Several high-profile cases illustrate the risks associated with relying on
Coverage Flexibility inexperienced cyber insurance startups:

Case Study: Insurtech Failures: A prominent insurtech startup faced
significant backlash after multiple clients experienced delayed claims
processing and inadequate coverage following a widespread ransomware
attack. The startup's lack of experienced underwriters and limited financial
reserves were key factors in its failure to meet client needs during the crisis.

Multi-Factor Authentication (MFA)

Be Wary of Cyber Insurance Startups

Beware Coverage Limits

Example: Market Withdrawals: Some startups have been forced to exit the
Nation State & Other Exclusions market after underestimating the financial risks associated with cyber

insurance. These exits leave clients scrambling for new coverage, often at
Evaluate Risk & Compliance Needs higher premiums due to the abrupt change in providers.

: ) Mitigating Risks When Choosing a Provider
Reporting Requirements

To mitigate the risks of choosing a cyber insurance provider, businesses
Emerging Trends in Cyber Insurance should consider the foIIowing:

Cyber Insurance Checklist 1.Conduct Thorough Research: Investigate the provider's financial stability,
claims history, and customer reviews. Established insurers with a solid track
record are generally a safer bet.

Pre-Coverage Audit

Popular Cyber Insurance Carriers

Cyber Insurance FAQ
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Be Wary of Cyber Insurance Startups

2. Evaluate Underwriting Practices: Ensure the provider has experienced
underwriters who understand the complexities of cyber risk. Ask about
their assessment processes and how they tailor policies to specific

Coverage Flexibility business needs.

3. Assess Claims Handling Capabilities: Inquire about the provider's claims
processing procedures and response times. Quick and efficient claims
handling is crucial during a cyber incident.

Multi-Factor Authentication (MFA)

Be Wary of Cyber Insurance Startups

R ——

Beware Coverage Limits
Did You Know?

Nation State & Other Exclusions ) ) )
According to a study by PwC, 63% of businesses prefer established

insurance providers over startups for cyber insurance due to concerns
Evaluate Risk & Compliance Needs about financial stability and claims handling. This preference

underscores the importance of choosing a provider with a proven

Reporting Requirements track record.

—

Emerging Trends in Cyber Insurance

When selecting a cyber insurance provider, prioritize financial stability,
underwriting expertise, and proven claims handling capabilities. While new
entrants may offer attractive premiums or innovative features, ensure that they

Cyber Insurance Checklist

Pre-Coverage Audit can deliver on their promises in the event of a significant cyber incident.
Thorough due diligence and expert guidance are essential in navigating the
Popular Cyber Insurance Carriers complex landscape of cyber insurance providers.

Cyber Insurance FAQ
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Beware Coverage Limits

Understanding coverage limits is crucial when evaluating cyber insurance policies.
With 86% of businesses facing at least one cyberattack annually, it's vital to ensure
your policy limits adequately protect your organization. Cyber insurance typically
— includes two types of limits: per-incident and aggregate.

The per-incident limit represents the maximum payout for a single cyber event,
while the aggregate limit is the total amount available for all cyber events within
the policy period.

Multi-Factor Authentication (MFA)

Be Wary of Cyber Insurance Startups

Clarity in policy definitions is essential. For instance, how does your policy define a
B 7 Beware Coverage Limits 'single incident'? If multiple attacks occur within a short timeframe, will they be
treated as separate incidents or one continuous event? These definitions can
significantly impact your coverage and potential out-of-pocket expenses.

Nation State & Other Exclusions

Comprehending Coverage Limits
Evaluate Risk & Compliance Needs

Properly grasping and evaluating coverage

eI T R T limits in cyber insurance policies is crucial.
These limits determine how much an insurer S —
Emerging Trends in Cyber Insurance will cover claims arising from cyber incidents.

Insufficient coverage limits could
significantly impact a company's financial
stability following a cyber breach.

Cyber Insurance Checklist

Pre-Coverage Audit . . .
Given the escalating severity and frequency

of cyber threats, ensuring that your coverage
LTy o AL T A limits offer ample protection against

substantial financial losses is paramount.
Cyber Insurance FAQ
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Beware Coverage Limits
Various Types of Coverage Limits

Per Incident Limit: This represents the maximum sum an insurer will pay for an
— individual cyber incident.

Understanding how your insurance policy defines a single incident is crucial.
Some insurance providers may view multiple attacks occurring closely together
as separate incidents, which could deplete your coverage rapidly.

Multi-Factor Authentication (MFA)

Be Wary of Cyber Insurance Startups

i Aggregate Limit: This represents the total sum that the insurer will pay for all
——2 | 7 Beware Coverage Limits claims within the policy period. If your business faces numerous cyber incidents
: in a year, this limit ensures that the total of all claims does not surpass the
specified amount.

Nation State & Other Exclusions

Factors to Consider
Evaluate Risk & Compliance Needs

Definition of an Incident: Clearly define what qualifies as a single incident

Reporting Requirements according to your policy. For instance, a ransomware attack that spans several
days might be deemed as one incident or multiple incidents based on the policy
Emerging Trends in Cyber Insurance terms.

Potential Costs: Evaluate the anticipated costs of different types of cyber
incidents, such as data breaches, business disruptions, legal expenses, and
fines imposed by regulators. Make sure that your coverage limits are adequate
to address these potential financial burdens.

Cyber Insurance Checklist

Pre-Coverage Audit

Popular Cyber Insurance Carriers

Cyber Insurance FAQ
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Beware Coverage Limits

Industry Standards: Compare your coverage limits with prevailing industry norms
and benchmarks. Certain sectors like healthcare and finance may necessitate
higher limits due to the sensitive nature of their data handling practices and
— stringent regulatory obligations.

Real-World Consequences of Inadequate Coverage
Multi-Factor Authentication (MFA)

The repercussions of insufficient coverage limits can be severe. In one case, a

Be Wary of Cyber Insurance Startups medium-sized company faced a sophisticated phishing attack that resulted in
X more than $2 million in recovery expenses, surpassing their $1 million policy limit
2 .| 7 Beware Coverage Limits per incident. Consequently, the company had to bear the extra costs themselves,

causing significant financial strain and disruptions to their operations.

Nation State & Other Exclusions
Reducing the Risk of Inadequate Coverage

Evaluate Risk & Compliance Needs L. . . .
To minimize the risk of inadequate coverage, companies should:

Reporting Requirements 1. Conduct Regular Risk Assessments: Stay updated on the changing cyber
threat landscape and evaluate how different cyber incidents could financially
Emerging Trends in Cyber Insurance impact your business.

2. Collaborate with Experienced Cyber Experts and Brokers: Work closely with
insurance brokers who specialize in cyber insurance to grasp coverage limits
intricacies and receive recommendations tailored to your risk profile.

Cyber Insurance Checklist

Pre-Coverage Audit

3. Review and Adjust Annually: Given the rapid evolution of cyber threats, it's
AP G T e e crucial to review and tweak your coverage limits annually to ensure they remain

sufficient.
Cyber Insurance FAQ
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Beware Coverage Limits

4. Consider Excess Insurance: Sometimes, acquiring excess insurance can be
beneficial as it extends coverage beyond your primary policy limits, providing an
additional layer of financial security in case of a significant cyber incident.
Coverage Flexibility

Understanding and appropriately setting coverage limits in your cyber insurance

policy is vital for safeguarding your business against the financial repercussions

Multi-Factor Authentication (MFA)
of cyber events.

Be Wary of Cyber Insurance Startups

Regularly assessing risks, collaborating with seasoned brokers, and reviewing
your policy each year can help guarantee that your coverage limits meet your

Beware Coverage Limits requirements. Having adequate coverage offers peace of mind and financial
stability, allowing your business to bounce back more efficiently from
Nation State & Other Exclusions cyberattacks.

I G G e Security Domains Influencing Cyber Insurance Declination

The most recent results from Aon's 2023 Global Risk Management Survey shine
a light on various important security aspects that play a role in the rejection of
cyber insurance policies. It is essential for companies looking to secure thorough
Emerging Trends in Cyber Insurance cyber insurance coverage to grasp these areas.

Reporting Requirements

Cyber Insurance Checklist Here are the revised security aspects and their corresponding percentages
affecting policy rejections:

Pre-Coverage Audit

Access Control - 70%

Business Resilience - 65%

Endpoint & Systems Security - 60%

Network Security - 50%

Popular Cyber Insurance Carriers

Howpn =

Cyber Insurance FAQ

11 Valuable Things Leaders Should Know About Cyber Insurance 31

R R R EEEE—————————————————————————==___,,.,==_=_=—=—========_=__===————————




Beware Coverage Limits

Data Security - 50%

Previous Claims/Incidents - 35%
Third-Party Management - 35%
Cyber Governance - 30%

9. IT Infrastructure - 25%

10. Application Security - 20%

11. Remote Work - 15%

12. Physical Security - 5%

© N o o

Coverage Flexibility

Multi-Factor Authentication (MFA)

Be Wary of Cyber Insurance Startups

These percentages show how weaknesses in these aspects can result in denied
T~ 7 Beware Coverage Limits cyber insurance applications. Enhancing practices in these areas can
significantly increase the chances of receiving favorable insurance terms and
ensuring sufficient protection against cyber risks.

Nation State & Other Exclusions

As per the AON survey findings, the primary worry continues to be cyberattacks
and data breaches, reflecting the growing prevalence and complexity of such
threats. The extensive data collected from almost 3,000 executives worldwide

Evaluate Risk & Compliance Needs

Reporting Requirements emphasizes the urgent necessity for companies to proactively address these
security areas to reduce risks and secure comprehensive cyber insurance
Emerging Trends in Cyber Insurance coverage.

Understanding and appropriately setting coverage limits is crucial for effective
risk management. Inadequate limits can leave your organization exposed to
significant financial losses, while excessive limits may result in unnecessary
premium costs. Striking the right balance requires careful consideration of your

specific risks, industry trends, and expert guidance.

Cyber Insurance Checklist

Pre-Coverage Audit

Popular Cyber Insurance Carriers

Cyber Insurance FAQ
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Nation-States & Other Exclusions

Navigating cyber insurance policies can be challenging due to their technical
language and complexity. One aspect that stands out is the exclusion of coverage
for cyber warfare. When a nation-state conducts a cyberattack, insurers often
categorize it as an act of war, which is typically not covered by policies. This
exclusion leaves businesses at risk of significant financial losses without any
insurance protection. You can probably guess who, at their sole discretion,
Multi-Factor Authentication (MFA) determines whether it is cyber warfare or not. You are correct; the insurance

company does. So, buyer beware...
Be Wary of Cyber Insurance Startups

& Understanding the Impact of Cyber Warfare Exclusions

4 Coverage Flexibility

i \i 7 Beware Coverage Limits

Cyber warfare refers to attacks orchestrated or supported by governments with the
aim of disrupting another country's operations. These highly sophisticated attacks
target critical infrastructure, financial systems, and sensitive information. Insurers
exclude coverage for cyber warfare due to the potentially devastating effects these
9 Evaluate Risk & Compliance Needs attacks can have, leaving policyholders exposed to substantial financial risks.

10 Reporting Requirements Examples of Cyber Warfare

1. NotPetya Attack (2017): This ransomware attack, believed to be backed by a
government entity, impacted businesses worldwide, resulting in billions of
dollars in damages. Companies like Maersk and Merck experienced significant
Cyber Insurance Checklist disruptions and financial harm due to this cyber operation.

8 Nation State & Other Exclusions

11 Emerging Trends in Cyber Insurance

Pre-Coverage Audit 2. SolarWinds Hack (2020): A sophisticated software supply chain attack
allegedly carried out by a nation-state actor compromised multiple government
agencies and private companies. This incident sheds light on the vulnerabilities

Popular Cyber Insurance Carriers i . .
in software supply chains and the repercussions of cyber warfare.

Cyber Insurance FAQ
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Nation-States & Other Exclusions
Ramifications of Excluding Cyber Warfare

Not including coverage for cyber warfare in insurance policies could have
profound implications for businesses. In the absence of insurance, companies

Coverage Flexibility would have to shoulder the entire financial burden of recovery, legal expenses,
and potential fines from regulatory bodies. This situation could be catastrophic,

Multi-Factor Authentication (MFA) especially for smaller businesses with limited financial means.

Be Wary of Cyber Insurance Startups Mitigating the Risk

To address the risks associated with cyber warfare, businesses should:
Beware Coverage Limits

1. Thoroughly Examine Policy Terms: Familiarize yourself with the specific
Nation State & Other Exclusions exclusions outlined in your cyber insurance policy. If coverage for cyber
warfare is omitted, evaluate how it could impact your business and explore
alternative risk management approaches.

Evaluate Risk & Compliance Needs

2. Strengthen Cybersecurity Measures: Invest in robust cybersecurity
solutions to defend against nation-state attacks. This involves
implementing advanced threat detection systems, conducting regular
LGS LUALETT LS security assessments, and providing training to employees on recognizing
: and responding to cyber threats.

Reporting Requirements

Cyber Insurance Checklist

R ———

Pre-Coverage Audit A report from Allianz in 2024 revealed that 41% of surveyed companies
were unaware that their cyber insurance policies did not cover damages
caused by cyber warfare.

PR S —

Popular Cyber Insurance Carriers

Cyber Insurance FAQ
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Coverage Flexibility

Multi-Factor Authentication (MFA)

Be Wary of Cyber Insurance Startups

Beware Coverage Limits

Nation State & Other Exclusions

Evaluate Risk & Compliance Needs

Reporting Requirements

Emerging Trends in Cyber Insurance

Cyber Insurance Checklist

Pre-Coverage Audit

Popular Cyber Insurance Carriers

Cyber Insurance FAQ

Nation-States & Other Exclusions

3. Diversify Risk Management Approaches: Explore other financial tools or
insurance options that protect against cyber warfare damages. Specialized
insurance policies may be included to address geopolitical risks specifically.

4. Utilize Active Threat Intelligence Sharing: Engage in initiatives that share
threat intelligence to keep updated on nation-state actors' latest threats and
attack methods. This proactive approach can help in defending against
advanced cyber threats effectively.

Other Coverage Alternatives

Some insurers are starting to provide specialized policies or add-ons covering state-
sponsored cyberattacks. These policies tend to be pricier with strict underwriting
criteria, they offer protection for businesses operating in high-risk sectors.
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Nation-States & Other Exclusions

Cyber War Coverage is Complicated

It is essential to grasp the absence of cyber warfare coverage in cyber insurance
policies for comprehensive risk management. By carefully examining policy
Coverage Flexibility terms, bolstering cybersecurity practices, diversifying risk management tactics,
and considering alternative coverage options, businesses can enhance their
defense against the financial repercussions of nation-state cyberattacks.
Remaining vigilant and taking proactive measures are crucial for navigating
cyber insurance.

Multi-Factor Authentication (MFA)

Be Wary of Cyber Insurance Startups

Social Engineering and Phishing Attacks

Beware Coverage Limits

When soliciting cyber insurance, it's crucial to be aware of several common
exclusions beyond the widely known nation-state or cyber warfare exclusion.
One significant exclusion to consider is social engineering and phishing attacks.
Despite being among the most prevalent forms of cyber threats, many policies
exclude coverage for losses resulting from social engineering scams. These
attacks trick employees into revealing sensitive information or transferring

Nation State & Other Exclusions

Evaluate Risk & Compliance Needs

RN CE RS funds to fraudulent accounts. As the sophistication of these scams increases,
so does the financial impact on businesses. It's vital to scrutinize your policy to
Emerging Trends in Cyber Insurance determine whether social engineering risks are covered or if you need a

separate rider to include this protection.

Cyber Insurance Checklist

Acts of Terrorism

RO AL Another notable exclusion often found in cyber insurance policies is for acts of
terrorism. While similar to the nation-state exclusion, acts of terrorism

Popular Cyber Insurance Carriers

Cyber Insurance FAQ
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Nation-States & Other Exclusions

are defined differently and can include both cyber and physical acts aimed at
causing widespread disruption and fear. For example, a coordinated attack on
critical infrastructure, such as power grids or financial systems, may be
classified as terrorism. These exclusions can leave significant gaps in coverage,
especially for businesses operating in high-risk sectors or regions prone to such
threats. Reviewing the definitions and scopes of these exclusions in your policy
Multi-Factor Authentication (MFA) is essential to ensure you understand the extent of your coverage.

Coverage Flexibility

Be Wary of Cyber Insurance Startups Hardware and Software Failure

Hardware and software failure exclusions can catch businesses off guard.
Many policies do not cover losses due to failures or malfunctions of IT
equipment or software that are not directly caused by a cyber incident. For
instance, if a server crashes due to a hardware defect, the associated downtime
and data recovery costs might not be covered. This exclusion emphasizes the

Beware Coverage Limits

Nation State & Other Exclusions

Evaluate Risk & Compliance Needs importance of maintaining robust IT support and backup systems. Regular
maintenance and updates, along with having a clear understanding of what
Reporting Requirements constitutes a covered cyber incident versus an operational failure, can help

mitigate the risks associated with this exclusion.

Emerging Trends in Cyber Insurance
Failure to Maintain Security Standards

Cyber Insurance Checklist Another vital aspect to consider is the failure to uphold security standards.
Claims may be rejected if your company does not follow the basic security
practices specified in your policy. This could involve requirements such as
regular software updates, using multi-factor authentication, and providing
employee training.

Pre-Coverage Audit

Popular Cyber Insurance Carriers

Cyber Insurance FAQ
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Nation-States & Other Exclusions

It is crucial for your policy to clearly define the mandatory standards to avoid any
confusion or disagreements.

Coverage Flexibility Prior Acts

Exclusions for prior acts prevent claims for incidents that occurred before the

Multi-Factor Authentication (MFA) policy's start date. This is particularly significant as breaches can often remain
undetected for long periods. Maintaining continuous coverage and understanding
Be Wary of Cyber Insurance Startups the retroactive date in your policy can help mitigate this risk. Businesses may

also want to consider obtaining an extended discovery period to cover potential

e G L claims that arise after switching insurers.

PCI Fines and Assessments
Nation State & Other Exclusions

Insurance policies frequently do not cover penalties and fines levied by payment
Evaluate Risk & Compliance Needs card industry (PCI) organizations after a data breach. These fines can be
substantial, and not all policies protect against them. It is essential to carefully
review and negotiate your policy terms regarding PCl-related risks, especially for
businesses that handle significant volumes of credit card transactions.

Reporting Requirements

Emerging Trends in Cyber Insurance

Cyber Insurance Checklist
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Pre-Coverage Audit

Popular Cyber Insurance Carriers
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Nation-States & Other Exclusions

Understanding policy exclusions, particularly those related to nation-state
attacks, is crucial for comprehensive risk management. While cyber insurance is
an essential tool, it should be part of a broader strategy that includes robust
cybersecurity measures, continuous risk assessment, and tailored incident

Coverage Flexibility response planning.

Multi-Factor Authentication (MFA) Organizations should work closely with insurance brokers and cybersecurity
experts to ensure they have the most comprehensive and appropriate coverage

Be Wary of Cyber Insurance Startups for their specific risk profile.

Beware Coverage Limits

Nation State & Other Exclusions

Evaluate Risk & Compliance Needs

Reporting Requirements

Emerging Trends in Cyber Insurance

Cyber Insurance Checklist

Pre-Coverage Audit

Popular Cyber Insurance Carriers
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Multi-Factor Authentication (MFA)
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Evaluate Risk & Compliance Needs

Cyber insurance plays a vital role in a well-rounded risk management plan, but it's
not a one stop solution for every company. Each organization comes with its own
set of risks and compliance needs that need thorough assessment to guarantee
the right coverage and prevent any possible loopholes.

Just as London subway passengers are reminded to 'Mind the Gap,' businesses
must be vigilant about potential gaps in their cyber insurance coverage. These
gaps can leave organizations exposed to significant financial and operational
risks. Implementing proactive security measures can help defend against cyber

threats and make obtaining cyber insurance more manageable and cost-effective.

Understanding Your Risk Profile

Begin by thoroughly understanding your company's risk profile to assess your risk
and compliance needs effectively. This includes analyzing the types of data you
handle, the industries you're involved in, and the specific cyber threats you
encounter. Important steps include:

Conducting a Risk Assessment:
Identify and assess potential cyber
threats facing your organization.
This involves understanding the
likelihood and impact of attacks
like phishing, ransomware, and
data breaches. It is important to
have a 3 party do an assessment
at least once for additional validity
and so there is no conflict-of-
interest concern.

11 Valuable Things Leaders Should Know About Cyber Insurance
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Evaluate Risk & Compliance Needs

Inventory of Your Assets: Create a detailed list of your digital assets, including
sensitive data, intellectual property, and critical infrastructure. This helps determine
what needs safeguarding and the potential consequences of an incident.

4 Coverage Flexibility

Measuring Relevant Risks

Multi-Factor Authentication (MFA) There are a variety of formulas to measure risk and it can vary greatly based on
— industry and sector. Here are a few sample formulas:
Be Wary of Cyber Insurance Startups
Risk = Likelihood x Impact x Vulnerability level

7 Beware Coverage Limits Risk = Threat x Vulnerability x Information Value

8  Nation State & Other Exclusions Risk = (Threat x Vulnerability x Probability of occurrence x Impact)/Controls

Risk = Criticality (Likelihood x Vulnerability Scores [CVSS]) x Impact

9 Evaluate Risk & Compliance Needs

Risk value = Probability of occurrence x Impact
One of the most simplistic formulas that you see being used is:
Risk = Impact x Likelihood

You can collect quite a bit of the information needed for these formulas from threat
intelligence subscriptions or from your own threat hunting capabilities.

Cyber Insurance Checklist

Pre-Coverage Audit

These formulas for measuring risk offer a numerical method for evaluating cyber risks.
Nonetheless, it's crucial to acknowledge that assessing cyber risk often includes
AP G T e e subjective elements too. A blend of quantitative and qualitative assessments usually

offers the most thorough evaluation of risks.
Cyber Insurance FAQ
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Evaluate Risk & Compliance Needs

Evaluating Your Security Posture: Review your cybersecurity practices to pinpoint
strengths and weaknesses. When it comes to protecting your systems, it's
important to review your technical controls, policies, and procedures regularly.
It's also crucial to conduct security audits and vulnerability assessments on a

Coverage Flexibility routine basis

Multi-Factor Authentication (MFA) Meeting compliance requirements is a vital part of managing cyber risks
effectively. Different industries have their own set of rules that need to be

Be Wary of Cyber Insurance Startups followed to avoid legal and financial consequences. Here are some key points to
consider:

Beware Coverage Limits . .
d 1. Know the Regulations: Make sure you are aware of the regulations and

standards that apply to your organization, such as GDPR, CCPA, HIPAA, PCI DSS,
Nation State & Other Exclusions based on your industry and location.

2. Implement Necessary Controls: Align your cybersecurity measures with the
regulatory requirements by implementing specific controls, conducting audits
regularly, and keeping detailed records.

Evaluate Risk & Compliance Needs

Reporting Requirements

3. Stay Updated: Keep track of any changes in regulatory requirements so you
Emerging Trends in Cyber Insurance can adjust your cybersecurity practices accordingly. This will help you stay
compliant and steer clear of fines.

Cyber Insurance Checklist

To prevent any gaps in insurance coverage, customize your cyber insurance

policy according to your unique risks and compliance needs. Here's is how:
Pre-Coverage Audit

Collaborate with an Expert Broker: Partner with an insurance broker specializing
Popular Cyber Insurance Carriers in cyber insurance to understand your required coverage and identify any
potential policy gaps.

Cyber Insurance FAQ
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Evaluate Risk & Compliance Needs

Tailoring Your Coverage: Be sure to customize your policy to address your
organization's specific risks and compliance needs. This could involve
incorporating endorsements or riders to safeguard against particular threats or

regulatory obligations.
Coverage Flexibility

Keeping Your Policy Up to Date: Given that cyber threats and compliance standards
Multi-Factor Authentication (MFA) are always changing, it's important to revisit and update your cyber insurance
policy regularly to ensure it stays relevant and sufficient.

Be Wary of Cyber Insurance Startups
Real World Examples

EearSle exeienelinits Numerous notable cases serve as examples of why evaluating risks and
compliance requirements is vital to prevent gaps in insurance coverage:

Nation State & Other Exclusions . )
Healthcare Sector: A healthcare provider encountered hefty fines and legal

expenses following a data breach that exposed patient data. Their cyber insurance
plan didn't include coverage for regulatory fines, underscoring the significance of
comprehending and addressing compliance requirements within their policy.

Evaluate Risk & Compliance Needs

Reporting Requirements

Financial Industry: A financial services company fell victim to a ransomware attack
that disrupted operations for several days. While their policy covered losses due to
business interruptions, it didn't account for costs related to forensic investigations,
resulting in significant out-of-pocket expenditures.

Emerging Trends in Cyber Insurance

Cyber Insurance Checklist

Evaluating your risk and compliance requirements is essential for securing
Pre-Coverage Audit thorough cyber insurance protection. By performing detailed risk evaluations,
familiarizing yourself with applicable laws and customizing your policy to meet
your individual needs, you can guarantee that your company is adequately shielded

Popular Cyber Insurance Carriers ) . .
from cyber risks and compliance issues.

Cyber Insurance FAQ
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Incident Reporting Requirements

Understanding and following the reporting guidelines outlined in your cyber
insurance policy is crucial when managing a cyber incident. These guidelines are
designed to promote prompt reporting of incidents to enable effective
management, reduce damage and streamline the claims process. It's crucial to
note that not complying with the reporting obligations following an incident could
lead to denial of your claim.

Coverage Flexibility

Multi-Factor Authentication (MFA)

Importance of Timely Incident Reporting
Be Wary of Cyber Insurance Startups

Prompt reporting is crucial for several reasons:

Beware Coverage Limits = Damage Mitigation: Early notification enables the insurance provider to

offer immediate assistance such as forensic investigations, legal aid, and
Nation State & Other Exclusions public relations support. This assistance is critical in containing breaches,
reducing damage, and navigating the aftermath effectively.

Evaluate Risk & Compliance Needs . . . . L i
= Policy Compliance: Failure to report incidents within the stipulated

timeframe could lead to coverage denial. Most policies have strict reporting
10 Reporting Requirements . . . . . . .
T deadlines and missing them can expose your organization to financial risks.

Emerging Trends in Cyber Insurance = Regulatory Compliance: Many jurisdictions mandate prompt data breach
reporting within specific timelines. Aligning your reporting with these

: regulations is essential to avoid fines and penalties.

Cyber Insurance Checklist

Essential Reporting Guidelines

Pre-Coverage Audit

Immediate Disclosure: Numerous policies mandate immediate notification upon
breach discovery, typically within 24 to 48 hours. Delayed notifications can
impede the insurer's response effectiveness and violate policy terms.

Popular Cyber Insurance Carriers

Cyber Insurance FAQ
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Incident Reporting Requirements

Incident Report Details: Insurance companies usually ask for a thorough report
that explains the incident's nature, how it was detected, the immediate
containment measures taken and the potential impact on data and operations.
This report needs to include timelines, affected systems and any evidence

Coverage Flexibility

gathered.
Multi-Factor Authentication (MFA) Ongoing Updates: Insurers anticipate receiving continuous updates as the
situation progresses. These updates should cover new discoveries from forensic
Be Wary of Cyber Insurance Startups investigations, progress in remediation efforts and any changes in the breach's

scope. Regular communication is crucial to keeping insurers fully informed for

Beware Coverage Limits ongoing support.

Collaboration with Insurers: Insurance policies often require full cooperation

Nation State & Other Exclusions from the insured party in the insurer's investigation and response activities. This
involves granting access to systems, facilitating interviews with key personnel
Evaluate Risk & Compliance Needs and promptly sharing all relevant information.

10 Reporting Requirements Real Life Consequences

Failing to comply with incident reporting guidelines can lead to serious
Emerging Trends in Cyber Insurance repercussions_ For exam ple;

= Claim Denial: A retail business neglected to report a data breach within the
mandatory 24-hour timeframe. Consequently, their claim was rejected,
forcing them to bear millions in recovery expenses and legal fees
independently.

Cyber Insurance Checklist

Pre-Coverage Audit

* Increased Fines and Penalties: The healthcare provider faced hefty fines and
penalties for failing to promptly report a breach to their insurer or regulators,
adding to the already substantial costs incurred from the incident.

Popular Cyber Insurance Carriers

Cyber Insurance FAQ
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Incident Reporting Requirements
Guidelines for Ensuring Compliance

To meet the standards of incident reporting:

Coverage Flexibility

= Know Your Policy: Review your cyber insurance policy carefully to grasp

all reporting obligations. Make a note of important deadlines and
Multi-Factor Authentication (MFA) processes.

= Develop an Action Plan for Incidents: Draft a comprehensive incident
action plan outlining how to inform your insurer. Ensure that all relevant
team members understand these protocols.

Be Wary of Cyber Insurance Startups

Beware Coverage Limits

» Regular Training and Simulation Exercises: Conduct routine training
Nation State & Other Exclusions sessions and drills to prepare your team to respond promptly and
efficiently to a cyber incident. This involves being aware of when and

Evaluate Risk & Compliance Needs how to report incidents to your insurer.

= Establish Effective Communication Channels: Guarantee clear
—0 10 Reporting Requirements communication channels between your incident response team and
insurer. Appoint specific contacts to streamline the reporting procedure.

Emerging Trends in Cyber Insurance

= Multi-jurisdiction Reporting: If the incident is a breach that includes data
from multiple states in the US, then you must report it to the Attorney
General Office or designated representative for each state as well. It can
be very complicated and expensive. If not handled properly then
potentially disastrous.

Cyber Insurance Checklist

Pre-Coverage Audit

Popular Cyber Insurance Carriers

Cyber Insurance FAQ
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Incident Reporting Requirements

Common Types of Sensitive Data

Understanding the types of sensitive data that might be involved in a cyber
incident is crucial for accurate reporting and effective response:

Coverage Flexibility

="
3 Common Types of Sensitive Data are: PII, PHI and PCI Data. These

types of sensitive data need stronger protection and are often subject
6 Be Wary of Cyber Insurance Startups . . .
to compliance and governance. Here are the National Institute of

Standards and Technology (NIST) definitions of these three types:

Multi-Factor Authentication (MFA)

7 Beware Coverage Limits
PII (Personally identifiable information)

S LI U I Any data about a human being that could be used to identify that person.

9 Evaluate Risk & Compliance Needs PHI (Protected Health Information)
= Individually identifiable health information that is:
10 Reporting Requirements . . . .
0 (i) Transmitted by electronic media

(ii) Maintained in electronic media; or
11 Emerging Trends in Cyber Insurance (iii) Transmitted or maintained in any other form or medium.

: PCI (Data Payment Card Information Data)
Cyber Insurance Checklist

Any data related to the card holders' names, credit card numbers, or other
Pre-Coverage Audit credit card or financial information as may be protected by International, State
and/or Federal law.

B —

Popular Cyber Insurance Carriers
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Incident Reporting Requirements

Adhering to the rules for reporting incidents is crucial to getting the most out of
your cyber insurance coverage. By knowing and abiding by these guidelines,
companies can guarantee prompt support from their insurance providers, handle

Coverage Flexibility damages efficiently and meet legal requirements. Consistently reviewing and
rehearsing reporting protocols will ensure that your organization is ready to react
Multi-Factor Authentication (MFA) promptly and efficiently in case of a cybersecurity incident.

Be Wary of Cyber Insurance Startups

Beware Coverage Limits

Nation State & Other Exclusions

Evaluate Risk & Compliance Needs

10 Reporting Requirements

Emerging Trends in Cyber Insurance

Cyber Insurance Checklist

Pre-Coverage Audit

Popular Cyber Insurance Carriers
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Emerging Trends in Cyber Insurance

The world of cyber insurance is changing quickly due to advancements in technology and the
growing complexity of cyber threats. As businesses adjust to these shifts, cyber insurance
policies need to keep up to provide sufficient protection. This section delves into the current
trends in cyber insurance, shining a light on new developments and future directions in the
Coverage Flexibility industry.

Top Trends in Cyber Insurance

Multi-Factor Authentication (MFA)

Focus on Risk Assessment and Underwriting; Insurers are now placing greater emphasis on
Be Wary of Cyber Insurance Startups thorough risk evaluations and more stringent underwriting processes. This change stems
from the necessity to accurately evaluate the cybersecurity readiness of potential clients and
set premiums based on their actual level of risk. Companies must showcase strong security

Beware Coverage Limits X . . o
measures and proactive risk management strategies to be eligible for coverage.

= Fusion of Cybersecurity and Insurance: Insurers are progressively combining
cybersecurity services with their insurance packages. This strategy gives clients access
to resources like threat intelligence, incident response support, and cybersecurity

EvaluateRisk & Complianice Needs training. By providing these services, insurers can assist clients in preventing incidents

and lessening the impact of breaches, ultimately reducing claim frequency and severity.

Nation State & Other Exclusions

Reporting Requirements
= Behavior-Based Underwriting: Behavioral underwriting leverages data analytics and

machine learning to evaluate a business risk profile based on its behavior patterns and
—o 11 Emerging Trends in Cyber Insurance cybersecurity practices. Insurance companies examine various aspects, such as
employee training programs, how often security updates are done, and how quickly they
respond to possible threats. This method, based on data, helps create risk
assessments that are more tailored and precise.

Cyber Insurance Checklist

Pre-Coverage Audit = Adapting to New Technologies: With the rise of emerging technologies such as
artificial intelligence (Al), Internet of Things (loT), and blockchain, cyber insurance
policies are changing to cover risks associated with these advancements. These
technologies bring about new weaknesses and ways for attacks to happen, requiring
specialized coverage options to counter potential threats.

Popular Cyber Insurance Carriers

Cyber Insurance FAQ
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Emerging Trends in Cyber Insurance

= Focus on Regulatory Compliance: Due to the increasing number of data protection
regulations across the globe, cyber insurance plans now include coverage for regulatory
fines and penalties. Insurers are assisting companies in navigating the intricate realm of
compliance by offering advice on meeting regulatory standards and covering

Coverage Flexibility associated expenses.

Impact of New Trends

Multi-Factor Authentication (MFA)

The impact of these new trends is diverse:

Be Wary of Cyber Insurance Startups
1. Advanced Risk Management: Combining cybersecurity services with insurance

policies encourages businesses to embrace better security practices. This proactive
SRR R R R D approach not only lowers the chances of incidents but also aids in recovering faster
when breaches occur.

Nation State & Other Exclusions . . . .
2. Customized Coverage: Through behavioral underwriting and thorough risk

evaluations, insurers can provide more personalized coverage options. Companies
Evaluate Risk & Compliance Needs receive policies tailored to their specific risk profiles, resulting in more efficient
protection.

Reporting Requirements . . . .
3. Adaptation to Fresh Challenges: By incorporating coverage for emerging

technologies and regulatory compliance, insurers ensure that their policies remain
T 11 Emerging Trends in Cyber Insurance pertinent in a constantly evolving threat landscape. This flexibility is essential for

i delivering comprehensive defense against new and changing cyber threats.
Cyber Insurance Checklist T —
' According to a 2024 survey by Deloitte, 70% of businesses plan to
Bre-Coverage/Audit increase their investment in cyber insurance over the next two years,

driven by the need for enhanced protection against emerging threats
Popular Cyber Insurance Carriers and regulatory requirements.

e ————
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Emerging Trends in Cyber Insurance

Case Studies and Real-World Examples

= Al-Powered Cyber Insurance: A well-known insurance company introduced a cyber
insurance plan driven by Al technology, utilizing machine learning algorithms to
constantly evaluate a client's risk level. This dynamic strategy enables immediate
policy coverage and premium adjustments based on the client's cybersecurity
practices and the current threat environment.

= Internet of Things (loT) Protection: An energy firm deployed loT devices throughout
its operations to boost efficiency. Acknowledging the potential cyber threats
involved, the company secured a specialized cyber insurance policy covering loT-
related incidents. This proactive step ensured protection against potential breaches
targeting its interconnected devices.

8 Nation State & Other Exclusions = Assistance with Regulatory Compliance: A healthcare entity dealing with strict data
protection rules chose a cyber insurance plan that included thorough compliance
assistance. The insurer conducted regular audits, provided training sessions, and
offered resources to help the organization meet regulatory standards and avoid
penalties.

9 Evaluate Risk & Compliance Needs

10 Reporting Requirements

The field of cyber insurance is changing quickly, driven by new developments that are

—o . . molding its future path. By focusing on thorough risk assessments, integrating
- o 11 Emerging Trends in Cyber Insurance . . . . .. . .
e cybersecurity services, using behavioral underwriting methods and offering protection for

new technologies and compliance with regulations, insurers can enhance their ability to
Cyber Insurance Checklist protect businesses from the ever-evolving threat environment. As cyber threats evolve,
3 strategies and policies must also adapt to address them effectively

Pre-Coverage Audit

Popular Cyber Insurance Carriers
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Cyber Insurance Checklist

This detailed checklist for cyber insurance is meant to help top level executives
assess, choose and manage cyber insurance effectively. By following these steps,
you can make sure your company is well shielded from cyber threats and adheres to
applicable laws.
Coverage Flexibility
1. Understand Your Cyber Risks
O Conduct a Risk Assessment: Identify potential cyber threats, vulnerabilities,
and the impact of various cyber incidents on your business operations.
O Inventory Digital Assets: List all critical digital assets, including sensitive data,
intellectual property, and critical infrastructure.
O Assess Current Security Measures: Evaluate the effectiveness of your current
Beware Coverage Limits cybersecurity practices, including technical controls, policies, and procedures.

Multi-Factor Authentication (MFA)

Be Wary of Cyber Insurance Startups

2. Determine Your Coverage Needs
Q Identify Required Coverage Types: Based on your risk assessment, determine
the types of coverage you need (e.g., data breach, ransomware, liability).

Nation State & Other Exclusions

Evaluate Risk & Compliance Needs O Evaluate Coverage Limits: Ensure that coverage limits are sufficient to handle
the potential costs of a cyber incident, including recovery, legal fees, regulatory
Reporting Requirements fines, and business interruption.

3. Select the Right Insurance Provider
O Research Insurers: Look for reputable insurers with experience in cyber

insurance. Evaluate their financial stability, claims history, and customer
Cyber Insurance Checklist reviews.

Emerging Trends in Cyber Insurance

O Compare Policies: Obtain quotes from multiple insurers and compare coverage
Pre-Coverage Audit options, exclusions, premiums, and deductibles.
QO Check for Value-Added Services: Some insurers offer additional services such

Popular Cyber Inurance Carriers as threat intelligence, incident response support, and cybersecurity training.

Cyber Insurance FAQ
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Cyber Insurance Checklist Continued

4. Review Policy Details Thoroughly
O Understand Policy Exclusions: Identify any exclusions in the policy, such as

cyber warfare, acts of terrorism, or specific types of data breaches.
Q Clarify Incident Reporting Requirements: Know the timelines and procedures
4 Coverage Flexibility for reporting incidents to your insurer.
Q Verify Coverage for Third-Party Risks: Ensure the policy covers third-party risks,

such as vendor breaches or supply chain attacks.
Multi-Factor Authentication (MFA)

5. Customize Your Policy
Be Wary of Cyber Insurance Startups U Tailor Coverage to Your Needs: Work with your insurer to customize the policy
to address your unique risks and compliance requirements.

O Add Endorsements or Riders: Consider adding endorsements or riders for

specific risks not covered under the standard policy.
: : O Regularly Review and Update: Conduct annual reviews of your policy to ensure
8 Nation State & Other Exclusions . . .
it remains adequate as your business and cyber threats evolve.

?

i \i 7 Beware Coverage Limits

6. Enhance Your Cybersecurity Posture
O Implement MFA: Require MFA for all critical systems and accounts.

O Conduct Regular Security Training: Provide ongoing cybersecurity training for
employees to recognize and respond to threats.

: : O Perform Regular Audits and Tests: Conduct regular security audits, vulnerability
11 Emerging Trends in Cyber Insurance . . . .
A , assessments, and penetration testing to identify and address weaknesses.

9 Evaluate Risk & Compliance Needs

7. Develop an Incident Response Plan
O Create a Detailed Plan: Outline the steps to take in the event of a cyber incident,

including roles and responsibilities, communications, and recovery procedures.
A Include Reporting Procedures: Ensure the plan includes procedures for
notifying your insurer and regulatory authorities promptly.
Popular Cyber Insurance Carriers . . . ..
U Conduct Drills and Simulations: Regularly test the incident response plan
through drills and simulations to ensure preparedness.

Cyber Insurance Checklist

Pre-Coverage Audit

Cyber Insurance FAQ
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Cyber Insurance Checklist Continued

8. Maintain Clear Communication Channels
O Designate Points of Contact: Identify key personnel responsible for
communicating with the insurer during a cyber incident.
U Establish Internal Reporting Protocols: Ensure that employees know how to

4 Coverage Flexibility report potential incidents to the designated response team.
O Regularly Update Contact Information: Keep contact information for your
Multi-Factor Authentication (MFA) insurer and incident response team up to date.
9. Monitor for Emerging Threats and Trends
B O Stay Informed: Follow industry news and reports on emerging cyber threats and
| trends.
| 7 Beware Coverage Limits Q Participate in Threat Intelligence Sharing: Engage in threat intelligence sharing
initiatives to stay updated on the latest attack methods and vulnerabilities.
8 Nation State & Other Exclusions QO Adjust Policies as Needed: Be proactive in adjusting your cybersecurity

measures and insurance coverage based on new threats and trends.

9 Evaluate Risk & Compliance Needs .
10. Evaluate Post-Incident Response

O Conduct a Post-Mortem Analysis: After a cyber incident, review the response
process to identify successes and areas for improvement.
U Update Policies and Procedures: Make necessary updates to your incident
11 Emerging Trends in Cyber Insurance response plan and cybersecurity policies based on lessons learned.

1 Review Insurance Claims Process: Evaluate the effectiveness of the claims
process and address any issues with your insurer.

Cyber Insurance Checklist

By carefully adhering to this list, your company can greatly improve its approach to
managing cyber risks. It's important to note that cyber insurance should not be seen
as a sole remedy, but rather an essential part of a holistic cybersecurity strategy.
LTy o AL T A Adhering to these recommendations will help fortify your cybersecurity defenses and
provide peace of mind in an increasingly hostile threat landscape.

Pre-Coverage Audit

Cyber Insurance FAQ
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Pre-Coverage Audit

Insurance firms typically conduct a pre insurance audit and require a detailed
questionnaire before approving and underwriting a cyber insurance policy. This
process helps assess the cybersecurity posture of the applicant, identify any
weaknesses and determine appropriate coverage and premium rates. Here is an
in depth look at what to expect during a pre insurance audit and the types of
questions that may be included in the questionnaire.

Coverage Flexibility

Multi-Factor Authentication (MFA)

Pre-Coverage Assessment
Be Wary of Cyber Insurance Startups

The pre-coverage assessment thoroughly examines an organization's
cybersecurity procedures and infrastructure. This evaluation aids insurers in

Beware Coverage Limits . . . ) )
grasping the risk level and gauging the efficacy of current security protocols.

Nation State & Other Exclusions Here are some essential aspects covered in this assessment:

Evaluate Risk & Compliance Needs 1. Network Security Assessment: Insurers will evaluate the organization's
network security controls, including firewalls, intrusion detection/prevention
Reporting Requirements systems (IDS/IPS), and network segmentation. They will assess the

effectiveness of these controls in preventing unauthorized access and
detecting intrusions.

2. Endpoint Security Evaluation: This involves examining the security measures
in place for endpoints such as laptops, desktops, and mobile devices.
Insurers will look at antivirus/anti-malware solutions, patch management
practices, and the use of encryption.

Pre-Coverage Audit 3. Access Control and Identity Management: The audit will review how the

organization manages user access to systems and data. This includes

evaluating multi-factor authentication (MFA), role-based access controls

(RBAC), and policies for granting and revoking access.

Emerging Trends in Cyber Insurance

Cyber Insurance Checklist

Popular Cyber Insurance Carriers
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Pre-Coverage Audit

4. Data Protection and Backup: Insurers will assess the organization's data
protection strategies, including encryption, data loss prevention (DLP) solutions,
and backup procedures. They will check how often data backups are performed
and whether they are stored securely.

5. Incident Response and Recovery Plans: The audit will examine the
organization's incident response and disaster recovery plans. Insurers will look
at the comprehensiveness of these plans, how often they are tested, and the
organization's ability to quickly recover from a cyber incident.

Coverage Flexibility

Multi-Factor Authentication (MFA)

Be Wary of Cyber Insurance Startups 6. Employee Training and Awareness: Insurers will evaluate the effectiveness of
cybersecurity training programs for employees. This includes assessing the
Beware Coverage Limits frequency and content of training sessions, as well as how well employees

understand and adhere to security policies.

Nation State & Other Exclusions
Sample Pre-Coverage Questionnaire

Evaluate Risk & Compliance Needs . . . . . .

A typical pre-coverage questionnaire will cover a wide range of topics to gather
detailed information about the organization's cybersecurity posture. Below are some
Reporting Requirements sample questions that may be included:

Emerging Trends in Cyber Insurance 1. General Information

= What is the size of your organization (hnumber of employees, annual revenue)?
= What industry does your organization operate in?

= What is your organization's annual IT security budget?

= Do you have a dedicated Chief Information Security Officer (CISO) or
Pre-Coverage Audit equivalent role?

= Have you experienced any cyber incidents in the past? If so, provide details.

Cyber Insurance Checklist

Popular Cyber Insurance Carriers

Cyber Insurance FAQ
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Pre-Coverage Audit

2. Network Security
= Do you use firewalls to protect your network? If yes, please describe the
firewall configurations and policies.
» Do you have an intrusion detection/prevention system (IDS/IPS) in place?
How is it monitored and maintained?
= Do you conduct regular penetration testing and vulnerability assessments? If

Coverage Flexibility

Multi-Factor Authentication (MFA) yes, how often?
3. Endpoint Security
Be Wary of Cyber Insurance Startups = What antivirus/anti-malware solutions are deployed on your endpoints?
= How do you manage software patches and updates on your endpoints?
Beware Coverage Limits 4. Access Control

= Do you enforce multi-factor authentication (MFA) for all users? If not, which
users are required to use MFA?

= How do you manage user access to sensitive data and systems (e.g., role-
based access controls)?

Nation State & Other Exclusions

Evaluate Risk & Compliance Needs 5. Data Protection
= |s sensitive data encrypted both at rest and in transit? Please describe your
Reporting Requirements encryption practices.

= How often are data backups performed? Where are backups stored, and how

Emerging Trends in Cyber Insurance are they secured?
= Do you have a data classification policy? How is it enforced?

Cyber Insurance Checklist

e —

Pre-Coverage Audit According to FRSecure, only 45% of companies have an incident
response plan in place, but 88% of companies with incident response

plans also have cyber insurance.

B —

Popular Cyber Insurance Carriers

Cyber Insurance FAQ
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Pre-Coverage Audit

6. Incident Response
= Do you have an incident response plan in place? How often is it reviewed and
tested?
= Who is responsible for managing and coordinating the response to a cyber
incident?
= Have you conducted tabletop exercises or simulations of your incident
response plan? If yes, how recently?

Coverage Flexibility

Multi-Factor Authentication (MFA)

7. Employee Training
Be Wary of Cyber Insurance Startups = How often do you conduct cybersecurity training for employees?
= What topics are covered in your cybersecurity training programs?
Beware Coverage Limits = How do you measure the effectiveness of your cybersecurity training

programs?
8. Third-Party Risk Management
= Do you assess the cybersecurity practices of third-party vendors and partners?
How often are these assessments conducted?
= Do you have contracts in place with vendors that include cybersecurity
requirements?
Compliance and Regulatory Requirements
= Which cybersecurity regulations and standards does your organization comply
Emerging Trends in Cyber Insurance with (e.g_, GDPR, CCPA, H|PAA)?
i = How do you ensure ongoing compliance with these regulations and standards?
10. Cybersecurity Policies and Procedures
= Please provide a brief overview of your organization's cybersecurity policies
and procedures.
= How often are these policies and procedures reviewed and updated?

Nation State & Other Exclusions
Evaluate Risk & Compliance Needs

Reporting Requirements 9

Cyber Insurance Checklist

Pre-Coverage Audit

Popular Cyber Insurance Carriers
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Pre-Coverage Audit
Preparing for the Pre-Coverage Audit:

1. Conduct an internal audit: Before the insurer's assessment, perform an internal
audit of your cybersecurity measures to identify and address any glaring
weaknesses.

2. Collect documentation: Compile all relevant cybersecurity policies, incident
response plans, and training records.

3. Involve key stakeholders: Ensure that IT, legal, and risk management teams are

Coverage Flexibility

Multi-Factor Authentication (MFA)

He Wary ofiCyber Insurance Startups involved in preparing responses and participating in the audit process.
4. Prepared to demonstrate: Have examples ready to demonstrate how your
Beware Coverage Limits organization implements its cybersecurity policies and procedures.

5. Address known issues: If there are known vulnerabilities or past incidents, be
YT - prepared to discuss these openly, along with the steps taken to address them.
It's crucial to provide honest and accurate responses to the pre-coverage
questionnaire. Misrepresentation or omission of information could lead to denial of
claims or policy cancellation in the event of an incident.

Evaluate Risk & Compliance Needs

Reporting Requirements

The initial assessment and questionnaire play a crucial role in the cyber insurance
Emerging Trends in Cyber Insurance underwriting process. By offering detailed information about your company's
cybersecurity measures, insurance providers can evaluate your risk profile
accurately and recommend suitable coverage options and premiums. Executives at
the top level should see this as more than just a requirement for insurance but as an
opportunity to gain valuable insights into their organization's cybersecurity status
and pinpoint areas that need attention. Adequate preparation and truthful, detailed
answers will increase the likelihood of obtaining comprehensive cyber insurance
Popular Cyber Insurance Carriers coverage that meets your organization's specific requirements.

Cyber Insurance Checklist

Pre-Coverage Audit

Cyber Insurance FAQ
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Popular Cyber Insurance Carriers

Xk Insurance
Relnsurance

Click on any of the logos
to go to their site

Coverage Flexibility

Multi-Factor Authentication (MFA)

Be Wary of Cyber Insurance Startups
CHUBB
Beware Coverage Limits
®

Nation State & Other Exclusions

Evaluate Risk & Compliance Needs
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Emerging Trends in Cyber Insurance

Cyber Insurance Checklist CN A
Pre-Coverage Audit

Popular Cyber Insurance Carriers

All logos and trademarks are the property of their respective owners
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Popular Cyber Insurance Carriers

The cyber insurance sector includes a variety of well-known insurance companies
and niche providers. Below are some of the leading insurers in this field. Remember,
the most suitable provider for your company will vary based on your individual
requirements, risk level and industry focus.

Coverage Flexibility

When evaluating these carriers, consider the following factors:
Multi-Factor Authentication (MFA)

» Financial stability and claims-paying ability

Be Wary of Cyber Insurance Startups = Experience in your industry sector

= Range of coverage options

= Quality of cybersecurity support services

= Claims handling reputation

» Pricing and policy limits

Beware Coverage Limits

Nation State & Other Exclusions

Selecting the Right Carrier:

Evaluate Risk & Compliance Needs

= Assess your needs: Understand your organization's specific risks and coverage
requirements.

Reporting Requirements

= Compare policies: Look beyond price to compare coverage details, exclusions,
Emerging Trends in Cyber Insurance and limits.

= Check ratings: Review financial strength ratings from agencies like A.M. Best
Cyber Insurance Checklist or Standard & Poor's.

= Evaluate support services: Consider the quality of risk management and
Pre-Coverage Audit incident response support offered.

= Seek references: Ask for references from other clients in your industry.

Popular Cyber Insurance Carriers = Consult experts: Work with an experienced insurance broker who specializes in
cyber insurance.

Cyber Insurance FAQ
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Popular Cyber Insurance Carriers

Market Trends to Consider

* Increasing specialization: Some carriers are focusing on specific industries
or types of cyber risk.
» Rising premiums: Due to increasing cyber threats, premiums have been

trending upward.

Coverage Flexibility

AR A E ey LG = Stricter underwriting: Carriers are implementing more rigorous risk
assessments before offering coverage.
Be Wary of Cyber Insurance Startups = Evolving coverage: Policies are continually adapting to address new and

emerging cyber threats.

Beware Coverage Limits

Note: Please be aware that the insurance market is constantly evolving, and the
available options may vary. It is advisable to conduct comprehensive research
and seek guidance from a knowledgeable insurance broker to identify the most
suitable coverage for your organization.

Nation State & Other Exclusions

Evaluate Risk & Compliance Needs

While these carriers are well known in cyber insurance, the ideal option for your
Reporting Requirements organization will be influenced by several factors. Executives at the C level should
carefully approach the selection process by seeking expert guidance and
conducting thorough assessments to ensure they obtain the most fitting coverage
for their organization's specific risk profile and requirements.

Emerging Trends in Cyber Insurance

Cyber Insurance Checklist

Pre-Coverage Audit

Popular Cyber Insurance Carriers

Cyber Insurance FAQ
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Cyber Insurance FAQ

What exactly is cyber insurance? FAQ

Cyber insurance, also referred to as cyber liability insurance,
is a policy that helps organizations manage the financial

Coverage Flexibility risks linked to cyber events like data breaches, ransomware
attacks and other online threats. It includes coverage for
Multi-Factor Authentication (MFA) expenses related to incident response, legal fees, fines from

regulators, business interruptions and more.

Be Wary of Cyber Insurance Startups

What type of business should get commercial cyber insurance?

Any business that relies on technology and/or stores or transmits sensitive data
should consider purchasing commercial cyber insurance. This includes public and
private sector businesses ranging from retail to healthcare to financial services
Nation State & Other Exclusions industries. However, even businesses that don't rely on technology should consider
purchasing a policy, as cyber-attacks can happen to any company.

Beware Coverage Limits

Evaluate Risk & Compliance Needs
Why should | consider Cyber Insurance?

RN CE RS Cyber insurance offers financial security and assistance in case of a cyber event. It

assists in covering the costs connected to data breaches, legal disputes, regulatory

Emerging Trends in Cyber Insurance penalties and disruptions in business operations, ensuring a swift recovery and
minimal financial impact on your organization.

Cyber| Checklist . . .
yberinsurance Seciiis What type of business should get commercial cyber insurance?

Pre-Coverage Audit Any business that relies on technology and/or stores or transmits sensitive data
should consider purchasing commercial cyber insurance. This includes public and

private sector businesses ranging from retail to healthcare to financial services
Popular Cyber Insurance Carriers industries. However, even businesses that don't rely on technology should consider

purchasing a policy, as cyber-attacks can happen to any company.

o Cyber Insurance FAQ
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What does commercial cyber insurance cover?

Commercial cyber insurance covers a variety of costs associated with cyber-attacks and
data breaches. While these policies can vary, most policies will typically cover the following:

Damages to property

A cyberattack can damage or destroy your company's property, including
computers, servers, and data. Cyber insurance can help cover the costs of
Multi-Factor Authentication (MFA) repairing or replacing this property.

Coverage Flexibility

I

Theft of data

A cyberattack can steal your company's data, including customer information,
trade secrets, and passwords. Cyber insurance can help cover the costs of
restoring this data.

Be Wary of Cyber Insurance Startups

i

Beware Coverage Limits

Nation State & Other Exclusions [i‘_] Ransom payments
|2 If your company is the victim of a ransomware attack, cyber insurance can help

cover the cost of paying the ransom demand.

Evaluate Risk & Compliance Needs

Legal expenses

If your company is sued as a result of a cyberattack, cyber insurance can help
cover the cost of defending yourself in court.

Reporting Requirements

il

11 Emerging Trends in Cyber Insurance

Some cyber coverages include expenses related to notification costs, forensic investigations
and reparations paid to customers as well. Also, additional coverage options may also be
Cyber Insurance Checklist available, such as loss of revenue due to a data breach and fines and penalties assessed by
regulatory agencies. Please note each policy may differ in coverage, so be sure to read the

terms and conditions carefully.
Pre-Coverage Audit

Popular Cyber Insurance Carriers

o Cyber Insurance FAQ
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Cyber Insurance FAQ

What Are the Common Exclusions in Cyber Insurance Policies?

Common exclusions in cyber insurance policies may encompass acts of war or
terrorism (including cyber warfare), intentional acts or fraud by the insured party,
pre-existing conditions or incidents that occurred before the policy start date,
infrastructure failures not linked to cyber incidents and fines and penalties that are

Coverage Flexibility

Multi-Factor Authentication (MFA) uninsurable by law.

Be Wary of Cyber Insurance Startups How Do | Choose the Right Cyber Insurance Policy?

Selecting the right cyber insurance policy involves conducting a thorough risk

Beware Coverage Limits assessment to understand your specific needs, evaluating coverage limits and
exclusions across different policies, seeking guidance from a specialized insurance
broker familiar with your industry's requirements and ensuring that the chosen policy
includes essential coverage such as incident response support, legal liability protection
and coverage for business interruptions.

Nation State & Other Exclusions

Evaluate Risk & Compliance Needs

What is a Pre-Coverage Audit?
Reporting Requirements

A pre coverage audit is an evaluation carried out by insurers to assess an organization's
cybersecurity readiness prior to issuing a policy. This audit involves examining the
security of networks, protecting endpoints, managing access controls, implementing
data protection measures and outlining plans for responding to incidents.

Emerging Trends in Cyber Insurance

Cyber Insurance Checklist

Pre-Coverage Audit

Popular Cyber Insurance Carriers

Cyber Insurance FAQ
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How much does commercial cyber insurance cost?

The cost of commercial cyber insurance will vary depending on the size and complexity
of the business, as well as the amount of coverage that is desired.

Coverage Flexibility Does commercial cyber insurance provide coverage for ransomware attacks?

Yes, many commercial cyber insurance providers have coverages for ransomware
Multi-Factor Authentication (MFA) attacks and other types of cyber-attacks. Policies vary in terms of the amount of
coverage that is provided, so be sure to read the terms and conditions carefully.

Be Wary of Cyber Insurance Startups
Is there a deductible associated with commercial cyber insurance?

HE R EOE B LT There may be a deductible associated with commercial cyber insurance policies. The
amount of the deductible will vary depending on the policy that is purchased.

Nation State & Other Exclusions

Can | purchase commercial cyber insurance if my business doesn't have a
Evaluate Risk & Compliance Needs website or not technology reliant?

Yes, you can purchase commercial cyber insurance even if your business doesn't have
a website or doesn't fully rely on technology. However, it's important to note that not all
policies provide coverage for these types of businesses. Be sure to read the terms and
Emerging Trends in Cyber Insurance conditions carefully before purchasing a policy.

Reporting Requirements

How frequently should | check my cyber insurance policy?

Cyber Insurance Checklist

It's advisable to review your cyber insurance policy every year or when significant
Pre-Coverage Audit changes occur in your business operations, cybersecurity stance or regulatory landscape.
Regular assessments help ensure that your coverage remains suitable and up to date.

Popular Cyber Insurance Carriers

Y Cyber Insurance FAQ
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In what ways does cyber insurance assist with regulatory compliance?

Cyber insurance can help offset the expenses linked to adhering to data protection
regulations, such as legal fees, notification costs and penalties. Some policies also
provide resources and assistance to aid organizations in meeting regulatory standards.

Coverage Flexibility What Minimal Steps Should | Take During a Cyber Incident?

= Follow the outlined incident response plan
= |Immediately inform your cyber insurance provider according to policy terms
= Engage forensic professionals to investigate and contain the breach

Multi-Factor Authentication (MFA)

2T 02 (0 SEL = Communicate with relevant stakeholders such as customers and regulatory bodies
as required
Beware Coverage Limits = Document all responses taken and maintain records for insurance claims

How Can | Enhance My Cybersecurity to Reduce Insurance Costs?
Nation State & Other Exclusions

Enhancing cybersecurity can result in reduced insurance premiums by mitigating risks.

Evaluate Risk & Compliance Needs Actions include:

= Introducing multi factor authentication (MFA)

= Conducting routine security audits and vulnerability assessments

= Providing continuous cybersecurity training for staff members
Emerging Trends in Cyber Insurance = Keeping antivirus software and endpoint protection updated

= Formulating and testing comprehensive incident response strategies

Reporting Requirements

Cyber Insurance Checklist

Can Small Businesses Afford Cyber Insurance?

Pre-Coverage Audit While prices may vary, many insurers offer policies customized to suit the requirements
and budgets of small businesses. Considering the potential financial impact of a cyber

incident, investing in cyber insurance could be a practical way to safeguard your business.
Popular Cyber Insurance Carriers

Y Cyber Insurance FAQ
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These eleven points are key building blocks, forming a solid foundation of knowledge for you and your
business to succeed in picking the correct insurance provider and the most relevant policy to protect
your business from the short and long-term damage caused by cybercrime.

Because of the rising cost of cyber insurance, exclusions and other control requirements it is getting more difficult for
many organizations to obtain cyber insurance and lower the risk to their organization. Yet due to the increased threat
risks and more regulations, compliance with it is more often required, leaving some organizations in a tough spot.

While it may take some time, there is some silver lining, if other types of insurance are any indication, adopting effective
security controls and ensuring a better risk management posture may force insurers to revise their risk models, resulting
in better pricing, at least for those who take the proper actions and make substantive security investments.

Remember, strong cybersecurity is a journey, not a destination! Cyber

insurance is one of the stops along the way in that journey.
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Disclaimer — This eBook is presented for informational purposes only. The opinions stated
here are not intended to recommend any cybersecurity investments or to provide cybersecurity
advice. All material presented in this eBook is not to be regarded as cybersecurity advice or
consulting, but for general informational purposes only. You are solely responsible for making
your own cybersecurity decisions. By opening or reading this eBook or consuming the content
on our site, you are indicating your consent and agreement to our disclaimer in the broadest
sense.

Disclosure — The author of this book utilized artificial intelligence for research purposes to
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ensure grammatical accuracy and clarity throughout the writing process. Also, generated an
image. This combination of tools helped enhance the overall quality of the content presented.
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