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What Is an 
Oracle?
In the ancient world, an oracle 
was consulted before important 
decisions. In decentralized 
finance, the word survives with 
a narrower job: an oracle is the 
data feed that tells a blockchain 
what things are worth.

A blockchain cannot see prices 
on its own. A smart contract 
that needs to know the value of 
collateral learns it from an 
oracle: a feed someone 
designed, reading from venues 
someone selected, updating on 
a schedule someone chose. The 
system acts on whatever the 
oracle says.

Which raises the ancient 
question in its modern form: 
what happens when the oracle 
is wrong?"
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The Mango 
Markets 
Exploit in 
October 2022
A trader pushed the price of a thinly 
traded token up thirteen-fold in 
about half an hour. The lending 
protocol holding his positions read 
that spike from its oracle, concluded 
his collateral had ballooned in value, 
and let him withdraw over $110 
million of other users' deposits 
against it. He later described the 
trade, publicly, as 'a highly profitable 
trading strategy.'

The protocol's mistake was not bad 
luck: its oracle was its own thin spot 
market, so one trader with enough 
money could make the price say 
anything for half an hour, and half 
an hour was enough.

$110 million 
withdrawn

© 2026 David Martin ꞏ Crypto XVA™



Two Ways an Oracle Can 
Fail
The price an automated system acts on is not the market. It is a 
report about the market, and reports fail in two opposite 
directions.

Too Live: Manipulation Risk
If the feed updates too quickly from a thin market, a single 
trader with enough capital can push the price to say 
anything. That was Mango Markets.

Too Safe: Staleness Risk
If the feed has a floor or updates too slowly, it can lag 
catastrophically behind reality. That was Venus/LUNA — a 
$0.10 minimum when the real price was a penny.
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The 
Venus/LUNA 
Exploit on 
May 2022
As LUNA collapsed, the price feed 
used by the lending protocol Venus 
had a built-in minimum of $0.10 — a 
circuit breaker meant to filter out bad 
data. The real market fell to about a 
penny.
Attackers bought LUNA for pennies, 
posted it as collateral the system still 
valued at ten cents, and borrowed real 
assets against the difference.
The loss was about $11 million, and the 
direct cause was the safety feature.

$11 million 
lost. Caused 
by the safety 
feature
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The TWAP Paradox
The standard defense against manipulation is averaging: don't believe any 
single moment, take a time-weighted average price (a TWAP) over a window. 
Lengthen the window and manipulation gets expensive. But the same 
averaging makes the feed slow to believe real moves, which is exactly what a 
collapsing market punishes. And the window that balances those two risks in 
calm conditions is the wrong window in stressed ones.

There is no oracle window that simultaneously minimizes manipulation 
risk, staleness risk, and regime-shift risk.

Every protocol is choosing a point on that trade-off, whether it knows it or not, 
and the right point moves with market conditions.

01

Manipulation Risk
Short window = cheap to manipulate

02

Staleness Risk
Long window = slow to reflect real moves

03

Regime-Shift Risk
Calm-market window = wrong in a crisis
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Why 
Treasurers 
Must Care
Tokenized instruments put oracle 
feeds underneath treasury processes. 
Collateral valuation, automated 
margining, redemption gates: all of it 
acts on oracle prices at machine 
speed, with no human in between.
The dashboard number is not just 
unexamined. It is produced by a 
design, and the design has failure 
modes that point in opposite 
directions.

Collateral Valuation
Automated systems act on oracle 
prices instantly

Automated Margining
Margin calls triggered by feeds, 
not markets

Redemption Gates
Access to funds gated by oracle 
accuracy
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Recommendations: 
Own the Oracle 
Design
Treat every oracle in your stack as a 
design choice someone must own.

Identify the Feed
Ask which feed each automated 
decision reads.

Audit the Design
Who chose that feed's 
sources and window, and 
when was that choice last 
revisited?

Model the 
Divergence
What happens when the 
feed and the live market 
diverge?

Monitor 
Continuously
Track feed-vs-market 
divergence in real time, 
and let valuations 
reflect it.
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Sources
CFTC enforcement action on the Mango 
Markets exploit 
https://www.cftc.gov/PressRoom/PressRel
eases/8647-23
The Record — Collapse of LUNA 
cryptocurrency leads to $11 million exploit on 
Venus Protocol 
https://therecord.media/collapse-of-luna-
cryptocurrency-leads-to-11-million-exploit-
on-venus-protocol
Crypto XVA working paper (SSRN) 
https://papers.ssrn.com/sol3/papers.cfm?
abstract_id=6448638
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