BN
ADVANCED PENETRATION

TESTING NON-WESTERN IT
INFRASTRUCTURES




ROLL CALL

STEVE BOROSH IS A US ARMY INFANTRY VETERAN WHO ALSO OPERATED AS
PERSONAL SECURITY IN AFGHANISTAN AND STARTED HACKING THE PLANET
WITH BLACK HILLS INFORMATION SECURITY IN 2021. STEVE HAS BEEN
INSTRUCTING OFFENSIVE COURSES SINCE 2015. HE HAS INSTRUCTED AT
CONFERENCES SUCH AS BLACKHAT AND WILD WEST HACKIN' FEST, FOR
FORTUNE 500 COMPANIES, AND FOR FEDERAL LAW ENFORCEMENT. HE
ENJOYS RELEASING SHOCK-AND-AWE RESEARCH BLOGS AND OPEN-SOURCE
TOOLS TO DRIVE CHANGE IN THE INDUSTRY. YOU MAY FIND STEVE
RUNNING THE BEACH, HIKING A MOUNTAIN, OR HANGING OUT WITH HIS
HANDSOME UKRAINIAN MAINE COON CATS.




TALK OVERVIEW

MOST OFFENSIVE-RELATED CYBERSECURITY COURSES AND TALKS TODAY ARE TAILORED TO FOCUS ON
WESTERN INFORMATION TECHNOLOGY SYSTEMS. PRIMARILY, ENGLISH-BASED SOFTWARE AND
SYSTEMS RUNNING ON-PREMISES OR HOSTED IN CLOUD INFRASTRUCTURE, OWNED BY WESTERN-
BASED COMPANIES, RESIDING WITHIN US OR EU BORDERS. THIS COURSE HAS BEEN DESIGNED FOR
THOSE CHARGED WITH HELPING TO SECURE NON-WESTERN IT SYSTEMS BY WAY OF PENETRATION
TESTING. THIS COURSE AND ASSOCIATED LABS WILL COVER A RANGE OF TECHNOLOGIES,
LANGUAGES, SOFTWARE, AND SERVICES THAT A PENETRATION TESTER MAY ENCOUNTER WHILE
ENGAGING VARIOUS THEORETICAL NON-WESTERN ORGANIZATIONS AND THE DIFFERENT
CHALLENGES EACH MAY BRING. MOST IMPORTANTLY, THIS COURSE WILL PROVIDE YOU WITH THE
NECESSARY MINDSET AND FLEXIBLE TTP’S TO EFFICIENTLY AND EFFECTIVELY ASSESS THE SECURITY OF
ANY NON-WESTERN IT INFRASTRUCTURE.




DISCLAIMER

* Unauthorized activities may have legal ramifications,
or worse... (might catch a bad case of polonium-210
(Alexander Litvinenko))




OBJECTIVES

® STUDENTS SHOULD LEARN HOW TO BE ADAPTABLE TO EFFECTIVELY OPERATE AGAINST
ORGANIZATIONS WITH NON-WESTERN HARDWARE, NON-ENGLISH SOFTWARE, DATA, OR
SYSTEMS INDEPENDENT OF LANGUAGE CONSTRAINTS.

® NO PHISHING OR SOCIAL ENGINEERING.




WESTERN VS NON-WESTERN

NETWORKS

NON-WESTERN NETWORKS

WESTERN NETWORKS .

.
® ENGLISH WINDOWS. .
® ACTIVE DIRECTORY. o
® CLOUD AZURE/AWS .
® CISCO HARDWARE. .
® VARIOUS EDR VENDORS. (CLOUD HEAVY) o
® INTEL/AMD ARCH .

® MS OFFICE °

NON-ENGLISH WINDOWS. .z
ALDPRO OR LDAP.

YANDEX (RU), BAIDU (CN)

HUAWE]

KASPERSKY (LOCAL UPDATES).
ELBRUS (DOMESTIC RUSSIAN CPU).
LOONGSON, ZHAOXIN (DOMESTIC CHINA CPU) ?
LIBREOFFICE, MYOFFICE/R7-OFFICE (RUSSIA) z

KINGSOFT WPS OFFICE (JINSHAN WPS OFFICE), AND




Government

China

Russia

North Korea

Key IT System(s)

Kylin OS (NeoKylin variant)

Astra Linux

Red Star OS

Description

A Linux-based domestic OS developed by the National University of
Defense Technology, pre-installed on most government computers. In
2024, China banned Windows, Intel, and AMD in official systems to
promote local tech like Kylin and HarmonyOS. It supports over 4,000
software/hardware products and emphasizes data sovereignty.

A Debian-based Linux distribution certified for government and military
use, replacing Windows amid Western sanctions. Deployed across
ministries (e.g., Internal Affairs purchased 3,000 units in 2022) and the
armed forces for secure operations.

A highly modified Linux distribution developed since 1998 by the Korea
Computer Center. It's mandatory for government and state computers,
featuring built-in surveillance to detect Western media or tampering, with
no internet access for users.

WHAT IS “NON-WESTERN” IT INFRASTRUCTURE?



Cuba

India

Venezuela

Turkey

Nova Linux

BOSS GNU/Linux and Maya OS

Canaima

Pardus Linux

An Ubuntu-based OS launched in 2009 by the University of Informatics
Sciences. Used in government offices to counter U.S. tech restrictions; a
lightweight version (Nova Lightweight) targets low-end hardware for
broader adoption.

BOSS (Bharat Operating System Solutions) is a customized Linux for
federal use, supporting Indian languages. Maya OS (Ubuntu-based) is
mandated for the Ministry of Defence's internet-connected systems since
2023. Adopted post-Windows XP end-of-life.

A Debian-based Linux distribution rolled out since 2004 via Decree 3390,
prioritizing free software in public administration. Distributed to schools
and offices for cost savings and independence from proprietary systems.

A government-developed Linux distro since 2003 by the National
Research Institute of Electronics and Cryptology. Used in public sector
desktops and servers, with versions supporting Turkish localization and
security features.

WHAT IS “NON-WESTERN” IT INFRASTRUCTURE?



Country

China

Russia

North Korea

Cuba

India

India

Venezuela

Turkey

(0N

Kylin OS (NeoKylin)

Astra Linux

Red Star OS

Nova Linux

BOSS GNU/Linux

Maya OS

Canaima

Pardus Linux

Download Type

ISO (v6.0 Desktop)

I1SO (v2.12 Common Edition)

ISO (v3.0 English/Korean)

1SO (v9.0 Escritorio AMD64)

ISO (Latest Desktop/Server)

N/A (Restricted)

ISO (v2.1 DVD i386/AMD64)

ISO (v23.2 XFCE/GNOME)

Link

NeoKylin 6

Official Mirror

Archive.org Download

Official Mirror

Official Downloads

Not publicly available

Official Site

Official Download

Notes

Older version; English partial support. For a modern open-source variant, use openKylin ISO
from official site. Integrates with Huawei/ZTE networking via standard Linux drivers.

Full edition for labs; supports Eltex/NTC Vulkan simulation via virtio networking. Free
registration may be required for latest.

Modified for foreigners; includes built-in surveillance—run isolated. Compatible with
Glocom-like comms via emulated Ethernet. Modded version on GitHub.

Desktop variant; lightweight for VMs. Other editions: Ligero, Servidor v8. Ties into
Huawei/ETCSA via open-source tools.

Supports x86/AMD64; multilingual for Indian defense sims. BEL/Signaltron networking via
kernel modules.

Defense-only; no ISO for civilians. Use BOSS as proxy for similar stack testing.

Full DVD image; SourceForge mirror at project page. ZTE/Huawei integration via Debian
repos.

Multiple DEs; server edition available. Aselsan TASMUS sim via standard virtnet.

OS DOWNLOADS


https://download.cs2c.com.cn/neokylin/desktop/releases/6.0/x86_64/iso/
https://www.openkylin.top/downloads/os-en.html
https://dl.astralinux.ru/astra/stable/2.12_x86-64/iso/alce-2.12.46.6-17.04.2023_15.09.iso
https://archive.org/details/red-star-en
https://github.com/happymimimix/DPRK-RedStar-OS-3.0-Modded-ISO
http://isos.nova.cu/9.0/nova-escritorio-9.0-amd64.iso
https://bosslinux.in/downloads
https://canaima.softwarelibre.gob.ve/descargas/
https://sourceforge.net/projects/canaima/
https://pardus.org.tr/en/download/

WHAT THIS ® SENSITIVE NON-WESTERN NETWORKS HAVE BEEN

MOVING AWAY FROM WINDOWS ECOSYSTEMS FOR

MEAN FOR VEARS.
P E N ET RATI O N ® BASICS ARE STILL NEEDED, USER MANAGEMENT, FILE

SHARING, OFFICE PRODUCTIVITY, AND REMOTE

TESTERS? ACCESS.







WHAT IS NEOKYLIN FOR?

® NEOKYLIN IS EXPLICITLY ENGINEERED FOR HIGH-SECURITY ENVIRONMENTS, BUILDING ON THE
ORIGINAL KYLIN'S B2 CERTIFICATION WHILE INCORPORATING LINUX-SPECIFIC ENHANCEMENTS
FOR MODERN THREATS. IT HAS BEEN DEPLOYED SINCE 2007 ON MILITARY SERVERS TO
"HARDEN" NETWORKS AGAINST CYBERWARFARE, MAKING IT IMPENETRABLE TO TOOLS

TARGETING COMMON OSES LIKE WINDOWS OR STANDARD LINUX. BY 2019, IT ACHIEVED 90%
MARKET SHARE IN CHINA'S GOVERNMENT SECTOR AND COMPATIBILITY WITH OVER 4,000 .
DOMESTIC HARDWARE/SOFTWARE PRODUCTS, ENSURING SOVEREIGNTY. ,




KEY SECURITY FEATURES OF NEOKYLIN

Feature

Mandatory Access Control (MAC)

Multi-Level Security Mechanism

Unified Security Management
Center (SMC)

Kernel-Level Hardening

Localization and Compliance

Description

Enforces strict role-based policies to prevent unauthorized data

access, similar to SELinux but customized for Chinese standards.

Supports hierarchical security levels (e.g., B2/B3 equivalents),
including privilege isolation and fine-grained auditing.

Centralized tool for encryption, two-factor authentication,
network protection, and secure file deletion.

Includes power management for high-performance ops, anti-
tampering modules, and compatibility with secure hypervisors.

Runs on Chinese processors (e.g., Loongson, Zhaoxin); certified
for zero foreign dependencies.

Relevance to Government/Military Use

Critical for classified networks; limits lateral movement in
breaches, used in PLA command systems.

Meets China's national security requirements for military
servers; protects against insider threats and espionage.

Enables real-time monitoring in defense environments;
integrates with domestic CPUs like Feiteng for hardware-level
security.

Powers supercomputers like Tianhe-1/2; optimized for parallel
computing in military simulations.

Aligns with PLA mandates to eliminate U.S. tech vulnerabilities;
deployed in 70%+ of industrial/military controls.

W
'



os:"Kylin Linux" org ~

// TOTAL: 27 Lt
Huawei Public Cloud Service (Huawei Software Technologies Ltd.Co) 5 _
Aliyun Computing Co., LTD 4 _

China Mobile Communications Corporation 3 _
Data Communication Division 3 _
CHINANET Guangdong province network 2 _

China Unicom HuNan province network 2 _

BJKYX + [

CHINANET Chongqing Province Network 1 -

CHINANET Guangdong Province Network 1 -

CHINANET HUNAN PROVINCE NETWORK . .

CHINANET Zhejiang province network 1 -

CHINANET jiangsu province network 1 -

China Education and Research Network 1 -

NEOKYLIN ECOSYSTEM: ORGS



0s:"Kylin Linux" isp v “

#/ TOTAL: 27 Lt
China Telecom (Group) 4 _
Hangzhou Alibaba Advertising Co.,Ltd. 4 _
CHINANET-BACKBONE : I
Huawei Cloud Service data center 3 _

CHINA UNICOM China169 Backbone : I
China Mobile Communications Group Co., Ltd. 2 _
China Telecom 2 _
CHINANET Guangdong province network 1 _
China Education and Research Network Center 1 _
China Mobile Communicaitons Corporation 1 _
China Networks Inter-Exchange 1 _
China Unicom Beijing Province Network 1 _
Chongqing Telecom 1 _

NEOKYLIN ECOSYSTEM:ISP



os:"Kylin Linux" ‘ ‘ asn V‘ -

# TOTAL: 27 Lt
as37963 « I
as4134 :
astar2 g
as55990 ; I
as135089 :
as4837 >
as9808 >
as134420 +
as4538 + [
as4808 +
as4811 +
as4847 + [
as56048 + [
as58466 » [

NEOKYLIN ECOSYSTEM:ASN



os:"Kylin Linux" ‘ ‘ city V‘ —

// TOTAL: 27 Lu!
Shanghai 1
Beijing I
Shenzhen 3 _

Hangzhou 2 -
Chengdu 1 -
Chonggqing 1 -
Guiyang 1 -
Zhangjiakou 1 -

NEOKYLIN ECOSYSTEM:CITY



os:"Kylin Linux" ‘ ‘ ip v‘ -

// TOTAL: 27 L
19292226 +
14.22.81152 +
36.111.34.185 +
36.137.135.51 +
39.96.208.93 +
4249176134 + [
42.49.176.135 +
42120.20.158 + [
42.247107.11 +
58.210.102.26 1
60.205.157.60 1
61.129.168.97 1

NEOKYLIN ECOSYSTEM:IP

w



os:"Kylin Linux" ‘ os v
// TOTAL: 26 Lahl

Kylin Linux Advanced Server V10 (Halberd) {Linux 4.19.90-89.11v2401ky10.x86_64) :
Kylin Linux Advanced Server V10 {Lance) (Linux 4.19.90-52.31v2207.ky10.aarch64) : .
Kylin Linux Advanced Server V10 (Tercel) (Linux 4.19.90-17.5.ky10.aarch64) 3 _
Kylin Linux Advanced Server V10 (Lance) (Linux 4.19.90-52.22v2207.ky10.aarch64) : [

Kylin Linux Advanced Server V10 (Lance) (Linux 4.19.90-52.22.v2207.ky10.x86_64) :

Kylin Linux Advanced Server V10 (Sword) (Linux 4.19.90-24.4v2101ky10.aarch64) : .

Kylin Linux Advanced Server V10 (HWY) (Linux 4.19.90-52.48v2207.ky10.aarch64) + [

Kylin Linux Advanced Server V10 (Halberd) (Linux 4.19.90-89.23v2401.ky10.x86_64) + [

Kylin Linux Advanced Server V10 (Lance) (Linux 4.19.90-52.15v2207ky10.aarch64) + [

Kylin Linux Advanced Server V10 (Lance) (Linux 4.19.90-52.42.v2207.ky10.x86_64) + [

Kylin Linux Advanced Server V10 {Sword) (Linux 4.19.90-24.4v2101 ky10.x86_64) + [

Kylin Linux Advanced Server V10 {Sword) (Linux 4.19.90-25.23v2101.ky10.aarch64) + [

Kylin Linux Advanced Server V10 (Sword) (Linux 4.19.90-25.41v2101ky10.x86_64) + [

Kylin Linux Advanced Server V10 (Sword) (Linux 4.19.90-25.47v2101 ky10.aarch64) + [

Kylin Linux Advanced Server V10 (Sword) (Linux 4.19.90-25.48v2101ky10.aarch64) : [

Kylin Linux Advanced Server V10 (Tercel) (Linux 4.19.90-23.45v2101.ky10.aarch64) 1 _

Kylin Linux Advanced Server V10 (Tercel) (Linux 4.19.90-23.56.52101.ky10.x86_64) + [

NEOKYLIN ECOSYSTEM:OS VERSION
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KEY
SECURITY
FEATURES

OF ASTRAQOS




os:"Astra" ‘

org -
// TOTAL: 59 Lt

LLC ASTRA CLOUD |

JsC Selectel - I

Yandex.Cloud LLC 8 _

Selectel Network 5 _

Cloud Technologies LLC trading as Cloud.ru 3 _

Lev Tolstoy str, 5-1 3 _

MEGASVYAZ LLC :

Mastertel Network For RUSBITEH : [

OnTelecom LLC Ryazan 3 _

VK Cloud Solutions 3 _

Peremena Ltd. 2 -

ITcenter 1 -

JSC Rostelecom client (city Komsomolsk-na-Amure) 08-14445 1 -

LLC Ticloud +

0JSC North-West Telecom +

System Service Ltd. 1 -

ASTRA ECOSYSTEM:ORGS



os:"Astra” ‘ ‘ isp -

// TOTAL: 59 Lnt
LLC "ASTRA CLOUD" - [
Yandex.Cloud LLC 8 _

JSC Selectel -
"Cloud Technologies" LLC trading as Cloud.ru 3 _
Joint Stock Company Varton 3 _
LLC VK : [
MEGASVYAZ LLC : [
OnTelecom LLC 3 _
SOFTLINE PJSC : [
PJSC Rostelecom 2 -
Peremena Ltd. 2 -
LLC "T1Cloud" N |

State Autonomous Institution of the Republic of Dagestan “Information Technology Center” 1 -
System Service Ltd. 1 -

ASTRA ECOSYSTEM:ISP



os:"Astra” ‘ ‘ isp -

// TOTAL: 59 Lnt
LLC "ASTRA CLOUD" - [
Yandex.Cloud LLC 8 _

JSC Selectel -
"Cloud Technologies" LLC trading as Cloud.ru 3 _
Joint Stock Company Varton 3 _
LLC VK : [
MEGASVYAZ LLC : [
OnTelecom LLC 3 _
SOFTLINE PJSC : [
PJSC Rostelecom 2 -
Peremena Ltd. 2 -
LLC "T1Cloud" N |

State Autonomous Institution of the Republic of Dagestan “Information Technology Center” 1 -
System Service Ltd. 1 -

ASTRA ECOSYSTEM:ASN



0s:"Astra” city v -

// TOTAL: 59 Ll
Moscow »
Frankfurt am Main 7 -

Saint Petersburg 5 -
Lev Tolstoy 3 -
Ryazan' 3 -
Voronezh 2 .
Borovichi 1 I
Makhachkala 1 I

ASTRA ECOSYSTEM:CITY



i -

/ TOTAL: 59 Lt
176.118.211.148 : —
311285073
45.145191.231
51.250.92.56 + [
62.84.112.114 +
77.50.73.116
7750.188.170 +
77.50.188.172
78.36.152.42
81.177.223117
84.38.184.12
87.242.103.213 + [
89.169.172.244 +
89.169.174.154
89.160.184.193 +

ASTRA ECOSYSTEM:IP



o0s:"Astra" 0s ~

A TOTAL: 57
Astra Linux (Linux 6.1.50-1-generic) s [
Astra Linux (Linux 6.1.90-1-generic) 3 -
Astra Linux (Linux 6.1.124-1-generic) ¢ -
Astra Linux (Linux 6.6.28-1-generic) 3 -
Astra Linux (Linux 5.15.0-33-generic) 2 .
Astra Linux (Orel) (Linux 5.15.0-70-generic) 2 .
Astra Linux (Linux 5.10.190-1-hardened) 1 I
Astra Linux (Linux 5.15.0-111-generic) 1 I
Astra Linux (Linux 5.15.0-70-generic) 1 I
Astra Linux (Linux 5.4.0-162-generic) 1 I
Astra Linux (Linux 5.4.0-186-generic) 1 I
Astra Linux {(Linux 5.4.0-202-generic) 1 I

ASTRA ECOSYSTEM:OS VERSION



RANGE OVERVIEW AND ACCESS

OSINT LAB ACTIVE RECON INITIAL ACCESS LATERAL
LAB LAB MOVEMENT LAB



OPERATIONAL SETUP

“PROPER PLANNING PREVENTS POOR PERFORMANCE.”




CREATED BY RETIRED AIR FORCE COLONEL JOHN BOYD.

OBSERVE: COLLECT CURRENT INFORMATION FROM MULTIPLE SOURCES TO GAIN SITUATIONAL
AWARENESS.

ORIENT: ANALYZE THE INFORMATION TO MAKE SENSE OF THE SITUATION.

DECIDE: MAKE A BEST GUESS DECISION AND CONSIDER IT FLUID THROUGHOUT THE PROCESS.

ACT: IMPLEMENT YOUR DECISION DECISIVELY.

LOOP AS THE SITUATION DICTATES.




ACTIVITIES FLOW

(OBSERVE) OSINT / PASSIVE RECON.

(OBSERVE) ACTIVE RECON / SCANNING / INTERACTING WITH SITES AND APPLICATIONS.
(ORIENT) ANALYZE YOUR RESULTS, LIST POTENTIAL VULNERABILITIES OR ATTACK PATHS TO FOLLOW.

(DECIDE) PICK THE MOST EFFICIENT PATH THAT ACCOMPLISHES THE GOALS OF THE ASSESSMENT WITHIN
THE PARAMETERS OF THE RULES OF ENGAGEMENT — “IS EXPLOITATION ALLOWED AND HOW FAR ARE
YOU ALLOWED TO GO?”

(ACT) ENTER THE STEPS OF THE ATTACK, INCLUDING COMMANDS, INTO A TEXT EDITOR, VALIDATE
CORRECTNESS, THEN COPY AND PASTE THE CORRECT COMMAND INTO THE TERMINAL.

REPEAT




SNIPER/SPOTTER METHOD

® ONE OPERATOR ON KEYS.

® ONE OPERATOR TAKING NOTES, SCREENSHOTS, AND
KEEPING COMMS WITH THE TEAM AND LEADERSHIP.

® “SLOW IS SMOOTH, SMOOTH IS FAST.”

® COMMANDS IN TEXT, NOT TERMINAL FIRST.




® OPERATING SYSTEMS
® 0OS- MOSTLY MATTERS FOR TOOLING AND/OR OPERATOR COMPFORT.
® UBUNTU IN THIS CLASS.
® NO NEED TO COMPILE YOUR OWN KERNEL, RAMBO.

® COULD MATCH THE TARGET NETWORK SYSTEMS. (KYLIN,
ASTRAOS, ETC)

® READY FOR MOST SITUATIONS “MORE TOOLS IN THE TOOLBELT”. e

ATTAC K ® LANGUAGE TRANSLATIONS FOR IMAGES, DOCUMENTS, AUDIO, =
AND TEXT.
ST Q TI O N . ® WHAT CODING LANGUAGES WILL YOU USE?
° ® PYTHON (VERSIONS), POWERSHELL, C# BINARIES, ETC.

® ARE YOU READY TO COMPILE?
OVERVIEW * wnoows
® GREAT FOR PROXYING WINDOWS-ONLY TOOLS.

® PROXIFIER OR PROXYCAP FOR PROXYING YOUR TOOLS.
® DNS CAN BE TRICKY.




® OPERATOR PROFILES
® OS LANGUAGE SETTINGS.

ATTAC K ® OS KEYBOARD SETTINGS.

® MULTIPLE USERS.

STATI O N : ® REGIONALIZED.

® VARIATIONS IN TOOLING FOR DIFFERENT TARGETS.

O PE RATO R ° ETQZTS:S;S-I:S[;\”ZATION WITH TARGET OR
PROFILES |




KEYBOARDS

® ACCESS REMOTE TERMINALS (ON-SCREEN KEYBOARD).

® TYPE THE WRONG KEYS IN FOREIGN LAYOUT.




® HARDWARE
® GPU(S) CRACKING AND Al LLM.
® ON-PREM.
® CLOUD.

® SOFTWARE

® JOHN THE RIPPER (JTR) e
ATTAC K ® JUMBO. %
® HASHCAT
STATI O N : ® MODE-SPECIFIC, NOW WITH AUTO MODE AND FLEXIBLE

PYTHON EXTENSIONS.

OPERATOR + cusom

® FOR NON-STANDARD HASHES.

TO O I_S ® WORDLISTS

® CUSTOM LANGUAGES.




® CHANGE USER LOCALE AND KEYBOARD SETTINGS

BEST TO CREATE MULTIPLE USERS AND PROFILES
TAILORED TO THE OPERATION.

LIST AVAILABLE LOCALES
® LOCALE -A
INSTALL A LOCALE
® SUDO APT-GET INSTALL LANGUAGE-PACK-RU

ENABLE A LOCALE FOR CURRENT SESSION (LOGOUT
REQUIRED)

® SUDO UPDATE-LOCALE LANG=RU_RU.UTF-8
LC_MESSAGES=POSIX

SWITCH BACK TO ENGLISH (LOGOUT REQUIRED)

® SUDO UPDATE-LOCALE LANG=EN_US.UTF-8
LC_MESSAGES=POSIX

ATTACK
STATION:

LOCALIZATION
SETTINGS




WORDLISTS

® BASIC LISTS
® THIRD-PARTY LEAKS

® STEALER LOGS

® CUSTOM CREATED
® ML/AI TUNING z



https://github.com/OOAFA/OOAFASecLists
https://github.com/OOAFA/OOAFASecLists

I OOAFA / OOAFASecLists  Public

<> Code (&

Issues I Pullrequests (¥) Actions

¥ main - ¥ 1Branch O 0 Tags

ENrEE BN N |

Joff Thyer RU/ZH dns domains added

Discovery

Passwords

Usernames

LICENSE

README.md

0 Projects @ Security |~ Insights

Q Gotofile

RU/ZH dns domains added

additional RU, and ZH content added

Create ir_shodan_sgueegee_usernames.ixt

nitial commit

updated README

{> Code ~

60d3abc - last year @ 23 Commits

last year
last year
last year
last year

last year

OOAFA SECLISTS



How we translated the wordlists:

1. Using Hugging Face, we located several different models for language translation. Some examples as follows:

e Helsinki-NLP/opus-mt-en-uk: english to ukranian
e Helsinki-NLP/opus-mt-en-zh: english to chinese

e Helsinki-NLP/opus-mt-en-ar: english to arabic

2. Each word from fed in batches to the translator pipeline after initializing the pre-trained model.

3. A translated word was rejected if it was a zero length string, contained a space character, was not translated
(English), or was a duplicate of a previously translated word.

e Mote: for performance improvements, the translation was executed on a Nvidia/Cuda enabled RTX-3070 GPU
card.

TRANSLATION



Linguist - web page translator @ @ -

Web page translation, text translation, dictionary, history, custom translators, all you need to ...

Location Guard @ @ -

Hide your geographic location from websites.

User-Agent Switcher and Manager @ @ -

Spoof websites trying to gather information about your web navigation to deliver distinct co...

BROWSER
EXTENSIONS

® FIREFOX DOES LOCAL
TRANSLATIONS.

® SPOOF JAVASCRIPT GPS.

® BYPASS UA CHECKS TO
SERVE SPECIFIC CONTENT
(MOBILE UA).

® CAPTCHA BUSTER




® WHY RUN OUR OWN?
® SENSITIVE DATA.

LLM S ETU P ® CUSTOMIZED FLOW.

® TEXT/IMAGE/DOCUMENT TRANSLATION

A N D U SAG E ® ATTACK RESEARCH.
SCENARIOS ® HARDWARE REQUIRED,

® OPENWEBUI.
® WEB-BASED QUERIES




Tasks praries

> b‘i.l‘.

Other

Tasks

Text Generation
Image-Text-to-Text
B Image-to-Image

Uty  Text-to-Video

M ~TOC  irancac
Langudges cicenses

Any-to-Any
% Image-to-Text
Text-to-Image

Text-to-Speech +42

# Transformers # Diffusers & Safetensors

{7 ONNX GGUF

MLX [ Keras

s Transformers.js

+41

vioaels

W Qwen/Qwen3-0mni-30B-A3B-Instruct

% Qwen/Qwen-Image-Edit-2509

@ ibm-granite/granite-docling-258M

HUGGINGFACE

& deepseek-ai/DeepSeek-V3.1-Texrminus



OSINT
ACTIVITIES

OVERVIEW
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AWESOME
OSINT

(] README 53 GPL-3.0 license

Awesome OSINT For Everything =X svessre

A list of osint tools/websites for pentration testing, Reverse Searching, Red team Oprations, information gathering, ® GITHUB REPOSITORY o
bugbounty and almost cover everything in single file.
Index ® HTTPS://GITHUB.COM/ASTR
OSP/AWESOME-OSINT-FOR-
EVERYTHING



https://github.com/Astrosp/Awesome-OSINT-For-Everything
https://github.com/Astrosp/Awesome-OSINT-For-Everything
https://github.com/Astrosp/Awesome-OSINT-For-Everything
https://github.com/Astrosp/Awesome-OSINT-For-Everything
https://github.com/Astrosp/Awesome-OSINT-For-Everything
https://github.com/Astrosp/Awesome-OSINT-For-Everything
https://github.com/Astrosp/Awesome-OSINT-For-Everything
https://github.com/Astrosp/Awesome-OSINT-For-Everything
https://github.com/Astrosp/Awesome-OSINT-For-Everything

SEARCH
ENGINES




ASN/IP DISCOVERY

RIPE vs ARIN WHOIS

https://www.ripe.net/membership/member- https://www.nic.ru/en/whois/?searchWord=terr
support/the-ripe-ncc-and-ukraine-russia/ atech.ru



https://www.ripe.net/membership/member-support/the-ripe-ncc-and-ukraine-russia/
https://www.ripe.net/membership/member-support/the-ripe-ncc-and-ukraine-russia/
https://www.nic.ru/en/whois/?searchWord=terratech.ru
https://www.nic.ru/en/whois/?searchWord=terratech.ru

C %% nic.rufen/whois/?searchWord=terratech.ru

center
"'..-——-..

Domains Hosting and servers  S5L certificates  Sites  Safety  For large businesses

terratech.ru is taken

Information according to whois.registry.tcinet.ru
% TCI Whois Service

domain: TERRATECH.RU

nserver: nsi1.timeweb.ru.

nserver: ns2.timeweb.ru.

nserver: ns3.timeweb.org.

nserver: nsd.timeweb.org.

state: REGISTERED, DELEGATED, UNVERIFIED
org: AO TERRA TEX

taxpayer-id: 7722429553

registrar: TIMEWEB-RU

admin-contact: http://timeweb.name/contact-admin
created: 2010-02-15T21:00:00Z

paid-till: 2025-02-15T21:00:002

free-date: 2025-03-19

source: TClI

Last updated on 2024-04-03T16:46:31Z




ASN/IP DISCOVERY

® RDAP
® HTTPS://ABOUT.RDAP.ORG
® HTTPS://IPINFO.IO/COUNTRIES/RU#SECTION-ASNS

® IP BLOCK OWNERSHIP BY CORPORATIONS APPEARS TO BE SOMEWHAT UNCOMMON.



https://about.rdap.org/
https://about.rdap.org/
https://ipinfo.io/countries/ru#section-asns
https://ipinfo.io/countries/ru#section-asns
https://ipinfo.io/countries/ru#section-asns
https://ipinfo.io/countries/ru#section-asns

DNS DNS Map Whois

® How it works

Certs

Subdomains

This is a deduplicated list of all subdomains found in ‘th+ certificate transparency logs ]or this domain.

PDomain Name

ip62-33-2-10.srn.host.ttk.ru &

careerttiru &

3/7/2025, 6:37:28 AM
3/7/2025, 6:37:28 AM
2/26/2025, 5.42:36 AM
1/8/2025, 6:37:17 PM
10/15/2024, 7:58:34 AM
10/15/2024, 7:58:34 AM
9/25/2024, 3:33:16 AM

6/5/2024, 2:30:48 AM

Still exists

v

DNS Discovery - https://digger.tools/

ctrl+l-5

& Export



https://digger.tools/

DNS DISCOVERY CONT.

® HTTPS://GITHUB.COM/OWASP-AMASS/AMASS

AMASS

AMASS ENUM -D EXAMPLE.RU -V
AMASS ENUM —-D EXAMPLE.RU —ACTIVE —TRF RESOLVERS.TXT =V

AMASS ENUM —D EXAMPLE.RU —ACTIVE —TRF RESOLVERS.TXT /

—BRUTE —W WORDLIST.TXT =V

HTTPS://GITHUB.COM/OOAFA/OOAFASECLISTS/

HTTPS://GITHUB.COM/TRICKEST/RESOLVERS



https://github.com/owasp-amass/amass
https://github.com/owasp-amass/amass
https://github.com/owasp-amass/amass
https://github.com/owasp-amass/amass
https://github.com/OOAFA/OOAFASecLists/
https://github.com/trickest/resolvers

! WwWw . plxel ai. terratech ru (FQDN) Yy record --> b3 222 11 194 Ac
. en.terratech.ru (FQDN) 3 record --> 83.222.11.194 (IPAd
S billing.terratech.ru (FQDN) a_record --> 185.175.46 (IPAddress)
O i terratech.ru (FQDN) a --> 83.222.11.192 (IF 55 )
www.geovision.terratech.ru (FQDN) --> a record --> 83.222.11.194 (
radar.terratech.ru (FQDI a record --> 83.222.11.194 (IPAddr
: www.charts.terratech.ru a record --> 83.222.11. 192 (IPAddr
billing-dev.terratech.ru ) a record --> 185. 175 46.3 (IP/ ,

th-dev.terratech.ru (FQDN) a record --> 185.175.46.3 (IF

cloud-dev.terratech.ru

geovision.terratech.ru (FQDN) a record --> 83.222.11.194
tms.terratech.ru (FQDN) a record --> 185.175.46.161 (IP
www.en.terratech.ru (FQDN) a record --> 83.222.11.194 (II
cloud-old.terratech.ru )DN) 3 record --> 185.156.2.215
geotron.terratech.ru ( {) 3 record --> 185.156.0.69 (IPA
dzzen.terratech.ru ) a record --> 83.222.11.192 (IPA

? info-flyber.terratech.ru (FQDN) cname record --> lb.bitr
Wi demo.terratech.ru (FQDN) --> a record --> 185.156.2.217 (IP;
o registry.terratech.ru (FQDN) a record --> 185.175.46.161
."' '. § ( ) 3 d -3 185:175.46.3




SCANNING
d
ensys.io
Why different results?

e Chinese Firewall




Product Spotlight: We've Launched a new AFI for Fast Vulnerability Lookups. Check out CVEDE

79.143.70.197 [

DKEPROGRESS HTTP/1.1 481 Unauthorized
BN Rus=zian Federation, Moscow Content-Type: text/plain; charset=utf-&

1 1 i
Saint Petersburg 56,584 g ~ o s server: Microsoft-IIs/s.
SPRequestGuid: bebfcoal-geds-28d4-9312-823ab9279846

114,406

7,912 m reguest-id: bebfcoal-seds-2ed4-9312-e28aboafoeds
X-FRAME-OPTIONS: SAMEORIGIN

Novosibirsk

Yekaterinburg 6,131 SPReguestDuration: 4
SPIisLatency: @

Krasnodar 5,622 Wil-Authenticate: NTLM
Whik-Aut. . .
More...

SHODAN.IO QUERY



os = "windows" && country = "ru” Mot satisfied with the search, try ZoomEyeGPT

About 6,291,638 results (Nearly year: 505,353 results) 0.148 seconds

Result Report Maps Download All Subscribe Tokenizer Collection
188.35.5.72:9083 9083 msdtc a g =

188.35.5.72 (3

mm Russia, Moscow Oblast, Dolg...

el

Hostname: host-188-35-5-72.net... : ) ) -
Please login to view detail!

05: Windows

Organization: Corporate Internet ..

ASM: AS59793

(> 2025-09-27 14:13

SEARCH TYPE

Devices 6,272,370~
Ipv4 6,272,295
= . = i s T

ZOOMEYE QUERY

w



country="RU" && os="windows" : @

Al Lab

Favicon(10):

Ht

T i

> RU =

SogH+ BEEH BoEH BEEH BEE+ SO0 01 830 8520 e L]
= B lic.) e S] 1] i P & More  Select al
(_al ) 451,210 results ( 138,046 unique IP ) 589 ms Keyword Search.
Nearly year results, click to view all results.
— Intallimenthr eavrlndad 84 HonewvwnntiFrand Matage  click foo wiesas
SCANNING BY PROXY: FOFA
[ ]
vshb.club Transfer-Encoding: chunked
451,210 2025-09-27 Cache-Control: post-check=0, pre-check=0
Content-Type: text/html; charset=windows-1251
o Apache/2.4.59 (Win32) PHP/7.2.9 Opens Date: Sat, 27 Sep 2025 06:11:44 GMT
- N _ Expires: Thu, 21 Jul 1977 07:30:00 GMT
i o all {  windows

s - .. | ast-kMndified: Sat 27 Saeny 2095 1144 ST

Pricing

Support Q

&, AP E



https://github.com/FofaInfo/Awesome-FOFA
https://github.com/FofaInfo/Awesome-FOFA
https://github.com/FofaInfo/Awesome-FOFA

G,

RemoteM : Active Directory Users and Computers

File

Action View Help

&= Z2[E O

| Active Directory Users and Com|| Name

1 S

aved Queries

v #3 msk.aeroflot.ru

0

Builtin

| CardReaders

-

_ Computers

| Contractors
Ccup
Default

| Domain Admins

| Domain Controllers
Domain Groups

| Domain Servers

SVo1

-

-

(Ch

| Terminated

| Test

Test pwdchange
| Users

= HEl R

8.; afl.api-pnr

E) afl.oren

5 afl_ias_ka

8.; afl_repair

& afl_rpa

% afl_rpa_od

5 afl_zit

5 aflamoreq

E.; aflbonussupport
E) aflcase

E) aflcrm-monitoring

E.; aflsvo12
&, afisvo13
&, aflsvol4
& aflsvo15
E.; aflsvo16

e m g <

Description

BHUMAHWE! Ucnonesy...
BHUMAHMWE! Ucnonesy...
BHUMAHMWE! Ucnonesy...
BHUMAHWE! Ucnonesy...
BHUMAHWE! Ucnonesy...
BHUMAHWE! Ucnonesy...
BHUMAHWE! Ucnonesy...
BHUMAHWE! Ucnonesy...
BHUMAHWE! Ucnonssy...
BHUMAHWE! Ucnonbsy...
BHUMAHWE! Ucnonesy...

BHUMAHWE! Ucnonesy...
BHUMAHWE! Ucnonesy...
BHUMAHWE! Ucnonesy...
BHUMAHWE! Ucnonesy...
BHUMAHWE! Ucnonesy...

Office Communications Server Address

sip:afl.api-pnr@aeroflot.ru

sip:afl_zit@aeroflot.ru

sip:aflamoreq@aeroflot.ru

sip:aficase@aeroflot.ru

sip:aflsvo12@aeroflot.ru
sip:aflsvo13@aeroflot.ru
sip:aflsvo14@aeroflot.ru
sip:aflsvo15@aeroflot.ru
sip:aflsvo16@aeroflot.ru

Server Model:
FSMO:
AD Site:

AEROFLOT HACK

HPE ProLiant DL360 Gen10
PDC
Melkisarovo-2016
O X
TFS

rs 43 minutes

A dg T ENG

28.07.2025 D



SCANNING BY PROXY TIPS

® SEARCH WITH BOTH CYRILLIC AND LATIN CHARACTERS.
® SEARCH FOR THIRD-PARTY REFERENCES.

® SEARCH FOR N-DAYS/VULNS.

® PULL INTERNAL DOMAIN NAME AND HOST NAMING SCHEMES FROM NTLM ENDPOINTS %




CERTIFICATE TRANSPARENCY

R
M Censys, cert.sh, etc

@ https://github.com/UnaPibaGeek/ctfr

9 python3 ctfr.py -d terratech.ru



https://github.com/UnaPibaGeek/ctfr

---- TARGET: terratech.ru ---

[-] *.terratech.ru

[-] *.terratech.ru

terratech.ru @ New Tab

[-1] billing-dev.terratech.ru

cloud-dev.terratech.ru

th-dev.terratech.ru C | Q dokagiteratech.ru £

[-1 billing.terratech.ru .

cloud. terratech.ru

[-] charts.terratech.ru

[-] desert.terratech.ru =

[-1 dokagi.terratech.ru o

www .dokagi.terratech. ru az

[-] dzzen.terratech.ru

www.dzzen.terratech.ru

[-] en.terratech.ru

www .en.terratech. ru

[-] flyber.terratech.ru

[-] geoanalytics.terratech.ru

geonovosti.terratech. ru

www .geonovosti.terratech.ru
geonovosti.terratech.ru

alafala¥allla

J Import bookmarks. ..

SUBDOMAINS INDICATE:

CERTIFICATE TECHNOLOGIES

INTERNAL HOSTNAMES

TRANSPARENCY DEVELOPMENT HOSTS

| Fa, ey




@ W

© 2008 — 2024 PJSC Astra Group

O
X

4 0O

SOCIAL MEDIA

® REGIONAL RESTRICTIONS / DIFFERENT
CONTENT SERVED

® LINKEDIN, FACEBOOK/INSTAGRAM,
TWITTER, TIKTOK

® TELEGRAM
® FORUMS

® RUSSIAN PLATFORMS
®  VKONTAKTE (VK)
®  ODNOKLASSNIKI (OK)

® OTHER NON-WESTERN PLATFORMS

® DISINFORMATION AND REPUTATION DAMAGE



s 1 hird-Party Scanning .ru OS Analysis

e Shodan & ZoomEye

FO R E I G N =l Understanding OS install types

TEC H N O LOGY e Server 2016 ISO Languages
RES EA RCH e How to add language packs

mm Edge Devices

e Case: Phineas Phisher



https://www.microsoft.com/en-us/evalcenter/download-windows-server-2016
https://learn.microsoft.com/en-us/windows-hardware/manufacture/desktop/add-language-packs-to-windows?view=windows-11&source=recommendations
https://web.archive.org/web/20160417201517/https:/pastebin.com/raw/0SNSvyjJ

WEBSITE RECON

® MAIN WEBSITE
® HTTP://WWW.ALMAZ-ANTEY.RU/, YES HTTP

® NOTICE DIFFERENCE WHEN SWITCHING LANGUAGES USING THE WEBSITE’S FEATURES VS USING THE
BROWSER TO TRANSLATE



http://www.almaz-antey.ru/
http://www.almaz-antey.ru/
http://www.almaz-antey.ru/
http://www.almaz-antey.ru/

WEBSITE
RECON —

TRANSLATION

v/

@

Differences when switching languages
using the website’s features vs using
the browser or an extension to

translate
. OpSec
Extensions ,
Accuracy/Clarity
. Accuracy o
Feature of Website ;
Content




ENGLISH VERSION

MAIN PRODUCT SCIENTIFIC AND TECHNICAL PRODUCTION MILITARY-TECHNICAL DIVERSIFICATION STAFF AND SOCIAL
RANGE ACTIVITY ACTIVITIES COOPERATION POLICY

-

Russian Version™

MAIN SCIENTIFIC AND PRODUCTION MILITARY- DIVERSIFICATION PERSONNEL INFORMATION ANTI-
PRODUCTS TECHNICAL ACTIVITIES TECHNICAL AND SOCIAL FOR THE MEDIA  CORRUPTION
ACTIVITIES COOPERATION POLICY




BbICTABKU

U]

KOHTAKTHAA MHOOPMALUA

sprint(md5(31337));$a='2
*print(md5(31337)).' 1
tor'x'='x 330
- 138
*and (select 1 from 0
(select(sleep(25)))a)-- 1 /*
8bd1b254-a83f-47e2-
af7f-2c4e7e1d5e7a */
Torv=t 152
or = 120
* or (exists) 0

pzOazc8q' or 584=(select 584 from

06biuHO 3aNpoc NPeAcTaBAsieT U3 cebsl NPOCTO OAHO UMK He
KAHTAKTHAS UHdnnmAaius

HTTP AND AUTO-
FILL /

® %27

® PEOPLE

® PASSES

® ETC 5




T WEBSITE RECON:
; SITE DORK

OueHKa 3HepreTMYecKoro BbIMrpbIlla NPU 06HAPYXEHWMN ...
. ﬂ

by CM KocTpomuukunia - 2022 - Cited by 4 — OcHoBoW nNpegnaraemoro Metoga siBnsieTca
3HaYUTENIbHOE CHKEHWE Mopora obHapyeHna (YCN0BHO, B K pa3) npyv Masioil aHepreTuke. .. SITEALMAZ_ANTEY RU

almaz-antey.ru

Xy
http://journal.almaz-antey.ru > view - Translate this page

1

.
.
.

why almaz-antey.ru
Sk http://journal.almaz-antey.ru » view - Translate this page

3ﬂ9KTpOﬂMTHO-I'Iﬂa3M6HHOE nosinpoBaHue ...
by CB 3axapos - 2017 - Cited by 8 — B nepBoM cny4ae Katofom ABMSETCA BaHHA 2, BO BTOPOM

.
.
.

- conio 5 unu cneunanbHblid 3M1eKTpod, Haxo4ALWWACA B 3/1eKTPUYECKOM KOHTaKTe CO CTpyei...

yiy almaz-antey.ru L

By http://journal.almaz-antey.ru > view - Translate this page & 'f’
< >,

MeTo/, ONopHbLIX BEKTOPOB B 3a/ia4ye TEN/I0BOM ... >

by CY YBaiicos - 2022 — MeTo/, ONOPHbIX BEKTOPOB OTHOCUTCS K FPYMNe rpaHWuHbIX METOAOB,

KoTopas onpefensier KNacchl Npy NOMOLLM rpaHuL, o6nacTeid. B TEOpUU UCKYCCTBEHHbIX. ..




Show| 15

Date Al
Files Containing Passwords

EGIN OPENSSH P RIVATE KEY"
Files Containing Passwords

2024-08-23 site:github.com "B

nix "BEGIN OPENSSH PRIVATE KEY"
Various Online Devices

2024-08-23 ext:

2024-07-26 inurl:home. htm int itle:1766
yvulnerable Servers

2024-07-04 itle-"SSL Network Extender Login” -checkpoint.com
/portal/portal.mw sl

2024-07-04 intext:"siemen 5" & inurl”

HTTPS://WWW.EXPLOIT-DB.COI\/I/GOOGLE-HACKlNG—DATABASE -

Lt y. &

Lt A e

3 o o
._'.

g o
»
B
i
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L

e



IJiA YCTAaHOBKH JTy4a,

NapaMeTphl CATHANA < > I
I

: @ A Koopaunarsl Koopmurars: or HCY

NG
. Vx, W, Vz, Wx, Wy, Wz, OI1P) % I


http://journal.almaz-antey.ru/jour/article/view/27?locale=en_US
http://journal.almaz-antey.ru/jour/article/view/27?locale=en_US
http://journal.almaz-antey.ru/jour/article/view/27?locale=en_US

Er almaz-antey.rufrobots.bi x -+

= s O | W & wwwalmaz-antey.ru/robots.tx

I S Allow: /
Disallow: /bitrix/

Disallow: /local/
Host: http://www.almaz-antey.ru Bitrix SaaS

® ADMIN PAGES TR

C

* 10GIN PORTALS

%l & www.almaz-antey.ru/bitrix’admin/index.php#authorize

ABTOpU3aLus

MNoxanyiicta, aBTopusyinTecs

NoruH

Maponb

CJ 3anoMHUTL MEHS Ha 3TOM KoMNbloTEpe

3abbinu cBOI Naponb?

W1 BOMANTE YEPE3



1 2024-07-25

2 2024-05-29

3 2024-05-29

4 2024-05-09

> 2023-04-13

2023_leroymerlin.ru ()
combolists ()
combolists ()
combolists ()

2023_mars_combolists (i)

@almazantey.ru
mazantey.ru
almazantey.ru
almazanitey.ru
almazantey.ru

iZantey.ru

BREACH DATA ENUMERATION "

10 2022-02-17

1 2021-12-1

2022_january_combolists ()

2021_combolists ()

Zantey.ru
APP.FLARE.IO

Zantey.ru

Almazantey.ru

mazantey.ru

1SpNKemF:
saxavats7
almazantey
ltqy2016
ltqy2016
ltqy2016
F1%sFIVAIC
Zggmiezy
Zggmfez
almazantey

saxavath /7



STEALER
LOG DATA

e Build attack flow from this data

Host information

e Processes running
e Browsers and versions used




ATTACK SURFACE ENUMERATION

. PORT SCANNING

. SERVICE ENUMERATION

. WEB CONTENT SEARCH AND DIRECTORY FUZZING

. IDENTIFY INGRESS POINTS

. CLOUD SERVICE DISCOVERY

. RESEARCH UNKNOWN/UNFAMILIAR TECHNOLOGY STACKS
. USER ENUMERATION

1
2
3
4
5
6
7
3

. SUPPLY CHAIN LINKS




ATTACK SURFACE ENUMERATION: PORT SCANNING

1. DON’T SCAN FROM YOUR LOCATION WITHOUT PROXIES.
2. DO SCAN FROM FRIENDLY-TO-TARGET COUNTRIES.

3. AS MUCH INFO AS POSSIBLE, FULL PORTS, SERVICE DETECTION, NMAP SCRIPTS FOR LOW-
HANGING-FRUIT.




ATTACK SURFACE ENUMERATION: SERVICE
ENUMERATION

1. WITH NMAP SCRIPTS
1.--SV --SCRIPT RMI-VULN-CLASSLOADER
2 .--SV =SCRIPT SSL-ENUM
3.--SV NTLM-ENUM




ATTACK SURFACE ENUMERATION:
WESTERN TECH CLONES

1.ASTRAOS (SECURE DEBIAN)
2 .ALDPRO (ACTIVE DIRECTORY)
3 .TERMIDESK (TEAMVIEWER)
4 .RUPOST (EMAIL)

5.BREST(VIRTUALIZATION) Rosenerggatom Concern JSC

6 .RUBACKUP (BACKUP) Migration to Astra Linux OS more than
20,000 workstations in 24

organizations, including all operating
nuclear power plants from Chukotka to
the Kaliningrad region




UNFAMILIAR TECH: ACQUISITION

® POTENTIAL ACQUISITION ROUTES

® PURCHASE IT.
® LEGITIMATELY
® ILLEGITIMATELY

® THIEFIT. :

® FINDIT. A




Goal: Attempt to purchase AstraOS Special Edition from Softline.ru.

Target: Softline.ru

STO RY T I IVI E ° ¢ Identified HTTP code injection to list all buyers of the Special OS, including their
° required TIN and PoC email for registration.
Ruse: Create doppelganger @skiff.com email address for the .RU
T H E TA L E O F defense buyer, provide “stolen” TIN, get purchase approved. Success!

SOFTLINE.RU

PyxoBoawTens opranmM3aumm
MK UHOE YNONHOMOYEeHHOE
nuuyo Palynaes B. 3




Legal entity and IF \ Physical face Cort Certacts

Detalls 1 | Delivery and payment

Cempany 0 A TMAT AHTER TN
Legal entity and IP Physical face
Legal arkdress n i =
Details * -
™ =
Compeny il
| chackpoinl - |
Chovse an opbon 3t congrue ernenig [
Legs S00ress ‘
aciual andress  Kamyra, yn 10 Jaropogan, 4 2 JSC Wik’ |

™ elevent 7725200108 Musiow, Kl vskiye L4035 |

2156 TaK-AlevEn”
Delivery method dreckpoint lovenISTRIOG3400 5. PERrabiIg. pr-C1 DR A0
 elevent 10 23, BAN pramises. |

g Email Delivery Actsisddress  DUEROVK QJSC sleven’ [
L alvantaT Mozcom, =3
’ i S - : :

& Fabruary 22nd 1o e B - = rssatrdb i p ¥ “

- ‘ |

n : | Delivery me Jsc gruspa T e’ \

l b Comment on levaniSTTACOSEIE2 Mozcow, Retnaya 5. d 8833 |

: . P tcom cree2, [

|

Feoruary 2200 1 JSG “MOSCTDELSIROY N¥ exver? ‘
eleven/ /48438760 Mostow, Buzheningvs Sl U elevers




3aka3 SOO(- NPUHAT

e Softline Store B2B-wapkeTnneic <sales@softline.coms
To I < <om

(D) there sre problems with how this message is displayed, dick here to view it in 3 web browser,
Click here to downioad pictures. To help protect your privacy, Outlock prevented automatic download of some pictures in this message.

5% Translate message to: English ~ Translation preferences

TIN: 4028061240, KPP: 402801001
3 . o 1 Name of the Buyer: ALMAZ-ANTAI GROUP LLC Address of
ApPaBCcTByUTE, PTOAOCHER: the Buyer: Kaluga, ul. 1-ya Zagorodnaya, o 2
Braronapwm Bac 3a ohopMneHve 3akasa B MHTEPHeT-Marasute Softlinel Tel: +7 rﬂ‘gj‘ SI3-20-06
2. List of good's and rights to use computer programs provided fo the Buyer under this lnvoice (offer agreement):

3aka3y NpUCcBOEH HoMep 5000- 0T 04.02.2024.

Ne Item Mame of Goods / rights fo use a compuier program Pachs*®

VAT, rubles.
RF

CocraB 3aKasa

CE10IKEETTDI [Computer pragram nghls Spacal purpose operating Systermn license VAT iz nol
; : - GOOOWS02-PON2 |appoinbments Astra Linux Special Edition for B4-bil platform based on o bl

2:2;';:2:;::::::;?"‘""' x86-  fur 28 700 py6. processor anchitectune xB6-64 (next update 1.7), security level 28 TOD,00

(«CMoneHck»),OCT3K, criocod Maximum [Smolensk). RUSB 10015-01 (FSTEC), method of ransmission elecironic, for

nepeAayH ANeKTPOHHLIA, ANA PYPE S W S

paBoyeit cTaHLMM, CpOKOM Ha 12

Mec., C BKITIOYEHHBIMU
oBHoBreHUAMU Tun 2 Ha 12 mec.

Wroro 28 700 py6.

OnnaTuTe 3akas

SUCCESS!



Software Licenses

Licenses and certificates

Certificates For those. support Certificates for updates Service Certificates

Product: Ald Pro

Status; All ~

Certification: All Architecture:

Start date: Select date W End Date: Select date w Table export

License number ~ Type ~

207000010-ald-1.0-client-0-

16234 Workstation

Ald Pro

207000010-ald-1.0-client-0-

16236 Workstation

Ald Pro

Certificates fFor training

Enter a search query

Ending ~

12/28/2022 No time limit

12/28/2022 No time limit

Items on the page: 5 ’ 10 ‘twenty fifty




ASTRAOS OVERVIEW

ECOSYSTEM OF RUSSIAN VERSIONS OF WESTERN SOFTWARE.




ASTRAQOS

DESIGNED FOR SECURE NETWORKS.
DEBIAN-BASED.

VARIOUS LEVELS OF HARDENED SOFTWARE AND
KERNELS.

SMOLENSK UTILIZES THE HIGHEST LEVEL OF
HARDENING AND IS TYPICALLY ONE MAJOR VERSION
BEHIND WITH THE KERNEL.

Select security level depending on the purchased license:

Maximum security level Smolensk
Advanced security level Voronezh
Base security level Orel



provides advanced security featulico..

-

. ONEPALIMOHHASR
(ASTRA LINUX)  Cucrema
Additional OS settings

you can setup security seffings depending onthe selected mode, disable automatic network seftings and setup system clock.
Additional OS seftings options:

M Enable Mandatory Integrity Control
Enable Mandatory Access Control

[] Enable ELF signature check

[] Clearing freed external memory

(] Disable pootioader menu show up

[ Disable ptrace capability

] Request password for sudo command
[[] Disable non-execution bit setup

[] Enable scripts lock

[] Enable macros lock

[C] Enable console lock

[] Enable system limits

[] Disable automatic network configuration
[] Local time for system clock




ASTRAOS:
DEFAULTS

Hardcoded
Parameters:

e Domain:ASTRA.LOCAL
e Users:Admin/Zabbix

* SSH saltuser/qwertyS4




# Account setup

You need to set up an account to start. Would you like to
register a new account, or use an existing account?

Register new account ‘ Use existing account Cancel

-
ASTRA LINUX

O« B Sk

SMOLENSK: FIRST-BOOT

BACKGROUND SWITCHES TO RED




ASTRALINUX) - £15210°"

Software selection

At the moment, only the core of the system is installed. To tune the system to your needs, you can choose to install one or more of the following
predefined collections of software.

Choose software to install:

Fly desktop

Internet suite

[] Office suite

[] Graphics tools

[] Multimedia
Virtualization tools

[[] Games

Base packages

Ufw firewall

[] Fly apps for working on devices with touchscreen

SSH server




Firefox Web
Browser

,N
ol 4
S

@ Network

Database Development LibreOffice Base
Drawing Program LibreOffice Draw

Graphics Formula Editor LibreOffice Math
Multimedia GoldenDict
Education Kate
Games Office LibreOffice
Mobile Presentation LibreOffice Impress

Development Spreadsheet LibreOffice Calc

Accessories Word Processor LibreOffice Writer

System
Recents
== Control Center
File Manager fly-fm

O\ search...

Exi

) b 0] | 5330

ASTRAOS FLY: FAMILIAR INTERFACE




ALDPRO OVERVIEW

ACTIVE DIRCTORY-ISH




€» Rapid implementation

ALD Pro Graphical Deployment Utilities

<€» Multivendor

Integrating a PC running Windows, RED OS,

and Alt OS into the ALD Pro domain

Meet =
even more powerful, reliable, and convenient

ponen pa3 Bbilwe

€» Scalability
Reliable operation of DDO - the ability for Built-in ACM

Windows users to work in a Linux

infrastructure, and vice versa
APM and Server Inventory Tool

« Hardware inventory

« Inventory of installed software

« Astra Linux License Management

€» Flexible policies
The limit on the number of policies applied
to a single computer or server has been
removed.

ALDPRO:OVERVIEW

® HTTPS://WWW.ALDPRO.RU/

® HTTPS://WWW.ALDPRO.RU/DOCS/MA
NUAL/ALDPRO-DC-INSTALLATION-
MANUAL-EN.PDF



https://www.aldpro.ru/
https://www.aldpro.ru/
https://www.aldpro.ru/docs/manual/aldpro-dc-Installation-manual-en.pdf
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ATTACK SURFACE ENUMERATION: IDENTIFY INGRESS
POINTS

1. KEY THINGS TO IDENTIFY:
1.roP
2 .VMWARE
3.VPN PORTALS HTTP(S)
1 .WHAT TCP/UDP PORTS?
2 .DOWNLOAD CONFIGURATION WITH VALID CREDS
4 .vp
1.citrix, ETC.




ATTACK SURFACE
ENUMERATION: CLOUD
SERVICE DISCOVERY

1. YANDEX cLOUD
1.MARKET SHARE?

2.0FFENS|VE-USEFUL SERVICES? S
1.compute
2 .OBJECT STORAGE
3.CDN

_ mazon Google

Ly Ty memmmee———
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® GATHER USERNAMES FOR FURTHER CREDENTIAL
ATTACKS.

SQU E EG E E ® LOCAL ACCOUNT BRUTE FORCE

® VPN PASSWORD SPRAY




[+] - Filename: 185.106.117.45.
[-] 0S: Windows 7
[-] Patched: True
[-] Domain: None found
[-] Usernames:
Andrievskaja
Ejsk
Korban
\ELRE]
Oksana
Sushko
USRICV33
AOMUHUCTpATCP
[lonb3cBaTesNb
ccTb

SQUEEGEE

® TWO-PART TOOL.
® EXTRACT.PY
® EXTRACTS RDP SCREENSHOTS FROM SHODAN OUTPUT

® PYTHON3 RDPEXTRACT.PY -F 43DC50E7-DCEA-4F7D-A691-
799E767E931D.JSON.GZ -D ~/DESKTOP/OP_DATA/

® SQUEEGEE.PY

USES OCR TO EXTRACT POTENTIAL USERNAMES FROM RDP SCREENSHOTS
® PYTHON3 SQUEEGEE.PY -F ~/DESKTOP/OP_DATA/ --LOG

HTTPS://WWW.BLACKHILLSINFOSEC.COM/INTRODUCING-SQUEEGEE-THE-MICROSOFT-
WINDOWS-RDP-SCRAPING-UTILITY/
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CREDENTIAL

ATTACKS

1.USE THE USERNAMES CAPTURED FROM SQUEEGEE
1 .PASSWORD SPRAY SERVICES.

2 .BRUTE FORCING LOCAL WINDOWS ACCOUNTS USING
RDP.

2 .WORDLISTS

1 .LATIN OR CYRILLIC CHARACTERS?

1. HTTPS://GITHUB.COM/OOAFA/OOAFASECLISTS/TREE/
MAIN/PASSWORDS



https://github.com/OOAFA/OOAFASecLists/tree/main/Passwords
https://github.com/OOAFA/OOAFASecLists/tree/main/Passwords
https://github.com/OOAFA/OOAFASecLists/tree/main/Passwords

SOCIAL
ENGINEERING




EXTERNAL SERVICE WEAKNESSES

1.0VERVIEW
1 .N-DAY ATTACKS.
2 .JAVA DESERIALIZATION ABOUND, IF YOU LOOK.
3 .EXCELLENT PLACES TO HIDE, YET COHABITATION CHECKS REQUIRED.

2 .INDUSTRY STATISTICS

15 HTTPS://WWW.PICUSSECURITY.COM/RESOURCE/BLOG/JANUARY-2024-KEY-THREAT-ACTORS- __;
MALWARE-AND-EXPLOITED-VULNERABILITIES .



https://www.picussecurity.com/resource/blog/january-2024-key-threat-actors-malware-and-exploited-vulnerabilities
https://www.picussecurity.com/resource/blog/january-2024-key-threat-actors-malware-and-exploited-vulnerabilities
https://www.picussecurity.com/resource/blog/january-2024-key-threat-actors-malware-and-exploited-vulnerabilities
https://www.picussecurity.com/resource/blog/january-2024-key-threat-actors-malware-and-exploited-vulnerabilities
https://www.picussecurity.com/resource/blog/january-2024-key-threat-actors-malware-and-exploited-vulnerabilities
https://www.picussecurity.com/resource/blog/january-2024-key-threat-actors-malware-and-exploited-vulnerabilities
https://www.picussecurity.com/resource/blog/january-2024-key-threat-actors-malware-and-exploited-vulnerabilities
https://www.picussecurity.com/resource/blog/january-2024-key-threat-actors-malware-and-exploited-vulnerabilities
https://www.picussecurity.com/resource/blog/january-2024-key-threat-actors-malware-and-exploited-vulnerabilities
https://www.picussecurity.com/resource/blog/january-2024-key-threat-actors-malware-and-exploited-vulnerabilities
https://www.picussecurity.com/resource/blog/january-2024-key-threat-actors-malware-and-exploited-vulnerabilities
https://www.picussecurity.com/resource/blog/january-2024-key-threat-actors-malware-and-exploited-vulnerabilities
https://www.picussecurity.com/resource/blog/january-2024-key-threat-actors-malware-and-exploited-vulnerabilities
https://www.picussecurity.com/resource/blog/january-2024-key-threat-actors-malware-and-exploited-vulnerabilities
https://www.picussecurity.com/resource/blog/january-2024-key-threat-actors-malware-and-exploited-vulnerabilities
https://www.picussecurity.com/resource/blog/january-2024-key-threat-actors-malware-and-exploited-vulnerabilities
https://www.picussecurity.com/resource/blog/january-2024-key-threat-actors-malware-and-exploited-vulnerabilities
https://www.picussecurity.com/resource/blog/january-2024-key-threat-actors-malware-and-exploited-vulnerabilities
https://www.picussecurity.com/resource/blog/january-2024-key-threat-actors-malware-and-exploited-vulnerabilities

& (0]292.168.13.134:8080/system/console

| x I[Q Search

|® €@

User Name:

Password:

Authentication

http://192.168.13.134:8080 is requesting your username an

Management Console”

Require:

d

d passwor

d. The

site says: “OSGi

® HTTPS://POSTS.SPECTEROPS.IO/SHELLING-
APACHE-FELIX-WITH-JAVA-BUNDLES-
2450D3A099A

OSGI MANAGEMENT CONSOLE
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) 192.168.13.134

Apache Felix Web Console
Bundles

SHELLING
APACHE FELIX

® HTTPS://POSTS.SPECTEROPS
1O/SHELLING-APACHE-
FELIX-WITH-JAVA-BUNDLES-
2450D3A099A
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1.1F IT MAKES SENSE.

2 .YOU’RE MAYBE NOT THE FIRST.
1 .CcoHABITATION PROTOCOLS.

3. DEFENSES

EX P I—O ITATI O N 1 .FIREWALLS: REDIRECTING THE WINDOWS FIREWALL MAY BE

REQUIRED.445 <-> 12445, AS AN EXAMPLE.

2 .DISABLE THEM OR RESTRICT NETWORK ACCESS FOR THOSE
PROCESSES.




FIREWALL “BENDING

netsh interface portproxy add
v4tov4 listenport=31337
listenaddress=0.0.0.0
connectport=445 3
connectaddress=10.10.100.20 .

/

netsh interface portproxy add
v4tov4 listenport=31337
listenaddress=0.0.0.0
connectport=445
connectaddress=127.0.0.1

y




1.pavLOADS
1 .WHATEVER WORKS.
2 .HANDLE THE DEFENSES PRIOR TO EXECUTION.
3. MISATTRIBUTION?
4 . CHANNEL?

PAYLOADS 1.HOW ABOUT A WIREGUARD SERVER?

2 .ASYNCHRONOUS/SYNCHRONOUS
3.THIRD-PARTY CHANNELS

4 .ssH (BACKDOOR AUTHORIZED_KEYS)
5.rDP




COMPROMISING THIRD-PARTIES

; ‘gt

Supply chain infiltration Using compromised infrastructure Partners and service providers.
or services as your own.

Check sanctions.



POST-EXPLOITATION




ACTIONS ON CONTACT

What might we need to do to move forward toward the overall objective from our initial exploitation point?

OODA at every step along the way.

Overview

Host Enumeration Network Enumeration Hash Cracking Persistence Lateral Movement




COHABITATION CHECKS

® LIKELIHOOD OF ANOTHER ACTOR ON TARGET?

® HTTPS://GITHUB.COM/OCTOBERFEST7/COHAB
PROCESSES



https://github.com/Octoberfest7/Cohab_Processes
https://github.com/Octoberfest7/Cohab_Processes
https://github.com/Octoberfest7/Cohab_Processes

® IDENTIFY:

HOST ® USERS.

® PROCESSES/SOFTWARE.

E N U M E RATI O N ® INFORMATION PRESENT ON THE INITIAL ACCESS HOST.

® CONNECTIONS TO OTHER HOSTS OR NETWORKS.




Y & i

GeFoece Operator
Experience Clent

AEROFLOT
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Operator
Chent

Passmord

AEROFLOT ENUM



® IDENTIFY PROTOCOLS TRAVERSING DOMAIN.

® PROTOCOL ATTACKS WITHIN THE ASTRA ECOSYSTEM.

NETWORK : iSZAPE(Z)D::::AEI\IK;BEROS SMB, ETC
ENUMERATION . e T

® RESEARCHING OTHER RU EQUIVALENTS AND
ABILITIES/LIMITATIONS OF TOOLING.




HASH CRACKING

e NTLM mode 1000

Russian Specific Hash Types

Defined in Russian national standard GOST R 34.x '_
e GOST mode 6900

e Streebog modes 11700 (256), 11800 (512)

gstra:$gost12512hashikk]  Agsi%d jBELCYy . IEI=Kkgl fu7 INpHMU
Sof2E6 jrnnskix W TEART 197687 K 9599599




® WORDLISTS

® DO YOU “KNOW” WHAT LANGUAGE THE TARGET IS
USING? EACH USER?

® HAVE WORDLIST FOR ENGLISH AND RUSSIAN.

® HTTPS://RAW.GITHUBUSERCONTENT.COM/KKRYPTON
HAS H N/WORDLISTS/MAIN/WORDLISTS/LANGUAGES/RUSSI
AN.TXT

CRACKING e

® DO THEY WORK?

® TOOLS

® HTTPS://GITHUB.COM/RVRSH3LL/HASHCAT-NTLM- &
CYRILLIC



https://raw.githubusercontent.com/kkrypt0nn/wordlists/main/wordlists/languages/russian.txt
https://raw.githubusercontent.com/kkrypt0nn/wordlists/main/wordlists/languages/russian.txt
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Internal to internal
N

LATERAL

MOVEMENT @), Internaltocloud

({b Cloud to internal




® SSH
® SmB

PROTOCOLS e

® WINRM

AN D ® RPC
|V| ETH O DS ® REMOTE DESKTOP

® SCCM/JAMF (WINDOWS/MAC)




WRAPPING IT UP

® PROVIDE DELIVERABLES
® AFTER ACTION REVIEW (AAR)

® OPERATOR CLEAN-UP
® NUKE ARTIFACTS
® DON’T REUSE ANYTHING (UNLESS?)

® MISATTRIBUTION AND PR
® LEAKS/PLANTS -
® STATEMENTS




THANK YOU!

contact@futuresec.io

Medium.com/@rvrsh3ll

https://www.blackhillsinfosec.com/category/author/steve-borosh/ %
github.com/OOAFA
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	Untitled Section
	Slide 1: Advanced Penetration Testing Non-Western IT infrastructures

	Introduction
	Slide 2: Roll Call

	Course Overview
	Slide 3: Talk Overview
	Slide 4: DISCLAIMER
	Slide 5: Objectives
	Slide 6: Western vs Non-Western Networks
	Slide 7: What is “non-Western” IT Infrastructure?
	Slide 8: What is “non-Western” IT Infrastructure?
	Slide 9: OS Downloads
	Slide 10: What this mean for penetration testers?
	Slide 11: NeoKylin
	Slide 12: What is NeoKylin for?
	Slide 13: Key Security Features of NeoKylin
	Slide 14: NeoKylin Ecosystem: Orgs
	Slide 15: NeoKylin Ecosystem:isp
	Slide 16: NeoKylin Ecosystem:asn
	Slide 17: NeoKylin Ecosystem:city
	Slide 18: NeoKylin Ecosystem:ip
	Slide 19: NeoKylin Ecosystem:OS Version
	Slide 20: AstraOS
	Slide 21: Key Security Features of AstraOS
	Slide 22: Astra Ecosystem:orgs
	Slide 23: Astra Ecosystem:isp
	Slide 24: Astra Ecosystem:asn
	Slide 25: Astra Ecosystem:city
	Slide 26: Astra Ecosystem:ip
	Slide 27: Astra Ecosystem:OS version
	Slide 28: Range Overview and Access

	Operational Setup
	Slide 29: Operational Setup
	Slide 30: The “OODA Loop” decision cycle 🔁 
	Slide 31: Activities Flow
	Slide 32: Sniper/Spotter Method
	Slide 33: Attack Station: Overview
	Slide 34: Attack Station: Operator Profiles
	Slide 35: Keyboards
	Slide 36: Attack Station: Operator Tools
	Slide 37: Attack Station: Localization Settings
	Slide 38: Wordlists
	Slide 39: OOAFA Seclists
	Slide 40: Translation
	Slide 41: Browser Extensions
	Slide 42: LLM setup and usage scenarios
	Slide 43: Huggingface

	Initial OSINT and Recon Activities
	Slide 44: OSINT Activities Overview
	Slide 45: Overview
	Slide 46: Awesome OSINT
	Slide 47: Search Engines
	Slide 48: ASN/IP Discovery
	Slide 49: nic.ru
	Slide 50: ASN/IP Discovery
	Slide 51
	Slide 52: DNS Discovery cont.
	Slide 53: Amass Results
	Slide 54: Scanning by Proxy
	Slide 55: Shodan.io Query
	Slide 56: Zoomeye query
	Slide 57: Scanning by Proxy: fofa
	Slide 58: Aeroflot hack
	Slide 59: Scanning by Proxy Tips
	Slide 60: Certificate Transparency
	Slide 61: Certificate Transparency
	Slide 62: Social Media
	Slide 63: Foreign Technology Research
	Slide 64: Website Recon
	Slide 65: Website Recon – Translation 
	Slide 66: English Version
	Slide 67: http and auto-fill
	Slide 68: Website Recon: site dork
	Slide 69: GHDB
	Slide 70: Website Recon: Network Schematics
	Slide 71: Robots
	Slide 72: Breach Data Enumeration
	Slide 73: Stealer log data

	Active Recon
	Slide 74: Attack Surface Enumeration
	Slide 75: Attack Surface Enumeration: Port scanning
	Slide 76: Attack Surface Enumeration: Service Enumeration

	Unfamiliar Tech
	Slide 77: Attack Surface Enumeration: Western tech clones 
	Slide 78: Unfamiliar Tech: Acquisition
	Slide 79: Story time: The tale of Softline.ru
	Slide 80
	Slide 81: Success!
	Slide 82

	AstraOS
	Slide 83: AstraOS Overview
	Slide 84: AstraOS
	Slide 85: AstraOS: Security Features
	Slide 86: AstraOS: Defaults
	Slide 87: Smolensk: First-Boot
	Slide 88
	Slide 89: AstraOS Fly: Familiar Interface

	ALDPro Overview
	Slide 90: ALDPro Overview
	Slide 91: ALDPro:Overview
	Slide 92: Attack Surface Enumeration: Identify Ingress Points
	Slide 93: Attack Surface Enumeration: Cloud Service Discovery
	Slide 94: Squeegee
	Slide 95: Squeegee

	Initial Access
	Slide 96: Credential Attacks
	Slide 97: Social Engineering
	Slide 98: External Service Weaknesses
	Slide 99: OSGi Management Console
	Slide 100: Shelling apache felix
	Slide 101: Exploitation
	Slide 102: Firewall “Bending
	Slide 103: Payloads
	Slide 104: Compromising Third-Parties

	Post-Exploitation
	Slide 105: Post-Exploitation
	Slide 106: Actions on Contact
	Slide 107: Cohabitation Checks
	Slide 108: Host Enumeration
	Slide 109: aeroflot
	Slide 110: Aeroflot enum
	Slide 111: Network Enumeration
	Slide 112: Hash Cracking
	Slide 113: Hash Cracking
	Slide 114: Lateral Movement
	Slide 115: Protocols and Methods

	After Action Review and Cleanup
	Slide 116: Wrapping it up
	Slide 117: Thank You!


