Setting up SCIM with Gem

Inthis article we're going to take you through the setup steps for enabling SCIM for user
management within your Gemteam. We are enabling this integration through a third party,
WorkOS.

This article assumes that you are both a Gem team admin as well as an administratorin your IdP.
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Requirements: The Gem team willneed to enable access to the SCIM module prior to your
starting the stepsinthis guide.
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Enabling the SCIMintegration

Afterthe SCIMintegration option has been enabled by your Gem CSM, you can navigate to the
Members section of your Admin Settings. Inthe User Roles section, you can click on the Setup

SCIM button.
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You willbe redirected to the WorkOS site to complete the integration. Follow the steps within
WorkOS to complete the SCIMintegration.

Note: Forteams using Okta, you will need to configure SSO in line with the support steps for Gem
provided in this help center article.


https://www.gem.com/admin-settings/members
https://support.gem.com/hc/en-us/articles/15193290069015-SAML-Configurations-in-Gem

Managing your team members via SCIM

Once SCIMhas been enabled and the configuration completed for your team, you will no longer
be able to manage users directly within the Gem Ul. Alluser management will be via your IdP. This
includes:

e Addingnewusers
e Updatingthe emailaddress for existing users
e Managinguserroles

Role management

Role management willwork as follows:

e YourldP groups are pushed to WorkOS.

e You configure the mapping within WorkOS to establish what Gemroles those IdP groups
willhave.

e Youruserswillbe assignedto the correct group inyour IdP, granting them the associated
Gemrole.

Customroles
You may continue to create and use customroles within your Geminstance, but please note that
any customroles that are added after the initial SCIM setup has been completed willneed to be

synced by the Gemteam. Our engineers will be alerted to a new custom role and inform your CSM
when this has been completed so that you can map that new customrole to your IdP groups.

Limitations

Gemdoesnot currently support user groups as part of the SCIM implementation.
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