Virtual File System (VFS) in Linux Kernel

Adrian Huang | Nov, 2021

* Based on kernel 5.11 (x86_64) - QEMU
* SMP (4 CPUs) and 8GB memory

* Kernel parameter: nokaslr norandmaps
* Userspace: ASLR is disabled

* Legacy BIOS
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Kernel components affected by an |0 request
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Object relationship in VFS

Process A

open(“/mnt/a.txt”, ...)

open(“/mnt/b.txt”, ...)
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dentry in data blocks

dentry cache list
* Linked via hlist_bl {head,node} (hash
table with bit lock)

inode cache list
* Linked via hlist_{head,node} (hash table)




Ext4 file system format

Partition

Boot Sector

Block Group O

Block Group N

Storage size addressed by a block group:
4096 (bytes) * 8 * 4096 (block size) = 128MB

/

Extent Tree

Super Group Reserved GDT Block inode inode table: Data Data
Block Descriptors blocks bitmap bitmap inode descriptor | Block Block
0 1
v T
Total inode count mode -
Total block count Owner UID, Owner GID ext4d_extent_idx ext4d_extent
_ size ei_block ee_block
Free blocks i_atime (last access time) ei_leaf lo < ee_len
i_ctime (last inode change time) ei leaf hi ei start hi //
Free inodes i_mtime (last data modification time) =i unused ei start lo V]
ext4_extent_header °« o °* 0
eh_magic = 0xF30A / ext4d_extent_idx ext4d_extent
eh_entries ei_block ee_block
eh_max ei_leaf lo ee_len
eh_depth ei_leaf hi ei_start hi || |
eh_generation ei_unused ei_start_lo [
/!
root :
/ index node leaf node Disk blocks




Ext4 file system format

Partition
Boot Sector Block Group O $ stat ~/.ssh/authorized keys
File: /home/adrian/.ssh/authorized keys
Size: 751 Blocks: B IO Block: 4096 regular file
Device: 805h/2053d Inode: 111565%2% Links: 1
rccess: (D€6d/-rw-rw—-r—-) Uid: ( 1000/ adrian) zid: ( 1000/ adrian)
Super Group Reserved GDT Access: 2021-10-12 10:12:39.423800423 +0800
: Modify: 2021-10-08 15:59:13.607234382 +0800
Block Descriptors blocks Change: 2021-10-08 15:59:13.607234382 +0800
0 1 Birth: -
I
v T
Total inode count mode -
Total block count Owner UID, Owner GID ext4d_extent_idx ext4_extent
size ei_block ee_block
Free blocks i_atime (last access time) ei_leaf lo < ee_len
i_ctime (last inode change time) ei leaf hi ei start hi //
Free inodes i_mtime (last data modification time) ei__unus_ed \ ei_start lo |
ext4_extent_header °« o N LU
eh_magic = 0xF30A / ext4d_extent_idx ext4d_extent
eh_entries ei_block ee_block
eh_max ei_leaf lo ee_len
eh_depth ei_leaf hi ei_start_hi | | |
eh_generation y. ei_unused ei_start_lo [
root .
,/ index node leaf node Disk blocks
Extent Tree




Relationship between inode and directory entry (dentry)

[root@adrian—ubuntu:/home/adrian/archive/img/small-lab# mount 1€MiB.img mnt/|

4096
4096
4096
4096

le384

27
27
27
27
27

217
217
27
27
27

217
27

17:
17:
17:
17:
17:

17:
17:
17:
17:
17:

17:
17:

Ooct
Ooct
Ooct
Oct
Oct

11
13
13
11
11

13
11
1z
12
13

13
13

16384 Oct 27 17:09
40%6 Oct 27 17:13

mnt/ :
total 32
2 |drwxr—xr—x |5| root root
646185 |drwxrwxr—x |3| adrian adrian
12 |drwxr—-xr—x |3| root root
17 |drwxr—-=xr—x |2| root root
11 |drwx—————— 2| root root
inode number link count
mnt/alZ3:
total 20
12 drwxr—-xr-x 3 root root 40%6 Oct
2 drwxr—-xr-x 5 root root 40%& Oct
13 drwxr—-xr-x 2 root root 40%6 Oct
15 —-rw—r——r—— 2 root root 78 Oct
15 —rw—r——r—— 2 root root 78 Oct
mnt/alz3/b456:
total 16
13 drwxr—-xr-x 2 root root 40%6 Oct
12 drwxr—-xr-x 3 root root 40%6 Oct
16 —rw—r——r—— 2 root root 100 Oct
16 —rw—r——r—— 2 root root 100 Oct
14 lrwxrwxrwx 1 root root & Oct
mnt/a789:
total 8
17 drwxr—-xr-x 2 root root 40%6 Oct
2 drwxr—-xr—-x 5 root root 40%& Oct
mnt/lost+found:
total 20
11 drwx———— 2 root root
2 drwxr—-xr-x 5 root root

27
27
27
27
27

b4d56

hello.c

17
17
17
17
17

:13
:14
:11
:13
: 09

root@adrian—-ubuntu: /home/adrian/archive/img/small-labs 1s —-1liaR mnt/

al23
a789

lost+found

hello-hard-link.c

test.c

test-hard-link.c

—->» test.c

0 Doesn't exist; there is no inode 0

1 List of defective blocks

2 Root directory

3 User quota

4 Group quota

5 Boot loader

6 Undelete directory

7 Reserved group descriptors inode. ("resize inode")
8 Journal inode

9 The "exclude" inode

10 Replica inode

11 First non-reserved inode. Usually this is the lost+found

directory. See s_first_ino in the superblock.



Relationship between inode and directory entry (dentry

‘"dumpe2fs 16MiB.img’

Block size:

Group 0: (Blocks 0-4095)
Primary superblock at 0,

csum Oxd4ec?

40%6

[ITABLE ZEROED]
zroup descriptors at 1-1

rootladrian—ubuntu:

Beserved GDT blocks at 2-2

Block bitmap at 3

(£3) »

csum ODxcafddicl

{Inode bitmap at 1% (+1%), csum 0x40f23db5

Inode table at 35-16Z2

(+35)

2928 free blocks,
Free blocks: 1167-1679,
|Free inodes: 18-4096 |

4079 free inodes,

5 directories,
1681-4095

407% unused 1nodes

home/adrian/archive/img/small-labf 1s —-11aR mnt

root root 40%6 Oct 27 17:13

adrian adrian 40%6 Oct 27 17:14 ..

root root 4096 Oct 27 17:11 alZ3

root root 40%6 Oct 27 17:13 a78%

root root 16384 oct 27 17:09 lost+found

A 4

root
root
rooct
root
root

409e
409¢e
4096
78
78

Ooct
Oct
Ooct
Oct
Ooct

27
27
27
27
27

17:
17:
17:
17:
17:

11
13
13
11
11

b456
hello.c
hello-hard-link.c

inode bitmap: 19 * 4096 = 77824 (0x13000)

l

:small-lab$ xxd -1 16 -seek 0x13000 1€EMiB.img
f£fff 0100 0000 0000 0000 0000 0000 0000

00013000:

[

inode 1-16 inode 17

mnt/ :
total 32
2 drwxr-xr-x 5
2646185 drwxrwxr-x 3
12 drwxr-xr-x 3
17 drwxr-xr-x 2
11 drwx—————— 2
mnt/alZ3:
total 20
12 drwxr-xr-x 3 root
2 drwxr-xr-x 5 root
13 drwxr-xr—-x 2 root
15 —rw—r—-—-r—— 2 root
15 -rw-r——r—— 2 root
mnt/al23/b456:
total 16
13 drwxr-xr—-x 2 root
12 drwxr-xr-x 3 root
l1¢ —rw-r——r—— 2 root
16 —rw—-r—-—r—— 2 root
14 lrwxrwxrwx 1 root
mnt/a789:
total B8
17 drwxr-xr—-x 2 root
2 drwxr-xr-x 5 root
mnt/lost+found:
total 20
11 drwx———— 2 root
2 drwxr-xr—-x 5 root

rooct
root
rooct
root
root

rooct
root

root
rooct

4096
409¢e
100

Ooct
Oct
Ooct

27
27
27

17:
17:
17:

13
11
12

test.c

100 oct
& Oct

27
27

17:
17:

1z
13

4096
409¢e

Ooct
Oct

27
27

17:
17:

13
13

16384 Oct 27 17:09
40%6 Oct 27 17:13

test-hard-link.c

—-> test.c




Relationship between inode and directory entry (dentry)

‘dumpe2fs 16MiB.img"

Inode size: 128

zroup 0: (Blocks 0-40%3) csum (Ox46cZ [ITABLE ZERCED]
Primary superblock at 0, Group descriptors at 1-1
FEeserved DT blocks at 2-2
Block bitmap at 3 (+3), csum Oxca84dicl
Inode bitmap at 19 (41%), csum O0x40f23db5

{Tnode table at 35-162 (+35) |

2928 free blocks, 4079% free inodes,
Free blocks: 1167-167%, 1e81-409%5
Free inocdes: 18-40%¢

5 directories, 407% unused inodes

A\ 4

inode entry: 35 * 4096 + 128 * (2 — 1) [inode #2] = 0x23080

inode structure data of inode #2

:small-labs =xd -1 128 -seek 0x23080 16MiB.img
00023080: =d41 0000 0010 0000 3cl18 7961 3bl8 7961 AL L. <.yar;.ya
00023050: 3b1l8 796l 0000 0000 OO0OO0 OS00 0S00 000D 7 .o%Wa3.eeweswonnan
QOCGZ230a0: 0000 000 0200 QOO0 Oaf3 0100 0400 OO0O00 .. ... e e oo e eenas
QOC0Z30p0: 0000 0O0OCQ OO00CQ COO00 0100 COO000D 0400 OOO00 L. ... e e e e eena-
000230c0: 0000 COO00O0 0000 0000 0000 COO0C 0000 0000 ... ee e e e ennan
000z23040: 0000 0000 OO0O00 COO00 0O00 CO0O00 Q000 0000 ... e e e e e e e e
000230e0: 0000 0OOC QOOCQ QOO0 QOO0 COO00 Q000 0000 L. ... e e e e e e nna
QOCGZ30£0: 0000 0O0OC QOOCQ QOO0 QOO0 0000 Bded 0000 L. ... e i oo eenas

rootladrian—ubuntu:

mnt/ :
total 32
2 drwxr-xr-x 5
2646185 drwxrwxr-x 3
12 drwxr-xr-x 3
17 drwxr-xr-x 2
11 drwx—————— 2
mnt/alZ3:
total 20
12 drwxr-xr-x 3 root
2 drwxr-xr-x 5 root
13 drwxr-xr—-x 2 root
15 —rw—r—-—-r—— 2 root
15 -rw-r——r—— 2 root
mnt/al23/b456:
total 16
13 drwxr-xr-x root
12 drwxr-xr—-x root

l1¢ —-rw—-r——r—— root

[l e o I VI o%

16 —rw—r——r—— root
14 1lrwXrwxrwx root
mnt/a789:

total B8

17 drwxr-xr—-x 2 root
2 drwxr-xr-x 5 root

mnt/lost+found:
total 20

11 drwx———— 2 root
2 drwxr-xr—-x 5 root

home/adrian/archive/img/small-labf 1s —-11aR mnt

root root 40%6 Oct 27 17:13

adrian adrian 40%6 Oct 27 17:14 ..

root root 4096 Oct 27 17:11 alZ3

root root 40%6 Oct 27 17:13 a78%

root root 16384 oct 27 17:09 lost+found

root 4096 Oct 27 17:11

root 40%6 Oct 27 17:13 ..

root 4086 Oct 27 17:13 b4s6

root 78 Oct 27 17:11 hello.c

root 78 oct 27 17:11 helloc-hard-link.c

root 40%e6 Oct 27 17:13

root 40%6 Oct 27 17:11 ..

root 100 Oct 27 17:12 test.c

root 100 Oct 27 17:12 test-hard-link.c

root &6 Ooct 27 17:13 ->» test.c

root 40%e6 Oct 27 17:13
root 4096 Oct 27 17:13

root 16384 oOct 27 17:09
root 408%¢ Oct 27 17:13




Relationship between inode and dentry — root (inode #2)

Root Directory

Disk blocks

:small-labs =xd -1 128 -seek 0x23080 16MiB.img root@adrian-ubuntu:/home/adrian/archive/img/small-lab# 1ls -liaR mnt/
00023080: ed41l 0000 0010 0000 3clf 7961 3bls 7961 .A...... <.ya;.ya mnt/ :
00023090: 3blE 7961 0000 0000 0000 0500 OS00 0000 7 o¥@3.eeeeeeenn.. total 32
000230a0: 0000 0800 0200 0000 [0af3 0100 0400 0000 = .vuieeuennnnn. 2 drwxr-xr-x 5 root  root 4096 Oct 27 17:13
000230b0: [0000 00000000 0000 0100 0000 0400 0000 | «f.ueeenonna.... 2646185 drwxrwxr-x 3 adrian adrian 4096 Oct 27 17:14 )
000230c0: 0000 0000 0O0OO0 0000 0000 [0000 0000 D000 | euwemeeenenn.. 12 drwxr-xr-x 3 root  root 4096 oct 27 17:11 al23
000230d0: 0000 0000 0000 0000 0000 [0000 0000 0000 . |.oeeeuuooo.... = b R il sl el S
000230e0: 0000 0000 0000 0000 0000 |[DOOO0 0000 0000 o) eweeeeuennnnn.
000230f0: 0000 0000 0000 0000 0000 |DO0O0 8de5 0000 .| .weeeeuennnnn.
ext4_inode (inode #2) > extd extent dentry in data block of inode #2
mode — ismall-1abi xxd -1 128 -seek 0x4000 16MiE.img
ee_block=0 00004000 J0200 0000 Uc00 U102 2200 0000 J0200 0000  wuuvveeeennnnnn.
Owner UID, Owner GID ee len = 0x0001 00004010:| 0cO0 0202 2e2e 0000 0Ob00 0000 1400 0802 & ee s ueenennnnn
Size ——= — 00004020:| 6c6f 7374 2b66 6£f75 6e6d4 0000 0c00 0000 lost+found......
ei_start_hi = 0x0000 00004030:| 0c00 0402 6131 3233 1100 0000 bcOf 0402  ....al23........
i_atime ei start lo = 0x00000004 I’ouuucmcm: €137 3535|0000 0000 0000 0000 0000 0000 aT789..v.uuwuuen..
T— = = 00004050:| 0000 0000|0000 0000 0000 0000 0000 0000 e e e e eenenenn.
= leaf node 00004060:| 0000 0000|0000 0000 0000 0000 0000 0000  uevvuweennnenns
i_mtime 00004070:| 0000 0000|0000 0000 0000 0000 0000 0000  wuvwvuweennnenns
Block #0-3
ext4_extent_header Directory Entry (dentry) struct extd4d dir entry 2 {
. Block #4: A list of struct ext4_dir_entry 2 _ le32 inode;
eh_magic = OXF30A Sl Tlel6 rec len;
eh_entries = 1 name inode ~_us name_len;
ch max =4 2 < — us file type;
eh_depth =0 . 2 -> 2646185 / - |
eh_generation =0 };
al23 12 <
root a789 17
Block #5




Relationship between inode and ¢

entry — ‘b456’ (inode #13)

home/adrian/archive/img/small-labs 1ls —-11aR mnt

root root
adrian adrian
root root
root root
root root
root 4096 Oct
root 40%6 Oct
root 4096 Oct
root 78 Oct
root 78 Oct
root 4096 Oct
root 40%6 Oct
root 100 Oct
root 100 Oct
root & Oct
root 4096 Oct
root 4096 Oct
root

root

4096
4096
40596
4096

16384

27
27
27
27
27

27
27
27
27
27

27
27

17:
17: ..
:13 b4se
17:
17:

17

17:
17: ..
:12 test-hard-link.c
17:

17
17

17:
17:

oct
Ooct
Ooct
oct
Ooct

27
27
27
27
27

17:
17:
17:
17:
17:

13
14
11

13 27859

0% los

11
13

11 hello.c
11 hello-hard-link.c

13
11

13

13
13

16384 Oct 27 17:09
40%¢ Oct 27 17:13

—->» test.c

inode # i-node table DlreCtory Entry (dentr-y) -/ rootladrian—ubuntu:
name inode mnt/
. total 32
2 type = directory 2 > drwsroxr—x S
i_Iinks_count =5 . 2->2646185 264613; cirwxrwxr—x g
R ArwXr—Xr—x
Data block pointers lost+found 11 17 drwxr-xr-x 2
8123 12 11 drwx———— 2
i_links_count =3 total 20
- : } 12 drwxr-xr-x 3 t
Data block pointers \ Directory Entry (dentry) - /a123 2 ;ii:i_ii_i - izzt
name inOde 13 drwxr-xr-x 2 root
13 type = directory 12 i; T 3 iiz‘;
i_links_count =2 \ .. 2
- mnt/al23/bd56:
Data block pointers b456 13 total 16
13 drwxr—-xr-x Z root
14 — heHo.c 15 12 drwxr-xr-x 3 root
» type = symbolic link hello-hard-link.c 15 16 -rw-r--r-— 2 root
. 16 —-rw—-r——r—-—— Z root
size=6 . e e
— Directory Entry (dentry) - /a123/b456 14 lrwxrwzrwx 1 root
i_links_count=1 -
) name inode mnt/a789:
Data block pointers 13 total 8
=l%estcﬂ 17 drwxr—-xr-x Z root
: 12 2 drwxr—-x=r-x 5 root
L test.c 16 mnt/lost+found:
0 total 20
test-hard-link.c 16 11 v > root
16 type = file > test-soft-link.c 14 2 drwir-xr-x 5 root
_ SHs= /a123/b456/test.c
i links count =2 ;
= = - I File Data
Data block pointers




Relationship between inode and ¢

entry — ‘test.c’ (inode #16)

inode # - Directory Entry (dentry) - /
i-node table = ode address inode structure of inode #16
2 type = directory 2 inode entry: 35 * 4096 + 128 * (16 — 1) [inode #16] = 0x23780
i_links_count =5 . 2 -> 2646185
Data block pointers lost+found 11 . .
P inode structure data of inode #16
12 T ] al23 12 ssmall-lab5 xxd —1 125 —seek 0x23760 LEMiE.img
type = directory 2789 17 00023780: a481 0000 6400 0000 aSfb 7961 1518 7961 ....d..... ya..ya
i_links_count =3 0002379%0: Oclg 7961 0000 0000 0000M0200 J0S00 0000 R
- Directorv Entrv (dentrv) - /a123 000237a0: 0000 0800 0100 0000 0af3| 0100 0400 0000  wuuuuuuunnnnnnns
Data block pointers \ y Entry ( y? / 000237b0: 0000 0000 0000 0000 0100|0000 [G006]0000 ..veuneeunnenn...
name inode 000237c0: 0000 0000 0000 0000 0000|0000 O0OPO 0000 . ... e e ee
13 type = directory 12 000237d0: 0000 0000 0000 0000 0000, 0000 00PO 0000 v eeeennnnnn.
— 000237e0: 0000 0000 3605 S68b 0000| 0000 0OPO 0000 6V e
|_I|nks_count=2 5 2 000237£0: 0000 0000 0000 0000 0000|0000 B9Pa 0000 v e e weeennnenns
Data block pointers b456 13 i_links_count «——
14 — hello.c 15 Data block pointer represented by
g type=S.yme|IC|lnk he”O'hard'Iink.C 15 struct ext4_extent
size = — — — S—
— Directory Entry(dentry)-/a123/b456 :small-lab$ xxd -1 100 -seek DXGEL}L}L}D lGMlB.J._mg
i links count=1 - 00E90000: 2369 €e63 6c75 646€5 203c 7374 €469 €f2e #include <stdio.
= = - name inode 00690010: 683e Oala €696e 7420 7465 7374 2869 6e74 h>..int test (int
Data block pointers 13 00690020 2061 290a 7b0a 0972 6574 7572 6e20 6120 a).{..return a
= “test.c” 00690030: 2b20 323b 0a7d 0ala 696e 7420 6d6l 696e + 2;.}..int main
.. 12 00690040: 2876 6f69 €429 Da7b 0a09 7465 7374 2831 (void).!{..test (1
) test.c 16 00690050: 3029 3b0Da 090a 0972 6574 7572 6e20 303b 0);....return 0;
1 : 00690060: 0Da7d Dada ).
test-hard-link.c 16
16 type = file > test-soft-link.c 14
_ apec 0t /a123/b456/test.c
i links count =2 ;
= = - I . File Data
Data block pointers




Relationship between inode and dentry — ‘test-soft-link.c’ (inode #14)

inode # ode tabl Directory Entry (dentry) - /
i-node table . i i
name node address inode structure of inode #14
2| type =directory 2 inode entry: 35 * 4096 + 128 * (14 — 1) [inode #14] = 0x23680
i_links_count =5 . 2 -> 2646185
D lock pointer . .
giallecdpoilitals lost+-found Lo inode structure data of inode #14
12 —di ] al23 12 remall-lab5 wxd —1 128 —seek 0%23680 16MAiB.img
type = directory 00023680: £fal 0000 0600 0000 2218 7961 2118 7961 | vuueun.. ".yal.ya
Vi a789 17 £ _ .
i links count =3 00023690: 2116 7961 0000 0000 000001000000 0000 [ !.ya....ouunn...
== : ; 000236a0: 0000 0000 0100 00007465 7374 2e63 J0000 | ........ st.c..
Data block pointers \ Directory Entry (dentry) - /a123 000236120: 0000 0000 0000 0000|0000 0000 oguu 0000 | cvvennnn tEStC
name inode 000236c0: 0000 0000 0000 0000|0000 0000 0000 0000 | «ovuueeennenn...
1 T 000236d0: 0000 0000 0000 0000| 0000 0000 0000 0000 | veveneernneenn..
3 ‘ty‘pe directory 12 000236e0: 0000 0000 deSa fbb3| 0000 0000 0000 0000 | «.vvueernnnnn...
i_links_count =2 .. 2 000236£0: 0000 0000 0000 0000|0000 0000 8737 0000 | ............. 7.
- N /
Data block pointers b456 13 Data block pointer<— i_links_count
14 hello.c 15
» _type = symbolic link hello-hard-link.c 15
size=6 .
— Directory Entry (dentry) - /a123/b456 Hard Link
i_links_count=1 - .
o block ooers name inode 1. Refer to aninode number
ock pol 13 2. Must reside on the same file system
= “test.c .
s 12 3. Cannot be made to a directory
> test.c 16
test-hard-link.c 16 Soft Link
16 type = file b test-soft-link.c 14 1. Refer to a filename instead of an inode number
_ apec 0t /a123/bA456/test.c 2. Can be linked to a file in a different file system
Lok Gouni=2 | — File Data 3. Can be made to a directory
Data block pointers




mount — mount a new ext4 file system

/' # strace /bin/mount fadrian/img/src.img /fadrian/mnt/

"/bin/mount”™, ["/bin/mount”, "/adrian/img/src.img”, "/adrian/mnt/"]1, 0x70
"/fadrian/img/src.img", (st mode=S IFREG|0664, st size=33554432, ... = [
AT FDCWD, "/dev/loop(0™, © EDWE = 4

"/dev/loop0O", "/adrian/mnt/", "ext4", MS SILENT, NULL) = C(
4 = [

e stat() — get file status from inode
o Name resolution = get dentry - get inode

e openat()
o Name resolution
o Update open file table

* mount()
o Name resolution

o Add a mount entry to ‘mount’ hash table
o Parse file system




stat("/adrlan/|mg/src img“ ...)

sys_stat [fs/stat.c]

e etatat ar_rpowp, £ stat, 0); * stat() — get file status from inode

filename,

|- vfs statx . .
struct path paths o Name resolution - get dentry - get inode
|- user path at(dfd, filename, lookup flags, &path)
|- vis_getattr(&path, stat, request_mask, flags);
|- cp_old stat

user path at [fs/stat.c]

|- struct filename *filename = gethname flags(...)
| - filename lookup
*# Fill a 'path' struct after finding a file. g vfsmount
* — Prepare a nameidata struct 'nd'’
y mnt_root
|- set nameidata n1nt_sb
|- path_lockupat path
path loockupat [fs/namei.c] mnt ___J___» dentry
|- const char *s = path init(nd, flags) dentry
Case 1. Absolute pathname d_narne
|- nd jump root .
1if (!nd->rooct.mnt) { d_JnOde
|- set_root
nd->root = current->fs->root

}
nd->path = nd->rooct
d = nd->path.dentry
nd->inode = d->d_inode
Case 2. Relative pathname
nd->path = current->fs->pwd

nd->»incde = nd->path.dentry->d _incde
return nd->name->names;
while (! ({err = link path _walk(s, nd)) s&&
(s = loockup last(nd)) != NULL)

F

|- complete _walk

user_path_at(): fill a path struct (dentry and mount info) after resolving a pathname



stat("/adrian/img/src.img”, ...)

user path at [fs/stat.c] .
|- user path at empty local variable
|- struct filename *filename = getname flags(...)
|- filename lookup task_struct » nameidata
/I
# Fill a 'path' struct after finding a file. mm path
* — Prepare a nameidata struct 'nd' nameidata last
II— set_nameidatal root
|- path lockupat inode
path lockupat [fs/namei.c] name
|- const char *s = path init(nd, flags)
Case 1. Absclute pathname
|- nd_jump_root char __user *name = v
if (!nd->root.mnt) { . . . X
- set_root “/adrian/img/src.img” filename
nd->root = current->fs->root
} name
nd->path = nd->root uptr (userland pointer)
d = nd->path.dentry f
nd->inode = d->d_inode St/"nc rercnt
Case 2. Relative pathname ’Oy\fro ahame
nd->path = current->fs->pwd \US -
nd->incde = nd->»path.dentry->d incde er . char mame[] = <
return nd-»name->name; ”/adrian/img/src.img"
while (! (err = link path walk(s, nd)) s&&
(s = lockup_last(nd)) != NULL)
|- complete walk

1. namei: convert a “name” to an “inode”
2. nameidata: store the current status when walking a path



stat("/adrian/img/src.img”, ...)

user path at [fs/stat.c]
|- user path_at_ empty

|- struct filename *filename = getname flags(...)
|- filename loockup
/I
# Fill a 'path' struct after finding a file.
b — Prepare a nameidata struct 'nd'

|- set _nameidata
|- path lockupat

path lockupat [fs/namei.c]

|- const char *s = path init(nd, flags)
Case 1. Absclute pathname

|- nd jump root

if (Ind->root.mnt) {
|- set_root
nd->root = current->fs->root

}
nd->path = nd->root
d = nd->path.dentry
nd->inode = d->d_inode
Case 2. Relative pathname
nd->path = current->fs->pwd

nd->incde = nd->»path.dentry->d incde
return nd->name-—->name;
while (! (err = link path walk(s, nd)) s&&
(s = lockup_last(nd)) != NULL)

r

|- complete walk

path_lookupat():

1. Configure members of nameidata struct based on absolute pathname or relative pathname

2. Name resolution

> vfsmount
: mnt_root
local variable
- mnt_sb
task_struct » nameidata > path

mm path (S7) il dentry

nameidata last (S) SEN = d_name

root (S7) | > d_inode

inode
name gstr
union

char __user *name = v u32 hash

“/adrian/img/src.img” filename u32len

name u64 hash_len
uptr (userland pointer) —
Strp refcnt name = “/
pr f,-
<Iro aname
~User char iname[] =
_> . . . n :
“/adrian/img/src.img

A

* Data storage (not a data pointer)




link_path_walk(): name resolution — round 1 e mrme s — —

while |(! (err = link path walk(s, ncl])l &&

variable ‘name’ = “adrian/img/src.img” sl Variable ‘name’ = “img/src.img” (s = Tookup_last(nd)) T= NULL)

r

_______ IOO |- complete walk
9 k“p\fast()
e Called In w. or IOO up l link path walk or lookup last [fs/namei.c]
e alk\COm S OW( > path > qstr for(;:) { B
" taSk_StrUCt ponent() e - modify string variable 'name'
‘o union if (!*name)
Il mm S~ d e mnt return 0;
\ a . So - wWa COmMpOonen
\\ N uld2len=6 return aentry. .
\\5_ " J > nameidata > dentry I—riifl];ipaziz: 1f lockup fast fails
qstr < Tt (5] d u64 hash_len |~ step into
union FI) SUEIS }
ast (S > ' — g : :
u32 hash t((s*)) d_ande name = “adrian st?E_énti [f]IS/lnim61.1Ci1: o | dsinode
roo L F= T Wate nd-— =1 anc nda-—-slnode
o u32len=6 inod G . hiﬁc—lie_ﬁofntslﬁ th.mnt;
_hash_> u64 hash |en Lot d stmount i-ath—>dentry = dl;ntrgf; ‘
— name current->fs->root mnt_root ifl;:;i?:i;::f?it?;aslth.dentry)J {
nd->»>path = path;
R name = > ath mnt—Sb nd-»inocde = inode;
g . . . o v p return NULL;
adrian/img/src.img : }
filename mnt o dentry |- pick_link
" _ dentry
char __user *name = name d_name
“/adrian/img/src.img” = uptr (userland pointer) d_inode link_path_walk()
| refcnt » stop until the last dentry
S < .
t"nc,oy fr aname gstr is resolved
| M_usgy-» char iname[] = « union « for-loop in this function
“/adrian/img/src.img" u32 hash
u32 len
u64 hash_len
* Data storage (not a data pointer) —Y




link_path_walk(): name resolution —round 1

variable ‘name’ = “adrian/img/src.img”

e ol Variable ‘name’ = “img/src.img”

-hash—

O

A 4

task_struct > path
p— : 9 mnt
nameidata local variable s dentry
astr ) » nameidata > dentry
union path (5* ) d_name
u32 hash Iastt(SS*) > d_inode
ud2len=6 rci):ocge ) 0 lookup_slow()
u64 hash_len name inode #
name = 2
“adrian/img/src.img” Y
filename
char __user *name = name — 12
“" . H H ”n <—I_ .
/adrian/img/src.img uptr (userland pointer)
| refcnt
St"ncpy p, aname
| = "om Use. —» char inamel] = " 13
er “/adrian/img/src.img"
|_14,

* Data storage (not a data pointer)

i-node table

Directory Entry (dentry) - /

type = directory

i_links_count=5

Data block pointers

type = directory

i_links_count=3

Data block pointers

type = directory

i_links_count=2

Data block pointers

T

type = symbolic link

name inode
2
" 2-> 2646185
lost+found 11
al23 12
a789 17
Directory Entry (dentry) - /a123
name inode
12
" 2
b456 13
hello.c 15
hello-hard-link.c 15




link_path_walk(): name resolution — round 2 e e —

| - const char *s = path init (nd,

whiié |(! (err = link path walk(s, ncl])l & &
variable ‘name’ = “img/src.img” [ dl Variable ‘name’ = “src.img” (s = lockup_last(nd)) != NULL)

r

_________ e IOOku |- complete walk
’// ___Ca/ledﬁi);faSt() Orloo u link _path_walk or lookup_l [£s/ i.cl
4 in ath wa or lookup_ last s/namel.c
,/ Wa/k\cOm P\Slow() > path > qstr fo;l:(: ) A -
" taSk_StrUCt ponent() - modify string variable 'name'
| p— < e mnt —a— union if (1*name)
1 RN return 0;
\ . . I~- - wa componen
\ hameidata local variable N dentry u3322| ha5h3 | |- ?C{)Skuprfastt
\ N u en = return dentr
AN > id > = looku.p_slowyif lockup_ fast fails
~- str < nameidata d dentry return dentry
q N * UG4 haSh_len | — s.tep int.o
union path () d_name } _
last S* > i 7H ” ) )
o B2 |rech t((s*)) d_ande name = '1Img st?E_énti [f]IS/lnim61.1Ci1: o | dsinode
roo oal: Update nd->path and nd->inode
= |- handle_mounts
U32 Ien 3 H d -_path—>mﬁt = nd->path.mnt;
h h Lot d stmount path->dentry = dentry;
-Nasn—» U64 haSh |en - ravérse moun.s '
— name current->fs->root mnt_root i2 (16 58 eymTink (path.dentzy))
nd->»>path = path;
o name = > ath mnt—Sb nd->inode = inode;
g ”img/SI’C img” A 4 P } return NULL;
filename mnt o dentry |- pick_link
char __user *name = name dentry d_name
“/adrian/img/src.img” = uptr (userland pointer) d_inode link_path_walk()
| refcnt » stop until the last dentry
St"nc*py p, aname gstr < is resolved
~'fom i - union . . .
| char iname[] = . -
~User = “/adrian/img/src.img" ) u32 hash for-loop In this function
u32 len
u64 hash_len
* Data storage (not a data pointer) —Y




link_path_walk(): name resolution —round 3 == =z

| - const char *s = path init(nd, flags)

while h!(err = link path walk(s, nd]j &&

variable ‘name’ = “src.img” [oums 4l variable ‘name’ = “” Function return (s = Tookup_last(nd)) T= NULL)

|- complete walk
link path walk or lockup last [fs/namei.c]
> g str or(;;
taSk_StrUCt path = q ; médii‘_y{string variable 'name'
mm mnt union if (!*name)
return 0;
nameidata local variable dentry u32 hash I~ walx_component
uld2len=3 return aentry. .
- J > nameidata > dentry |—ri33];§;|aziz: 1f lockup fast fails
gstr < T u64 hash_len - otep. into
u32 haSh IaSt (S ) > d_inOde name = ”img” st(f_z:p_into [fs/namei.c] )
* * Goal: Update nd->path and nd->inode *
e ud2len=3 root (S ) |- handle mounts
inode »  vfsmount bathosdoncry = dentrys
_haSh_" UG4 haSh_len name f t t | - traverse mounts
Current-> S->r00t mn _roo if (!d_is_symlink(path.dentry)) {
mnt Sb nc}—):guatl‘; = _pa}th:1
» — nd->1node = 1node;
» name = “src.img” v > path return NULL;
}
filename mnt o dentry |- pick_link
char __user *name = name dentry
_ = d_name
“/adrian/img/src.img” = uptr (userland pointer) d_inode link_path_walk()
| refcnt » stop until the last dentry
S < .
trnC,Oy . aname gstr is resolved
L ="M yse, char iname[] = < union « for-loop in this function
r “/adrian/img/src.img" u32 hash
u32 len
u64 hash_len
* Data storage (not a data pointer) —
name = “/




lookup last(): name resolution

|- const char *s = path init(nd, flags)
whj:_ié (! {err = link path walk(s, nd)} &&
variable ‘name’ = “src.img” L dl variable ‘name’ = *” Function return (s = lockup last(nd)) != NULL)|
9 IOOk |- complete walk
LemTTTTTTTTE T up fast
//,’ Ca/led in Wall(() Or IOO up\SIOW -~ h _ lockup last [fs/namei.c]
/ task_struct \COmDOnen g pat . astr |- walk_component
1 t() |- lookup fast
|‘ mm '\\\ e mnt union return dentry
= . I~ |- lockup_slow if lookup_fast fails
“\ nameidata Iocal Varlable R dentry u32 hash return dentry
s = |- step int
\ - = . u32len=6 step_into
\\__ qstr < > nameidata > dentry u64 hash |en ste_E-_ilnto [fs/namei.c] . X
- path (S*) d name _ /l ioa]i]:- Updati nd->path and nd->inode */
union = - handle mounts
* - . 7 X T path->mnt = nd->path.mnt;
u32 hash last (S *) g d_ande nName = 'src.img path->dentry = dentry;
root (S ) |- traverse mounts
ud2len=6 - if (!d_is_symlink(path.dentry)) {
inode > vfsmount nd->path = path;
| nd->inode = inode;
hash-§| _u64 hash_len name current->fs->root mnt_root return NULL;
}
mnt_sb |- pick_link
» name = “src.img” ! > path
i mnt
filename T |—> dentry lookup_last()
* — .
Giklr TIPS — | name d_name  get the corresponding dentry
/adrian/img/src.img uptr (userland pointer) d_inode based on the filename
| refcnt .
S « * “while loop”: Follow the
t/‘ncp aname qstr B L .
V\fro,,, char iname[] = e symlink in the final
L ~User— ) - ISR component
/adrian/img/src.img u32 hash
u32len
u64 hash_len
* Data storage (not a data pointer) ——y




lookup last(): name resolution

Variable ‘name’ = ‘src.img” BREM variable ‘name’ - NORCTCTRURNtIn

o D ﬁmt
e Calleny = 250 or 1o
o din Walk co 0 UP_sloy, > path —> qstr
/ task_struct =~ mPOnent() ;
i - - e P _¢’_ union
\ S
1\ . - \\\
\ nameidata local variable L dentry u3322I hash6
' N u3d2len=
\ .
S . » nameidata > dentry
) S ) ¥ u64 hash_len
WhiEn path () d_name
last (S° > i B —
u32 hash t((S*)) d_inode name = “src.img
roo
u32len=6 n G /* Returns 0 and nd will be wvalid on success; Retuns error, otherwise. */
inode static int path lockupat (struct nameidata *nd, unsigned flags, struct path *path
‘haSh"> ubd hash_len name )
{
) st char *s = path init(nd, flags):
» name = “src.img” v 5
filename (! {err = link_path_walkis, nd)) &&
char __user *name = name (s = lookup_last(nd)) != NULL)
“/adrian/img/src.img” = uptr (userland pointer) (lerz)
| refcnt err = complete walk(nd);
St"nc*py p aname
char iname(] = le
|_____»,77\‘_/56,«__> ) . . []. ) {.errl 1 ) -
/adrian/img/src.img path = nd->path;

* Data storage (not a data pointer)

}

nd->path.mnt = NULL;
nd->path.dentry = NULL;

terminate walk(nd);

=0 o




Mmou

Nt — mount a new ext4 file system

/adrian/img/src.img /adrian/mnt/
"/bin/mount™, "/adrian/img/src.img",

/ # strace /bin/mount

"/bin/mount”, "Jadrian/mnt/"

"/adrian/img/src.img", (st mode=S IFREG|0€64, st size=33554432,

— T,

P M LW Lry

"/dev/loop0™, O EDWE =

I-..
WALl

SILENT,

"/dev/loopl", "/adrian/mnt/",

4 = L

F

O=70

Sys mount [fs/namespace.c]
|- do_mount
|- user path at (AT FDCWD, dir name, LOOKUP FOLLOW,
|- path mount
|- do_new mount
|- get _fs type
|- vEs get tree
|- fc—->ops->get tree —-> legacy get tree
/* Get the mountable root dentry. */
|- fc—>fs type->mount ——-> ext4 mount
|- mount bdev
|- sget
/* Rllocate/init a super block struct. */
|- ext4 fill super
/* Get the inode of root directory (incde #2) */
|- do_new mount fc((fc, path, mnt flags)

&path)




t — bef i t4 fi t
/ # strace /bin/mount /fadrian/img/src.img fadrian/mnt/
"/bin/mount™, "/bin/mount™, "/adrian/img/src.img", "/adrian/mnt/"], 0x70
"/adrian/img/src.img"™, st mode=S IFREG|0664, st size=33554432Z2, =
AT FDCWD, "/dev/loop0"™, RDWR = 4
I "/dev/loopO"”, "/adrian/mnt/", "extd4", MS SILENT, LL) = l
3 —
v > qstr
\ 4 -
> dentr union
mount_hashtable mount ount < y
. . d_name u32 hash
p— struct hlist_node mnt_hash struct hlist_node mnt_hash g _parent 132 len = 1
hlist_head.first «___L] **pprev *next :\:/ **pprey e - o
- = u64 hash_len

mnt_parent mnt_parent block
_» r o [n
struct dentry struct dentry SUper_ ?c name = “/

*mnt_mountpoint *mnt_mountpoint s_blocksize

struct vfsmount mnt s_maxbytes

struct vfsmount mnt

const char *mnt devhame =
hlist_head.first T

llnone”

Nt root s_type =rootfs_fs_type
= s_op =ramfs_sops
mnt_sb s_root
const char *mnt_devname = s_bdev
“none” s_fs_info

s_id[32] = “rootfs”

A

none
none

DxfEf£fE£8E88100228400 Ox=f£f£f88B8100Z227000
Dxffff888100228bcl OxfEf££888100174000
oo

(gdb) lxz-mounts

mount super block devname pathname fstype opticons
ODxffff88E81000adecd Oxffff8881000a2800 none / rootfs rw O GI
Dxff£f888100228e40 O0xff£f£f888100227800 none

/proc proc rw,nodiratime,relatime 0 0
/sys sysfs rw,relatime 0 0
/sys/kernel/debug debugfs rw,relatime




mount — after mounting a new ext4 file system

v > qstr
v | :
mount_hashtable S— . ount < dentry union
d_name u32 hash
pe— struct hlist_node mnt_hash struct hlist_node mnt_hash g _parent 132 len = 1
hlist_head.first 1| **pprev *next :’_\’/ **porev *next - —d " ——
= = u ash_len
mnt_parent mnt_parent e ~
struct dentr struct dentr name = “/”
y Y B super_block
*mnt_mountpoint *mnt_mountpoint o _k :
. struct vfsmount mnt struct vfsmount mnt = OCbslze
. s_maxbytes
- y const char *mnt_devname = mnt_root — Y
hlist_head.first “rone” = s_type =rootfs_fs_type
mnt_sb s_op = ramfs_sops
const char *mnt_devname = s_root
mount “none” S_bdev
E— y \ struct hlist_node mnt_hash s_fs_info
d name | | **pprev *next i s_id[32] = “rootfs”
d_parent mnt_parent > dentry
d_sb struct dentry 4 name ;’ . gstr
; = union
*mnt_mountpoint 1 e
g GEIT struct vfsmount mnt = u32 hash
union _
T mnt_root o us2len=1
u as > super_bloc
32 len=3 mnt_sb u64 hash_len
HRZNE s s_type = ext4_fs_type
U64 hash len const char *mnt_devname = s_op = ext4d_sops name = “/”
= “/dev/loop0” s_id[32] = “loop0”
name = “mnt”
/adrian/mnt




mount — after mounting a new ext4 file syste

hlist_head.first

hlist_head.first

mount

super block

devname pathname fstype cptions

v > gstr
v > dentry union
mount > TG T 4 u32 hash
. , name
struct hlist_node mnt_hash struct hlist_node mnt_hash d i u32 len =1
Q **pprev *next [ **pprev *next - s -
L1 el ] f— d Sb _l I A lhach | \n
mnt |(gdP) lx-mounts —

)

A

dentry

d _name

d_parent

d_sb

A 4

gstr

union

u32 hash

uld2len=3

u6b4 hash_len

”

name = “mnt

/adrian/mnt

—

“/dev/loop0”

s_id[32] = “loop0”

Structly . FFFF5551000adec0d OxFFEfESE581000ae800 none / rootfs rw 0 0
ﬁﬂhtjhﬂxffffﬂﬂﬂlﬂﬂ21594ﬂ Oxffff888100214800 none /proc proc rw,nodiratime,relatime 0 0
SUUCchfofffBBBlGGElEdGD Oxf£ff888100214000 none /sys sysfs rw,relatime 0 0
" Ox=ffffB888100215bc0 OxffffB888100174000 none /sys/kernel/debuqg debugfs rw,relatime 0 0
const char *nfy . FFFFE88100215a80 Oxfff£88810020£000 /dev/loopd /adrian/mnt extd rw,relatime 0 0
“none I o T =
mnt_s s_op = ramfs_sops
F— const char *mnt_devname = s_root
- “none” s_bdev
struct hlist_node mnt_hash o s i
| | **pprev *next i s_id[32] = “rootfs”
mnt_parent > dentry
gstr
struct dentry d
* : BUEIIS union
mnt_mountpoint
d_parent 32 hash
struct vfsmount mnt u as
mnt_root u32len=1
mnt sb [ super_block u64 hash_len
= s_type = extd fs type
const char *mnt_devname = s_op = ext4_sops name = “/”




\

s —color mnt

-
L

"/adrian/mnt/lost+found™,

.7 lost+found
0

"fadrian/mnt/acpica-unix-20200925",

"\33[1;34macpica-unix-20200925\33[m "...,

/ # strace /bin/ls —--color fadrian/mnt

cexecve ("/bin/ls"™, ["/bin/ls", "--color", "/adrian/mnt"], O0xT7fffffffedfl /* 5 war
s */) =10

stat ("/adrian/mnt", (st mode=S IFDIR|0755, st size=409%6, ...} = 0

penat (AT FDCWD, "/adrian/mnt", O RDONLY | O NONELOCK | O CLOEXEC | O DIRECTORY = 3
fstat (3, st mode== IFDIE|07553, 5t_5ize=4D96, .. w} = 0

jetdentsed (3, 0x694c%0 /* 5 entries */, 32768) = 152

lstat ("/adrian/mnt/iperf-3.7", (st mode=S IFDIR|0755, st _size=409%6, ...}) = 0

st mode=:S IFDIR|0755, st size=4096,

st mode=S IFDIR|0700, st size=16384, ...} = 0

jetdentsed (3, 0x694c%0 /* 0 entries */, 32768) = 0

~lose (3 = 0

tstat (1, st mode=S IFCHE|UE0U0, st rdev=makedev Ux3, Oxl), ...} = 0
ioctl (1, TCGEETS, (B9600 opost isig icanon echo ...}) = 0

85acpica—unix-20200925 iper




\

lor mnt: t(AT_FDCWD, "/adrian/mnt”
S —COIor mnt . opend , /daddrian nt, ...
sys open or sys openat [fs/open.c] - | str
|- do_sys_open task_struct > dentry q
|- do_sys_openat2 files d_parent union
|- fd = get_unused fd flags (how->flags) d VED [aal
|- struct file *f = do filp open(dfd, tmp, &op) s —hame
|- fd_install (fd, f) files struct /! fdtable d_inode u32len=3
return f£d; — ’ -
fdt / e d_child u64 hash_len
&% - H
do filp open [fs/namei.c] [: fdtab fd 2L ool w )
|- set nameidata oxt fd . close_on_exec name = "mnt
|- £ilp = path openat — N open_fds i
| - restore nameidata close_on_exec_init N S _ > inode
return filp; open_fds_init |‘ full_fds_bits i_mode »| inode_operations
. full_fds_bits_init i_uid lookup
path openat [fs/namei.c] T .
|- file = alloc_empty file{...) fd_array(] < i_gid create
|- s = path_init(nd, £flags) - file i_op link
while (! ({error = link path walk(s, ?d)] & & fd_jnﬂﬁ”” i_Sb unlink
(s = open_last leookupsind, file, op)) != NULL) f_path - - :
; " i_mapping [— symlink
0 mn 0
|- do_open(nd, file, op) vfs_open() i_rdev mkdir
|- vis open LN i size rmdir
struct inode *inode = d backing inode (path->dentry); f inode ——
file->f path = *path = do_dentry_open() i_atime mknod
|- do_dentry open | f op i_mtime
f->f inode = inode; f mode i ctime » file_operations [*+—
f->f mapping = inode->i mapping; f oS =
f->f op = fops get(incde->1i fop): = do_dentry_open() i_fop liseek
if (f->f op->open) f_mapping = read
|- £->f op->open(...) ! - ! free_inode :
— | - I write
file poll
static inline struct inode *d backing inode (const struct dentry *upper) address_space [«— mmap
¢ o
pen
I ax _ _ . .
struct 1node *inode upper—>d inode; Page Cache
inode; do_dentry open()
}

include/linux/dcache.h




\

S —CO

or mnt : openat(AT FDCWD, "/adrian/mnt“ ...

. dentry > qstr nst struct 1node operations extd dir incode operations = |
task_struct - .create = ext4 create,
files d_parent union .lockup = ext4 lookup,
‘ g d_name u32 hash .link = extd4 link,
files struct o fdtable d_inode ud2len=3 .unli?kk = exii_unligki
’ : .5 in = ex 5 in
fdt J/ max_fds d_child | u64 hash_len | 3}:? . _ . ?‘:nl . r
|: **fd d subdirs -Mecir = exta m cg1r,
fdtab p— = name = “mnt” .rmdir = extd rmdir,
next fd ;j - .mknod = ext4 mknod,
T - |- openjdjr, —> inode .tmpfile = ext4 tmpfile,
apen,_fds_init <] full_fds_bits i_mode » inode_operations . rename = extd4 rename2,
foll fds bits it  uid el .setattr = extd setattr,
- = " .getattr = extd4 getattr,
|_ fd_array[] ¢ i_gid cr.ea ° .listxattr = ext4 listxattr,
N file I_op link .get_acl = ext4 get acl,
fd_install() f path i_sb unlink .set_acl = ext4 set acl,
T " i_mapping — symlink . fiemap = ext*l_fiemap,
mn .
vfs_open() i_rdev mkdir bi
dentry — -
i_size rmdir
_IN9%€ I"do_dentry_open() i_atime mknod
—1___fop i_mtime S ————— : : : —
f_mode " ctime i const struct file operations ext%_dlr_operatlons = {
- = T .11seeck = extd dir l1lseek,
—— do_dentry_open() i_fop .read = generic read dir,
f_mapping - read - = =
- free_inode .1terate shared = extd4 readdir,
! I - - - "
! L write .unlocked 1o0ctl = ext4d 1octl,
file el #$ifdef CONFIG COMPAT
address_space [+ mma - . .
P .compat_1octl = ext4 compat_ioctl,
open fendi
Page Cache .fsync = ext4 sync file,
do dentry open() .release = ext4 release dir,
};

|- do_dentry open

if (f->f op->open)

|- £->f op->open(..

- )




\

S —CO

or mnt : openat(AT FDCWD, "/adrian/mnt“ ...

Y

gstr

union
u32 hash
u32len=3

| u64 hash_len |

name = “mnt”

A A

inode operations

lookup

create

link

unlink

symlink

mkdir

rmdir

mknod

task_struct > dentry
files d_parent
‘ . d _name
files struct ,’I izl 2l d_inode
|: fdt J/ mj);_fds dd—c:;lc:c_j
fdtab fd B SUDIrS
close_on_exec
next fd j = ;d
close_on_exec_init N sl 12 > inode
— < full_fds_bits ;
open_fds_init i_mode
full_fds_bits_init i_uid
|— fd_array[] < i_gid
fd_install W e I-_OE
_install() T path ‘ i_s .
i_mapping
mnt =
vfs_open() i_rdev
dentry =
i_size
f inode e
do_dentry_open() |
—1__fop i_mtime
JEnoes i_ctime
f_pos do_dentry_open() i_fop
f_mappin =
= .pp g free_inode
| .
file

address_space

l—

Page Cache
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file_operations 4

lIseek

read

write

poll

mmap

open

do_dentry open()

if

|- do_dentry open
(fE->f op->open)
|- £->f op->open(...

.setattr
.getattr
.distxattr
.get_acl
.set_acl
.fiemap

inode operations extd4 file inode operations =
extd setattr,

extd file getattr,

ext4 listxzattr,

extd ge=t acl,

extd4 set acl,

ext4 fiemap,

{

fendi

.llseeck
.read iter
.Wwrite iter
. iOpOll

.unlocked ioctl

fifdef CONFIGZ COMPAT

.compat ioctl

-MNmap

.mmap_ supported flags

- Open
.release
.fsync

.get unmapped area =
.splice read
.splice write
.fallocate

file operations extd4 file operations

Il
by

= extd llseck,

= ext4 file read iter,
extd file write iter,
iomap dioc iopoll,
extd ioctl,

ext4 compat ioctl,

= ext4 file mmap,

= MAP SYNC,

= ext4 file open,

= ext4 release file,

= ext4 sync file,

thp get unmapped area,
= generic file splice read,
iter file splice write,
extd fallocate,
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s —color mnt': openat(AT FDCWD, "/adrian/mnt”“ ...)
/adrian/mnt data structures in the original file system

»  vfsmount > dentry | vfsmount > dentry
mnt_root d_r\ame mnt root d_name
mnt_sb d_inode Tt <b d_inode
il ” _ astr path > qgstr
|—> entry
dentry d parent u32 hash dentry u32 hash
_P d_parent
ud2len=1 _P ud2len=1
d_name d name
d_inode u64 hash_len d_inode u64 hash_len
name = “/” traverse_mounts()‘ name = “/”
gstr
. gstr
union :
u32 hash . super_block on > super_block
s_blocksize u32 hash i
U32 len=3 37lenc31 s_blocksize
s_maxbytes — s_maxbytes
u64 hash_len s_type = rootfs_fs_type u64 hash_len s_type = ext4_fs_type
_u ” S_Op= ramfs_ops S _Op= ext4 SOpPS
name = “mnt s root name = “mnt / - : rOOt_
S_bO!EV s_bdev
' s_fs_info s_fs_info
s_id[32] = “rootfs s_id[32] = “loop0”

The original mount point is changed the newly one when running name resolution
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link path walk or lockup last [fs/namei.c]
|- walk component
|- loockup fast
return dentry
|- loockup_slow if lookup fast fails
return dentry
|- step_into

step into [fs/namei.c]

/* Zoal: Update nd->path and nd->inode */

|- handle mounts
path->mnt = nd->path.mnt;
prath->dentry = dentry;
|- traverse mounts

if (!d is symlink(path.dentry)) {
nd->»path = path;
nd->inocde = inode;
return NULL;

}

|- pick link

traverse mounts [fs/namei.c]

|-  traverse mounts REF'WaIk

s —color mnt': openat(AT FDCWD, "/adrian/mnt”“ ...)

[adrian/mnt data structures in newly mounted file system

while (flags & DCACHE MANAGED DENTRY) ¢
if (flags & DCACHE MOUNTED) {

if (mounted) {
path->mnt = mounted;

) : flags: path->dentry->d_flags

struct vismount *mounted = lockup mnt (path):;

path->dentry = dget (mounted->mnt root);
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—  vfsmount > dentry
mnt_root d_.name
mnt_sb d_inode
path > gstr
mnt _|—> dentry {nion
dentry u32 hash
d_parent
ud2len=1
d _name
d_inode u64 hash_len
name = {l/”
gstr
union > super_block
u32 hash s_blocksize
ud2len=31 s_maxbytes
GeAFaehllen s_type = extd fs_type
s_op = ext4_sops
name = “mnt /"’ s_root
s_bdev
s_fs_info

s_id[32] = “loop0”

[Two concurrent mechanisms for name resolution]
1. REF-walk: concurrent management with refcounts and spinlock

2. RCU-walk: faster name resolution lookup




