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* Based on kernel 5.11 (x86_64) - QEMU
* SMP (4 CPUs) and 8GB memory

* Kernel parameter: nokaslr norandmaps
* Userspace: ASLR is disabled

* Legacy BIOS



Agenda

* Three different |10 types

* Process Address Space — mm_struct & VMA
* Four types of memory mappings

* mmap system call implementation

 Demand page: page fault handling for four types of memory mappings
e fork()

 COW mapping configuration: set ‘write protect’ when calling fork()
* COW fault call path



Three different 10 types

Memory-mapped 10
(file-based mapping)

Application
* Buffered IO | PP |
o Leverage page cache User Space read() write() mmap()
e Directto | e = .|. _____ 1_ _______ _

Kernel Space

o Bypass page cache copy_from_user() or copy_to_user()

* Memory-mapped IO (file-based mapping,

memory-mapped file) VFS
* File content can be accessed by operations on the Buffered 10
bytes in the corresponding memory region. Direct 10

Page Cache/Buffer Cache

(fs/buffer.c, mm/readahead.c, mm/filemap.c)

Block Device Disk Disk
File ilesystem ilesystem

Mapping Layer

(O_DIRECT)

submit_bio()

Generic Block Layer
I

|/O Scheduler Layer
[

Block Device Driver

o) [




Process Address Space — mm_struct & VMA (1/2)

e Stack
vm_area_struct (anonymous)
VM_READ | VM_WRITE | ‘[Page Fault] Expand stack
vm_file > VM_GROWSDOWN .
i_.. o Memory Mappin
T = vm_area_struct (myrrna )pp E
struct ile »|  VM_READ | VM_EXEC — P
Jusr/lib64/1d-2.28.s0 ] e
L] ‘
vm_area_struct 4
J vm_file > VM_READ | VM_EXEC -
P ; -7 Heap
it s = vm_area_struct (anonymous)
Jusr/lib64/libc-2.28.s0 -
» VM READ |[VM WRITE |
Ly BSS
vim_area_struct
» VM_READ |VM_WRITE | (anonymous)
o R --7 Data
struct file <_|Le_ vm_area_struct (file-backed)
/usr/bin/cat - VM_READ | VM_WRITE —
vm_next| { vm_prev Lt T
7y iyl O ext
vm_area_struct N (file-backed)
e VM_READ | VM_EXEC
_ y >
i vim_start

task_struct J—b mm_struct
mm

pgd

mmap




Process Address Space — mm_struct & VMA (2/2)

e Stack
vm_area_struct (anonymous)
VM_READ | VM_WRITE | ‘[Page Fault] Expand stack
vm_file n VM_GROWSDOWN .
T — -~ vm_area_struct Memory Mapping
struct file » VM _READ | VM _EXEC — (mmap)
Jusr/lib64/1d-2.28.s0 ] e
R ||
vm_area_struct 1
J vm_file > VM_READ | VM_EXEC -
) i -7 Heap
struct file > vm_area_struct (anonymous)
Jusr/lib64/libc-2.28.s0 o VM RE_AD | \TM WRITE
e | | __/,..,--r
Ly BSS
vim_area_struct R,
> VM READ |[VM WRITE |
_ N -7 Data
IREle vm_file u vm_area_struct (file-backed)
/usr/bin/cat =__'_ VM_READ | VM_WRITE ]
- vm_next EVm_DFEV -7 Text
i-p \5({\/
vm_area_struct (file-backed)
VM READ | VM EXEC
/ # cat /proc/43/maps
00400000-00401000 r——p CGOOQOCOO0 OO0:02 114 /anon_mmap
00401000-00496000 r-xp 00001000 00:02 114 /anon _mmap
00496000-004bd000 r——p 0002&000 00:02 114 /anon _mmap
004bed00-004c1000 r—-—p 000bd4d0OO0 00:02 114 /anon mmap
004cl1000-004c4000 rw—-p 000cO0OO00 00:02 114 /anon mmap
004c4000-004e8000 rw-p 00000000 OO0:00 O [heap]
TEfff7ffa000-7£££f7ffe000 r——p 0OOOOQOCO0O OC:00 O [vwar]
TELffE7ffe000-TE£E£EL£E7E£££000 r—xp 0OO0O0OQCO0 OQC:00 O [vdso]
TEfffffdeQO0O-TEELEL£££££000 rw—p C0OOOOQOCO0O OQC:00 O [stack]
fTEffffff££600000-£££££££££F601000 r—xp OOQCQOOOC0 OC:00 O [vsyscalll]




Four types of memory mappings

Mapping Type'

Visibility of Modification
Anonymous

Initializing memory from contents of file
Example: Process's .text and .data segements Memory Allocation
(Changes are not carried through to the underlying file)

1. Memory-mapped 10: Changes are carried through to
the underlying file Sharing memory between processes (IPC)

Private
(Modification is not visible to other processes)

Shared
(Modification is visible to other processes)

2. Sharing memory between processes (IPC)

Reference from: Chapter 49, The Linux Programming Interface



https://man7.org/tlpi/

mmap system call implementation (1/2)

Application: mmap()

User Space

Kernel Space

get_unmapped_area(): get an userspace address
from VMA rbtree

I

mmap_region():

1. Merge (expand) vma or allocate a new vma
2. [Conditional] Add the allocated VMA to linked
list and rbtree
!
mm_populate(): populate the corresponding page
table if VM LOCKED or MAP POPULATE is set

v

Return the allocated userspace address




mmap system call implementation (2/2)

mmap or sys mmap ["arch/x86/kernel/sys =86 ed4.c"]
|- ksys mmap pgoff [mm/mmap.c]
| — VII_Immap pJgo £ff
| - do mmap
|- get unmapped area: return an userspace address
if (file memory mapping)
|- file->f op->get unmapped area
| |- thp_get unmapped_area|
else 11 (flags & MAP SHARED)
| - shmem get unmapped area
else [anonymous page]
||— arch get unmapped area topdown
|- mmap reglon
/* Merge (expand) vma or allocate a new vma */
|- mm populate if VM LOCEED or MAP POPULATE is set

Application: mmap()

thp get umnmapped area ["mm/huge memory.c"]
if (is da=x)
return  thp get unmapped area
else

return current->mm->get unmapped area

arch get umnmapped area topdown ["arch/z86/kernel/sys =86 64.c"]
Frepare a vm unmapped area info struct
|- addr = wvm unmapped area(&info)
| |- unmapped area topdown |
return addr

User Space

Kernel Space

get_unmapped_area(): get an userspace address
from VMA rbtree

I

mmap_region():

1. Merge (expand) vma or allocate a new vma
2. [Conditional] Add the allocated VMA to linked
list and rbtree
'
mm_populate(): populate the corresponding page
table if VM LOCKED or MAP POPULATE is set

v

Return the allocated userspace address

1. thp_get_unmapped_area() eventually calls arch_get_unmapped_area_topdown()
2. unmapped_area_topdown() is the key point for allocating an userspace address



node operations & fi

e _ope

Y

gstr

rations: file

union
u32 hash
u32len=3

| u64 hash_len |

name = “mnt”

A A

inode operations

lookup

create

link

unlink

symlink

mkdir

rmdir

mknod

task_struct > dentry
files d_parent
‘ . d _name
files struct ,’I izl 2l d_inode
|: fdt J/ mj);_fds dd—c:;lc:c_j
fdtab fd B SUDIrS
close_on_exec
next fd j = ;d
close_on_exec_init N sl 12 > inode
— < full_fds_bits ;
open_fds_init i_mode
full_fds_bits_init i_uid
|— fd_array[] < i_gid
fd_install W e I-_OE
_install() T path ‘ i_s .
i_mapping
mnt =
vfs_open() i_rdev
dentry =
i_size
f inode e
do_dentry_open() |
—1__fop i_mtime
JEnoes i_ctime
f_pos do_dentry_open() i_fop
f_mappin =
= .pp g free_inode
1
: [ 1
file

address_space

l—

Page Cache

A 4

file_operations

lIseek

read

write

poll

mmap

open

do_dentry open()

.setattr
.getattr
.distxattr
.get_acl
.set_acl
.fiemap

inode operations extd4 file inode operations
extd setattr,

extd file getattr,

ext4 listxzattr,

extd ge=t acl,

extd4 set acl,

ext4 fiemap,

{

fendi

.llseeck
.read iter
.Wwrite iter
. iOpOll

.unlocked ioctl

f#ifdef CONFIG COMEBAT

.compat ioctl

-MNmap

.mmap_ supported flags

- Open
.release
.fsync

file operations extd4 file operations

=1
= extd llseck,

extd file read iter,
extd file write iter,
iomap dioc iopoll,
extd ioctl,

ext4 compat ioctl,

extd file mmap,
= MAP SYNC,
extd file open,
extd4 release file,

extd4 sync file,

.get unmapped area

= thp get unmapped area,

|- do_dentry open

if

(fE->f op->open)

|- £->f op->open(...)

.splice read
.splice write
.fallocate

generic rile splice read,
iter file splice write,
extd fallocate,

thp_get_unmapped_area(): DAX supported for huge page




[ ] [ ] [ ] [ ]
node operatlons & file Op@"athﬂS' director
> const struct le operations extd dir 1node operations = {
> dentr > qgstr tnode_ — T —
MSKﬁUuﬂ ¥ . .Create = ext4_create,
files d_parent union .lockup = ext4 lookup,
g d_name u32 hash .link = extd4 link,
files struct o fdtable d_inode ud2len=3 .unli?kk = exij_unligki
s max_fds d_child .symlin = ext4 symlink,
fdt ‘ = | - | ub4 hash_len | .mkdir = extd mkdir,
fd d_subdirs . - .
fdtab I name = “mnt” .rmdir = extd rmdir,
next fd ;J e e .mknod = ext4 mknod,
T - |- openjdjr, —> inode .tmpfile = ext4 tmpfile,
apen,_fds_init <] full_fds_bits i_mode » inode_operations . rename = extd4 rename2,
fall Tds bits init  uid lookup .setattr = extd setattr,
e B = .getattr = extd4 getattr,
|_ fd_array[] * i_gid cr.eate .listxattr = ext4 listxzattr,
> file I_op link .get_acl = ext4 get acl,
fd_install() f path i_sb unlink .set_acl = ext4 set acl,
T " i_mapping — symlink . fiemap = ext*l_fiemap,
mn .
vfs_open() i_rdev mkdir bi
dentry - -
i_size rmdir
et e do_dentry_open() i_atime Lo
—1__ for i_mtime — ; ; ; —
f_mode T ctime oI e« const struct file operations ext%_dlr_operatlons = {
f pos = T .11seeck = extd dir l1lseek,
—— do_dentry_open() i_fop .read = generic read dir,
f_mapping : read . - .=
- ! free_inode .1terate shared = extd4 readdir,
! i — " _-
! = ' write .unlocked 1o0ctl = ext4d 1octl,
file . poll #ifdef CONFIG COMPAT
=1 mmap .compat ioctl = extd4d compat ioctl,
apen fendi
Page Cache .fsync = ext4 sync file,
do_dentry_open() .release = ext4 release dir,
s

|- do_dentry_open fs/extd/dir.c |

if (f->f op->open)
|- £->f op->open(...)




Process address space: Doubly linked-list

vma vma vma vma vma |vma (heap) vma (vvar) vma (vdso) vma (stack)
vm_start =|vm_start =|vm_start =|G|vm_start =|vm_start =|vm_start = vm_start = vm_start = vm_start =
GAP| 0x400000 | 0x401000 | 0x496000 |A| Ox4be000 | 0x4c1000 | 0x4c4000 GAP Ox7ffff7ffa000 | Ox7ffff7ffe000 |GAP| Ox7ffffffde000
vm_end = | vm_end =|vm_end = |P|vm_end = | vm_end = | vm_end = vm_end = vm_end = vm_end =
0x401000 | 0x496000 | 0x4bd000 0x4c1000 | 0x4c4000 | 0x4e8000 Ox7ffff7ffe000 | Ox7ffff7fff000 Ox7ffffffff000
0 user space address OxTFFFEFFFFO00

/ # cat /proc/43/maps

00400000-00401000 x——p 00000000 0OD:02 114
00401000-0045e000 r—-xp 00001000 0OD0:02 114
004%€000-004bd000 r—--p 00056000 00:02Z 114
004be000-004c1000 r——p 000bd40OO0 00:02 114
004c1000-004c4000 rw-p 000cO0O0 0D0:02 114
004c4000-004e8000 rw-p 00000000 0OO:00 O

JTEEfEf7ffa000-7££££7£f2000 r——p 00000000 0OO0:00 O
JTEfff7ffeQDO0-T7E££E7FE£F000 r—xp 00000000 0OO0:00 O
JTEfffffdeQOO0-T7E£££E£fFEFO000 rw—p 00000000 0OO:00 O
fEffffffffe00000-££££f£fFfE£f601000 r—xp 00000000 OOD:00 O

/anon_ mmap
/anon mmap
/anon mmap
/anon_mmap
/anon_ mmap
[heap]
[vvar]
[vdso]
[stack]
[vsyscall]




Process address space: VMA rbtree

/ # cat /proc/43/maps
00400000-00401000 r——p 00000000 00:02 114 /anon_mmap
00401000-00496000 r-xp 00001000 00:02 114 /anon_mmap
00496000-004bd000 r——p 00096000 00:02 114 /anon_mmap
004be000-004cl000 r——p 0004000 00:02 114 /anon_mmap
004c1000-004c4000 rw-p 000cO000 00:02 114 /anon_mmap
004c4000-004e8000 rw—p 00000000 00:00 0 [heap]
TEf££7££a000-7££££7££2000 r——p 00000000 00:00 0 [vvar]
vm start = Ox4be000 TEf££T££e000-TEE££7T£££000 r—xp 00000000 00:00 0 [vdso]
= TEEEEEEde000-TEEEEEEE£000 rw-p 00000000 00:00 0 [stack]
vm_end = 0x4¢1000 EfEFfFfEFEE00000-fEEEEFEFEF601000 r—xp 00000000 00:00 O [veyscall]
rb_subtree_gap = Ox7ffff7b12000
rb_left rb_right
vm_area_struct vm_area_struct
vm_start = 0x401000 vm_start = Ox7ffff7ffe000
vm_end = 0x496000 vm_end = Ox7ffff7fff000
rb_subtree_gap = 0x400000 rb_subtree_gap = 0x7ffff7b12000
rb_left rb_right rb_left rb_right
vim_area_struct vm_area_struct vm_area_struct vm_area_struct
vm_start = 0400000 vm_start = 0x496000 vm_start = 0x4c4000 vm_start = Ox7ffffffde000
vm_end = 0x401000 vm_end = 0x4bd000 vm_end = 0x4e8000 vm_end = Ox7ffffffff000
rb_subtree_gap = 0x400000 rb_subtree_gap =0 rb_subtree_gap = Ox7ffff7b12000 rb_subtree_gap = 0x7edf000
rb_left rb_right rb_left rb_right rb_left rb_right rb_left | rb_right

vm_area_struct vm_area_struct

vm_start = 0x4c1000 vm_start = Ox7ffff7ffa000
vm_end = 0x4c4000 vm_end = Ox7ffff7ffe000
rb_subtree_gap =0 rb_subtree_gap = Ox7ffff7b12000
rb_left rb_right rb_left rb_right




Process address space: VMA rbtree ->rb subtree gap

*  Maximum of the following items:
o gap between this vma and previous one
vm_start = Ox4be000 o rb_left.subtree _gap

S o rb right.subtree ga
rb_subtree_gap = Ox7ffff7b12000 _ngnt. _8ap

rb_left rb_right
vm_start = 0x401000 vm_start = Ox7ffff7ffe000
vm_end = 0x496000 vm_end = Ox7ffff7fff000
rb_subtree_gap = 0x400000 rb_subtree_gap = 0x7ffff7b12000
rb_left rb_right rb_left rb_right
vm_area_struct vm_area_struct vm_area_struct vm_area_struct
vm_start = 0x400000 vm_start = 0x496000 vm_start = 0x4c4000 vm_start = Ox7ffffffde000
vm_end = 0x401000 vm_end = 0x4bd000 vm_end = 0x4e8000 vm_end = Ox7ffffffff000
rb_subtree_gap = 0x400000 rb_subtree_gap =0 rb_subtree_gap = Ox7ffff7b12000 rb_subtree_gap = 0x7edf000
rb_left rb_right rb_left rb_right rb_left rb_right rb_left | rb_right

vm_area_struct vm_area_struct

vm_start = 0x4c1000 vm_start = Ox7ffff7ffa000
vm_end = 0x4c4000 vm_end = Ox7ffff7ffe000
rb_subtree_gap =0 rb_subtree_gap = Ox7ffff7b12000
rb_left rb_right rb_left rb_right




Process address space: VMA rbtree ->rb subtree gap

vm_area_struct

rb_subtree_gap calculation

vm_start = 0x4be000

vm_end = 0x4¢1000

Maximum of the following items:

o gap between this vma and previous one

rb_subtree_gap = Ox7ffff7b12000

o rb_left.subtree _gap

o rb_right.subtree_gap
rb_left rb_right
_— o
vma vma vma vma vma [vma (heap) vma (vvar) vma (vdso) vma (stack)
vm_start =|vm_start =|vm_start =|G|vm_start =|vm_start =|vm_start = vm_start = vm_start = vm_start =
GAP| 0x400000 | 0x401000 | 0x496000 [A| 0x4be000 | 0x4c1000 | 0x4c4000 GAP Ox7ffff7ffa000 | Ox7ffff7ffe000 |GAP| Ox7ffffffde000
vm_end=|vm_end=|vm_end= P vm_end = | vm_end =|| vm_end = vm_end = vm_end = vm_end =
0x401000 | 0x496000 | 0x4bd000 0x4c1000 | 0x4c4000 || Ox4e8000 Ox7ffff7ffe000 | Ox7ffff7fff000 Ox7ffffffff000
vm_start = 0x400000

vm_end = 0x401000

vm_start = 0x496000
vm_end = 0x4bd000

vm_start = 0x4c4000

vm_area_struct vim_area_struct

rb_subtree_gap = 0x400000

vm_end = 0x4e8000

vm_start = Ox7ffffffde000

rb_left rb_right

rb_subtree_gap =0
rb_left

| rb_right

rb_subtree_gap = Ox7ffff7b12000

vm_end = Ox7ffffffff000

rb_left

rb_right

vm_start = Ox4c1000

vm_end = 0x4c4000

rb_subtree_gap =0

rb_left rb_right

rb_subtree gap = Ox7edf000

rb_left |

rb_right

vm_area_struct vm_area_struct

vm_start = Ox7ffff7ffa000

vm_end = 0x7ffff7ffe000

rb_subtree_gap = Ox7ffff7b12000

rb_left |

rb_right

max(0x7ffff7ffa000 — 0x4e8000, 0, 0) =
0x7fff7b12000




Process address space: VMA rbtree ->rb subtree gap

vma vma vma vma vma [vma (heap) vma (vvar) vma (vdso) vma (stack)
vm_start =[vm_start =[vm_start =|G|vm_start =[vm_start =|vm_start = vm_start = vm_start = vm_start =
0x400000 | 0x401000 | 0x496000 [A| 0x4be000 | 0x4c1000 | 0x4c4000 GAP Ox7ffff7ffa000 | Ox7ffff7ffe000 |GAP| Ox7ffffffde000
vm_end =|vm_end =|vm_end = |P[vm_end=|vm_end =|vm_end = vm_end = vm_end = vm_end =
0x401000 | 0x496000 | 0x4bd000 Ox4c1000 | 0x4c4000 | 0x4e8000 Ox7ffff7ffe000 | Ox7ffff7fff000 Ox7ffffffff000

vm_area_struct

vm_start = 0x401000

vm_end = 0x496000

rb_subtree_gap = 0x400000

rb_left

rb_right

vm_area_struct
vm_start = 0x400000

vm_area_struct
vm_start = 0x4c4000
vm_end = 0x4e8000

vm_area_struct
vm_start = 0x496000

vm_start = Ox7ffff7ffe000

vm_end = Ox7ffff7fff000

rb_subtree_gap = Ox7ffff7b12000

rb_left rb_right

vm_area_struct

vm_start = Ox7ffffffde000

vm_end = Ox7ffffffff000

vm_end = 0x4bd000

rb_subtree_gap = Ox7ffff7b12000

rb_subtree gap = Ox7edf000

vm_end = 0x401000
rb_subtree_gap = 0x400000

rb_subtree_gap =0

rb_left

rb_left

| rb_right

Y

rb_right

rb_right

rb_left rb_right

rb_left

vm_area_struct
vm_start = Ox4c1000

vm_start = Ox7
vm_end = 0x7f

vm_end = 0x4c4000

*  VM_GROWSDOWN is set in vma->vm_flags

max(0x7ffffffde000 — Ox7ffff7fff000 -

stack_guard_gap, 0, 0) = 0x7edf000
stack_guard_gap = 256UL<<PAGE_SHIFT

rb_subtree_gap =0

rb_subtree_gap = Ox7ffff7b12000

rb_left rb_right

rb_left

rb_right




unmapped area topdown

| Get vma from root of rbtree |
v

Calculate gap_start based on previous vma:

gap_start = vm_end_gap(vma->vm_prev)

gap_start <= high_limit &8
ma->vm_rb.rb_right?

move to right node if
right->rb_subtree_gap >= length

Calculate gap_end based on current vma:

gap_end = vm_start_gap(vma)

gap_start <= high_limit &&
gap_end > gap_start &&

v

gap_end - gap_start >= leng

return gap_end — info->length
(ignore alignment)

move to left node if
left->rb_subtree gap >=

Iterate parent of vma

prev = current vma,
vma —2 parent of current vma

F 3

prev == vma->vm_rb.rb_right?

vY
Calculate gap_start based on previous vma:
gap_start =vm_end gap(vma->vm_prev)




thp get unmapped area ["mm/huge memory.c™]
if (is da=x)
return _ thp get unmapped area
else

return current->mm->get unmapped area

|- addr = wvm unmapped area(&info)

| |- unmapped area topdown |

return addr

arch get unmapped area topdown ["arch/z86/kernel/sys =86 c4.c"]
Prepare a vm unmapped area info struct

unmapped area topdown() - Princip

vm_unmapped_area_info

length = 0x1000

low_limit = PAGE_SIZE

high_limit = mm->mmap_base

e

unmapped_area_topdown(): Preparation

gap_start = mm->highest_vm_end = Ox7ffffffff000
gap_end = info->high_limit (0x7ffff7fff000)

high_limit = gap_end — info->length = 0x7ffff7ffe000

= Ox7ffff7fff000
high_limit = Ox7ffff7ffe000
e = = = = = = = - - ap_end
Find gap space (top-down) BaP_ gap_start
vma vma vma vma vma |vma (heap) vma (vvar) vma (vdso) vma (stack)
vm_start =[vm_start =|vm_start =|G|vm_start =|vm_start =|vm_start = vm_start = vm_start = vm_start =
GAP| 0x400000 | 0x401000 | 0x496000 |A| 0x4be000 | 0x4c1000 | 0x4c4000 GAP Ox7ffff7ffa000 | Ox7ffff7ffe000] |GAP| Ox7ffffffde000
vm_end =|vm_end =|vm_end = vm_end =|vm_end =|vm_end = vm_end = vm_end = vm_end =
0x401000 | 0x496000 | 0x4bd000 0x4¢1000 | 0x4c4000 | 0x4e8000 Ox7ffff7ffe000 | Ox7ffff7fff000 Ox7ffffffff000
i
0 user space address OX7FFFEEFEFO00

[Efficiency] Traverse vma rbtree to find gap space instead of traversing vma linked list




unmapped area topdown()

vm_unmapped_area_info gap_end = info->high_limit (Ox7ffff7fff000)

length = 0x1000 high_limit = gap_end — info->length = Ox7ffff7ffe000
low_limit = PAGE_SIZE

vm_area_struct
vm_start = 0x4be000
vm_end = 0x4c1000
rb_subtree gap = 0x7ffff7b12000

rb_left | rb_r@ht\

high_limit = mm->mmap_base
= Ox7ffff7fff000

gap_start = vma->vm_prev->vm_end = Ox4bd000

vm_area_struct Visit right subtree vm_area_struct
vm_start = 0x401000 vm siart = Ox7ffff7ffe000
vm_end = 0x496000 vm_enth OX7ffff7fff000
rb_subtree_gap = 0x400000 rb_subtree_ga pM?ffff?blZOOO
rb_left rb_right rb_left | “Me.right

vm_area_struct vm_area_struct vm_area_struct vmiwarea_struct

vm_start = 0x400000 vm_start = 0x456000 vm_start = 0x4c4000 vm_start = Ox
vm_end = 0x401000 vm_end = Ox4bd000 vm_end = 0x4e8000 vm_end = Ox7ffPREFf000
rb_subtree gap = 0x400000 rb_subtree gap=0 rb_subtree_gap = Ox7ffff7b12000 rb_subtree_gap = 0x7e#Q00
rb_left rb_right rb_left rb_right rb_left rb_right rb_left | rb_right ™\_
vm_area_struct vm_area_struct

vm_start = Ox4c1000 vm_start = Ox7ffff7ffa000

vm_end = 0x4c4000 vm_end = Ox7ffff7ffe000

rb_subtree_gap =0 rb_subtree_gap = Ox7ffff7b12000

rb_left rb_right rb_left rb_right




unmapped area topdown()

vm_unmapped_area_info

length = 0x1000
low_limit = PAGE SIZE

high_limit = mm->mmap_base
= Ox7ffff7fff000

gap_start = vma->vm_prev->vm_end = Ox4bd000

/

gap_end = info->high_limit (0x7fff7ff000)
high_limit = gap_end — info->length = Ox7ffff7ffe000

vm_area_struct
vm_start = 0x4be000

vm_end = 0x4c1000

rb_subtree gap = 0x7ffff7b12000

rb_left |

rb_r@ht\

Get vma from root of rbtree

v

Calculate gap start based on previous vma:
gap_start = vm_end_gap(vma->vm_prev)

gap start <= high_limit &&
a->vm_rb.rb_right?

move to right node if
right->rb_subtree gap >= length

Calculate gap end based on current vma:
gap _end = vm_start _gap(vma)

v

Visit right subtree

vm_area_struct
vm “sfart = Ox7ffff7ffe000

vm_endh< Ox7FFF7Ff000

rb_subtree _gap%?fffﬁblZOOO

rb_left | Meright

vm_area_struct
) vm_start = 0x4c4000

vin.area_struct

vm_start = Ox

vm_end = 0x4e8000

vm_end = Ox 7000

rb_subtree gap = Ox7ffff7b12000

rb_subtree_gap = Ox'/'MO

ght rb_left

rb_left | rb_righN

rb_right

vm_area_struct
vm_start = Ox4c1000

vm_end = 0x4c4000

g4—L—rb_subtree_gap=0

_left rb_right

vm_area_struct
vm_start = Ox7ffff7ffa000

vm_end = Ox7ffff7ffe000
rb_subtree_gap = Ox7ffff7b12000
rb_left rb_right




unmapped area topdown()

vm_unmapped_area_info

length = 0x1000

low_limit = PAGE_SIZE

high_limit = mm->mmap_base

= Ox7ffff7fff000

gap_start = vma->vm_prev->vm_end = 0x4bd000

vm_area_struct
vm_start = Ox4be000

vm_end = 0x4c¢1000

gap_end = infe->high—Hmit{OxAHHEHFHO00) = vm_start_gap(vma) = Ox7fffffede000
high_limit = gap_end — info->length = Ox7{fff7ffe000

rb_subtree gap = Ox7ffff7b12000

rb_left |

rb_r@'h\

vm_area_struct
vm_start = 0x401000

vm_end = 0x496000

rb_subtree gap = 0x400000

rb_left

rb_right

vm_area_struct

vm_start = 0x400000

vm_area_struct

vm_start = 0x496000

.

Recursively vis
right subtree

vm_area_struct

vm_end< Ox7 7000

rb_subtree_ga p\—%7ffff7b12000

rb_left

| \F\rght

vm_area_struct
vm_start = 0x4c4000

R —

vm_end = 0x401000

vm_end = 0x4bd000

vm_end = 0x4e8000

vm_start =0

viiarea_struct

rb_subtree gap = 0x400000

rb_subtree gap=0

rb_subtree gap = Ox7ffff7b12000

vm_end = Ox7ffIHE000

rb_subtree gap = 0x7M0

high_limit = 0x7ffff7ffe000

rb_right rb_left

gap_start
gap_start move to right rbtree gap_start gap_end
———————————————— —_—— - — ]
vma vma vma vma vma [vma (heap) vma (vvar) vma (vdso) vma (stack)
vm_start =|vm_start =|vm_start =|G|vm_start =|vm_start =|vm_start = vm_start = vm_start = vm_start =
GAP| 0x400000 | 0x401000 | 0x496000 JA| 0x4be000 | 0x4c1000 | 0x4c4000 GAP Ox7ffff7ffa000 Ox7ffff7ffe000] |GAP| Ox7ffffffde000
vm_end =| vm_end = | vm_end = P vm_end =|vm_end = |vm_end = vm_end = vm_end = vm_end =
0x401000 | 0x496000 | 0x4bd000 0x4c1000 | Ox4c4000 | 0x4e8000 Ox7ffff7ffe000 Ox7ffff7fff000 Ox7ffffffff000
0

user space address

Ox7ffffffff000

| rb_righ\

vm_area_struct
vm_start = Ox7ffff7ffa000

vm_end = Ox7ffff7ffe000

rb_subtree_gap = 0x7ffff7b12000

rb_left rb_right




unmapped area topdown()

high_limit = Ox7ffff7ffe000
gap_start
gap_start move to right rbtree gap—start gap_end
———————————————— —_——— — - — D
vma vma vma vma vma |vma (heap) vma (vvar) vma (vdso) vma (stack)
vm_start =[vm_start =[vm_start =}G|vm_start =[vm_start =|vm_start = vm_start = vm_start = vm_start =
GAP| 0x400000 | 0x401000 | 0x496000 JA| 0x4be000 | 0x4c1000 | 0x4c4000 GAP Ox7ffff7ffa000 | Ox7ffff7ffe000] |G Ox7ffffffde000
vm_end =|vm_end=|vm_end=|P{vm_end=|vm end=|vm_end = vm_end = vm_end = vm_end =
0x401000 | 0x496000 | 0x4bd000 0x4c1000 | 0x4c4000 | 0x4e8000 Ox7ffff7ffe000 | Ox7ffff7fff000 Ox7ffffffff000
0 user space address OXTFFFEEFFFO00

Stack guard gap




unmapped area topdown()

high_limit = Ox7ffff7ffe000

gap_start
gap—start move to right rbtree gap_start gap_end
———————————————— —_——r - — P
vma vma vma vma vma |vma (heap) vma (vvar) vma (vdso) vma (stack)
vm_start =[vm_start =[vm_start =}G|vm_start =[vm_start =|vm_start = vm_start = vm_start = vm_start =
GAP| 0x400000 | 0x401000 | 0x496000 JA| 0x4be000 | 0x4c1000 | 0x4c4000 GAP Ox7ffff7ffa000 | Ox7ffff7ffe000] |G Ox7ffffffde000
vm_end =|vm_end=|vm_end=|P{vm_end=|vm end=|vm_end = vm_end = vm_end = vm_end =
0x401000 | 0x496000 | Ox4bd000 Ox4c1000 | 0x4c4000 | Ox4e8000 Ox7ffff7ffe000 Ox7ffff7fff000 Ox7ffffffff000
0 user space address OXTFFFEEFFFO00
TN Stack guard gap
Calculate gap_end based on current vma: static i1nline unsigned long v end gap({struct vm area struct *vma)
gap _end =vm_start gap(vma) { B - -
unsigned long vm end = vma->vm _end;
i = 7 . (vma->vm flags & VM GROWSUF) {

Bap_start <= high_limit &8 vm_end += stack guard gap;

gap _end > gap start && (vm_end < vma->vm end)

gap_end - gap_start >= leng vm_end = —-PAGE_ SIZE;

| }
|: vm_end;
}

include/linux,/mm.h

— gap_end = Ox7ffffffde000 — 0x100000 = Ox7fffffede000

* stack_guard_gap = 256UL<<PAGE_SHIFT = 0x100000




unmapped area topdown()

high_limit = Ox7ffff7ffe000

gap_start
gap_start move to right rbtree gap—start gap_end
________________ —_—— | — — - -}
vma vma vma vma vma |vma (heap) vma (vvar) vma (vdso) vnpa (stack)
vm_start =[vm_start =[vm_start =}G|vm_start =[vm_start =|vm_start = vm_start = vm_start = vrh_start =
GAP| 0x400000 | 0x401000 | 0x496000 JA| 0x4be000 | 0x4c1000 | 0x4c4000 GAP Ox7ffff7ffa000 | Ox7ffff7ffe00D] |GAP| Ox7ffffffde000
vm_end =|vm_end=|vm_end=|P{vm_end=|vm end=|vm_end = vm_end = vm_end = vin_end =
0x401000 | 0x496000 | 0x4bd000 0x4c1000 | 0x4c4000 | 0x4e8000 Ox7ffff7ffe000 | Ox7ffff7fffO00 OxAffffffff000
0 user space address Ox7FFFFFFEF000
Not found yet
vy N

Calculate gap end based on current vma:
gap end =vm start gap(vma)

gap start <= high limit &
gap end > gap start &&
ap_end - gap_start >=len

v

return gap end — info->length
(ignore alignment)




unmapped area topdown()

high_limit = gap_end — info->length = Ox7ffff7ffe000

vm_unmapped_area_info

length = 0x1000

low limit = PAGE SIZE

Get vma from root of rbtree

v

Calculate gap_start based on previous vma:
gap_start = vm_end_gap(vma->vm_prev)

gap_start <= high_limit &8
ma->vm_rb.rb_right?

move to right node if
right->rb_subtree_gap >= length

Calculate gap _end based on current vma:

2

gap_end = vm_start_gap(vma)

gap_start <= high_limit &&

gap_end > gap _start &&

v

gap_end - gap_start >= length

return gap_end — info->length
(ignore alignment)

move to left node if
left->rb_subtree_gap >= lepgth

Iterate parent of vma
vma —2 parent of current vma

prev = current vma,

prev == vma->vm_rh.rb_right? N

vY

Calculate gap start based on previous vma:
gap_start =vm_end_gap(vma->vm_prev)

vm_area_struct
vm_start = 0x4be000
vm_end = 0x4¢1000
rb_subtree_gap = Ox7ffff7b12000
rb_left rb_right

T

vm_area_struct
vm_start = Ox7ffff7ffe000

vm_end = Ox7ffff7fff000

rb_subtree—gap=0x7ffff7b12000

rif_left | “\tb_right

vm_area_struct

vm_area_struct
vm_start = Ox7ffffffde000

Q parent’s left rbtree

vm_end = Ox7ffffffff000

rb_subtree_gap = 0x7edf000

t = 0x496000 vm_start = 0x4c400

1 = 0x4bd000 vm_end = 0x4e8006\

tree_gap =0 rb_subtree_gap = 0x7ffff7b1\2\000
rb_right rb_left | rb_right\

rb_left | rb_right

vm_area_struct
vm_start = 0x4c1000

y)Recursively visit right rbtree

vm_area_struct
vm_start = Ox7ffff7ffa000

vm_end = 0x4c4000

vm_end = Ox7\ﬁff7ffe000

rb_subtree_gap =0

rb_subtree_gap = OMﬁ‘f?b 12000

rb_left rb_right

rb_left | h\_right
4




unmapped area topdown()

_ gap start sap._end _start high_limit = Ox7ffff7ffe000
- — —_:I— ] —— e — ] l— — — g;p:end
I — — - —de— — — -
vma vma vma vma vma Jvma {heap)l vma (vvar) vma (vdso) vma (stack)
vm_start =[vm_start =|vm_start =[G|vm_start =[vm_start =sfvm_start = vm_start = vm_start = vm_start =
GAP| 0x400000 | 0x401000 | 0x496000 [A| 0x4be000 | 0x4c1000 | 0x4c4000 GAP Ox7ffff7ffa000 Ox7ffff7ffe000] |GAP| Ox7ffffffde000
vm_end=|vm_end =|vm_end = P vm_end=|vm_end =] vm_end = vm_end = vm_end = vm_end =
0x401000 | 0x496000 | 0x4bd000 0x4c1000 | 0x4c4000 | 0x4e8000 Ox7ffff7ffe000 | Ox7fff7fff000 Ox7ffffffff000
0 user space address Ox7FFFFFFF000

vm_area_struct

vm_start = Ox7ffff7ffe000

vm_start = 0x401000
vm_end = 0x496000
rb_subtree_gap = 0x400000
rb_left rb_right

vm_end = Ox7ffff7fff000
rb_subtree—gap=.0x7fff7b12000

rif_left | “\tb_right

Q parent’s left rbtree

vm_area_struct

vm_start = 0x400000
vm_end = 0x401000

vm_area_struct
vm_start = 0x496000

vm_area_struct
vm_start = 0x4c4006

vm_area_struct

vm_end = 0x4bd000

vm_start = Ox7ffffffde000

rb_subtree_gap = 0x400000
rb_left rb_right

vm_end = Ox4e800(x

vm_end = Ox7ffffffff000

rb_subtree_gap =0

rb_subtree_gap = 0x7ffff7b1\2\000

rb_left

rb_subtree_gap = 0x7edf000

rb_right

rb_left |

rb_right\

rb_left | rb_right

yJ Recursively visit right rbtree

vm_area_struct
vm_start = Ox4c1000

vm_end = 0x4c4000

rb_subtree_gap =0

rb_left rb_right

vm_area_struct
vm_start = Ox7ffff7ffa000

vm_end = Ox?ﬁff?ffeOOO

rb_subtree_gap = 0)?7\ff'ff7b12000

rb_left | hs\_right
X4




unmapped area topdown()

high_limit = Ox7ffff7ffe000

gap start <= high limit &
gap_end > gap_ start &&
ap_end - gap_start >=len

v

return gap_end — info->length
(ignore alignment)

gap—start gap_start gap_end B gap_start
N wyrs vy | ISR i uinl R [
— = — - — e — — —_— -
vma vma vma vma vma Jvma (heap) vma (vvar) vma (vdso) vma (stack)
vm_start =[vm_start =|vm_start =[G|vm_start =[vm_start =sfvm_start = vm_start = vm_start = vm_start =
GAP| 0x400000 | 0x401000 | 0x496000 [A| 0x4be000 | 0x4c1000 | 0x4c4000 GAP Ox7ffff7ffa000 Ox7ffff7ffe000] |GAP| Ox7ffffffde000
vm_end=|vm_end =|vm_end = P vm_end=|vm_end =] vm_end = vm_end = vm_end = vm_end =
0x401000 | 0x496000 | 0x4bd000 | | Ox4c1000 | 0x4c4000 | Ox4e8000 Ox7ffff7ffe000 | Ox7ffff7fff000 Ox7ffffffff000
0 user space address / Ox7FFFFFFEFO00
Found
v N /
Calculate gap end based on current vma:
gap end =vm start gap(vma)

return Ox7ffff7ffa000 — 0x1000 = Ox7ffff7ff9000




vma_ merge() — Possible ways to merge

Application: mmap()

User Space

Kernel Space

v

get_unmapped_area(): get an userspace address
from VMA rbtree

pPrev vima

GAP

next vma

A 4

mmap_region():
1. Merge (expand) vma or allocate a new vma
2. [Conditional] Add the allocated VMA to linked
list and rbtree

A4

mm_populate(): populate the corresponding page
table if VM LOCKED or MAP POPULATE is set

Y

nNew vima

new vima

new vima

Return the allocated userspace address

user space address

Note: VMAs must have the same attributes




mmap_region()->munmap_vma_ range()->find vma_links

find_vma_links(..., Ox7ffff7£f9000, ...)

Iterate rbtree to find an empty VMA link (rb_link)
* rb_parent: The parent of rb_link

* rb_previsusedinvma_merge()
* rb_link, rb_parent and rb_prev

vm_area_struct

vm_start = Ox4be000
vm_end = 0x4c1000
rb_subtree gap = Ox7ffff7b12000
rb_left rb_right

vm_area_struct
vm_start = 0x401000

vm_end = 0x496000

rb_subtree gap = 0x400000

rb_left rb_right

rb_prev

‘  rb_prev: Previous vma of rb_parent

are used in vma_link().
 rb_prev is the previous VMA
after the new VMA is inserted.

vm_area_struct
vm_start = Ox7ffff7ffe000

vm_end = Ox7ffff7fff000

rb_subtree gap = Ox7ffff7b12000

rb_left rb_right

vm_area_struct
vm_start = 0x400000

vm_area_struct
vm_start = 0x496000

vim_area_struct
vm_start = 0x4c4000

vm_area_struct
vm_start = Ox7ffffffde000

vm_end = 0x401000

vm_end = 0x4bd000

vm_end = 0x4e8000

vm_end = Ox7fffff000

rb_subtree gap = 0x400000

rb_subtree gap=0

rb_subtree_gap = Ox7ffff7b12000

rb_subtree_gap = 0x7edf000

rb_left rb_right

rb_left rb_right

rb_left | rb_right

rb_left | rb_right

rb_paren

vim_area_struct
vm_start = 0x4c1000

vm_area_struct
vm_start = Ox7ffff7ffa000

vm_end = 0x4c4000

vm_end = 0x7ffff7ffe000

rb_subtree_gap=0

rb_subtree_gap = Ox7ffff7b12000

rb_left rb_right

rb_link rb_left rb_right




vm area alloc() & vma link()

mmap region ["mm/mmap.c™]

vma link
|-  wma link
|- _wvma link list
|- __wvma link rb
|- wma link file

|- vma_interval tree insert

vma vma vma vma vma [vma (heap) vma (vvar) vma (vdso) vma (stack)
vm_start =|vm_start =(vm_start = G vm_start =[vm_start =|vm_start = vim_start = vm_start = vm_start =
GAP| 0x400000 | 0x401000 | 0x496000 |A| 0x4be000 | 0x4c1000 | 0x4c4000 GAP Ox7ffff7ffaD00 | Ox7ffff7ffe000 |GAP| O0x7ffffffde000
vm_end = vm_end =|vm_end = vm_end =|vm_end =|vm_end = vm_end = vm_end = vm_end =
0x401000 | 0x496000 | Ox4bd000 0x4c1000 | 0x4c4000 | 0x4e8000 Ox7ffff7ffe000 | Ox7ffff7ff000 Ox7fffff000
vm_area_alloc() & vma_link()
vma vma vma vma vma |vma (heap) vma vma (vvar) vma (vdso) vma (stack)
vm_start =|vm_start =|vm_start =|G|{vm_start =|vm_start =|vm_start = vm_start = vm_start = vm_start = vm_start =
GAP| 0x400000 | 0x401000 | 0x496000 |A| Ox4be000 | 0x4c1000 | 0x4c4000 | GAP | Ox7ffff7ff9000 | Ox7ffff7ffa000 | Ox7ffff7ffe000 |GAP| Ox7ffffffde000
vm_end = [ vm_end = | vm_end = [P| vm_end = | vm_end = |vm_end = vm_end = vm_end = vm_end = vm_end =
0x401000 | 0x496000 | Ox4bd000 0x4c1000 | 0x4c4000 | 0x4e8000 Ox7ffff7ffa000 | Ox7ffff7ffe000 | Ox7ffff7fff000 Ox7ffff000
user space address Ox7ffffffff000




__vma_link_file(): i_mmap for recording all memory mappings
(vma) of the memory-mapped file

task_struct

mm

mm

struct vm_area_struct *mmap

i

files

get_unmapped_area

—

— —

A

vm_area_struct

files_struct

fd_array(]

file

f path

mnt

dentry

vm_mm

f inode

vm_ops

f pos

vm_file

f _mapping

A

vm_area_struct

vm_file

mmap_base page
ped mapping
index
> inode <
. ;
=TUPETE
i_atime A
i address_space [+
i_ctime J host
N i data page_tree
DRy i_mmap
ek ke
| RMAP

1.
2.

i_mmap: Reverse mapping (RMAP) for the memory-mapped file (page cache) 2 check _ vma_link_file ()

Interval tree implemented
via red-black tree

~
- ~
——> radix_tree_root N
/ height = 2 N
/ \
rnode
/ \
/ radix_tree_node |«
/ count=1
0(112]3 63
l slots[0]
I slots[3]
| !
I radix_tree_node radix_tree_node
‘ count =2 count=1
\ 0(112]3 .. |63 0(112]3 .. |63
\ slots[1] slots[3] slots[2]
\ v v
A [pee]) (poge]  [ooec]
\ index=1 index =3 index = 194 /
\

\ Radix Tree (v4.19
\\. Xarray (v4.20 or Iater)/ 7
~N

S~

— —

or earlier) /

~
—

anon_vma: Reverse mapping for anonymous pages -> anon_vma_prepare() invoked during page fault



mm populate()

Application: mmap()

User Space

Kernel Space

get_unmapped_area(): get an userspace address
from VMA rbtree

I

mmap_region():

1. Merge (expand) vma or allocate a new vma
2. [Conditional] Add the allocated VMA to linked
list and rbtree
'
mm_populate(): populate the corresponding page
table if VM LOCKED or MAP POPULATE is set

v

Return the allocated userspace address




Anonymous Page: Page Fault — Discussion List

* Private (MAP_PRIATE)
* Write
 Read before a write

* Share (MAP_SHARED)



Demand Paging: page fault — Anonymous page (MAP_ PRIVATE)

at_fhomeFad:;ath;t—:epo
/asm/current.h:15
#1 Oxffffffff811%0a4b in

at h;me aa:;anf&;t—:epo
c:1450

at /home/adrian/git-repo
~:1506

Oxffffffff81200a€b in

at /home/adrian/git-repo
/asm/idtentry.h:580
#4 0x0000000000000000 in
(gdb) p /x address

ES = Ox7ffff7££9000

/gd

/fgdb—-linux-real-mode/src/linux-5.11/arch/

0

—linux—real-mode/src/ linux—>5.

v=0xffffcO0000077£58,

6,Iaii:ess=aii:e55@%:::y=14073?354108928”

]
0
H
e
13}
[13]

Il

140737354108928,

jerror_code= regs=0xff££c20000077£58)
/gdb-linux-real-mode/src/linux-5.11/arch/

(regs=0xffffcS0000077£58, error code=g)
/gdb-linux-real-mode/src/1

)

inux-5.11/arch/

lil/arch/xoe/include

-

=86/mm/faul

- O

g

.
L¥

Jmm/ faul

x86/include

int *addr;

addr = mmap (NULL, len, PROT READ | PROT WRITE,
MAP PRIVATE | MAP ANONYMOUS, -1, 0);

*addr = 10;

* Page fault error code bits:
"
#* bit 0 == 0: no page found 1: protection fault
* bit 1 == 0: read access 1: write access
* bit 2 == 0: kernel-mode access 1: usser-mode access
* bit 3 == 1: use of reserved bit detected
* bit 4 == 1: fault was an instruction fetch
* bit 5 == 1: protection keys block access
* bit 15 == 1: SGX MMU page—-fault
enum x86 pf error code |
X886 PF PROT = 1 << 0O,
.| X836 PF WRITE = 1 << 1,
"l x86 PF USER = 1 << 2,
XB6_PF_RSVD = 1 << 3,
XB86 PF_INSTR 1 << 4,
X86_PF_PK = 1 << 5,
XB6 PF SCX = 1 << 15,
}i

do user addr fault [arch/x86/mm/fault.c]
|- find vma
|- handle mm fault

/* Bllocate corresponding page tables

if (huge page)
| — hugetlb fault
else
|-  handle mm fault
/*
* 1. Allocate pgd, PDPTE, PDE if needed
* 2. handle pte fault():
* anonumous page, file mmaped page,
* cow fault, shared fault, swap page,
* or numa page?
®




Demand Paging: page fault = Page table configuration - Anonymous page
(I\/IAP_PRIVATE%

Linear Address: Ox7ffff7ff9000

63 48 47 39 38 3029 2120 1211 0
. Page Map Page Directory Page Directory Page Directory .
- . . Page Directory Offset
S G Level-4 Offset Pointer Offset Offset Pointer Offset ge =l Y
Page Table
: i PTE #510

Page Map Page Directory Pat?le Directory PTE #2509

Level-4 Table Pointer Table Table
PTE #478

[ B! PDPTE #511 L, > stack
mm PDE #447
PMLAE for R
kernel > g PTE #505 — mmap
PML4E #255
» mm_struct -
mmap PMLAE #0 NN -
. o L poprER0 BT PTE #199 ' heap
pg }
PTE #190 Ly text, .data, ...
PTE #188 |
[__| Allocated pages or page table entry —

\ 4

1 Will be allocated if page fault occurs Physical Memory




Demand Paging: page fault = Page table configuration

[anonymous page: MAP_PRIVATE] page fault flow

/&
*# 1. Allocate a page (struct page *) or apply
* zero page frame

* 2. Find the pte entry address
* 3. Configure pte entry

Linear Address: Ox7ffff7ff900( °anonymous_page ["mm/memory.c™]
1f (first read fault) {

63 48 47 390 38 3029 2pply zero page frame
- - } else |
Sien-extend Page Map Page Directory Page Dire |- page = alloc_zeroed user highpage mowvable ()
6 Level-4 Offset Pointer Offset Offse |- entry = mk_pte(page, vma->vm_page_prot)

|- vmf->pte = pte offset map lock(..., vmf->address,
H
|- set pte at(..., vmf->pte, entry)

i Page Dir
Page Map Page Directory - l?l s
Level-4 Table Pointer Table able
PDE #511 PTE #478 .
task_struct e — r _
L PDE #447
PMLAE for R
ermne > ] PTE #505 —— "] mmap
PMLAE #255
» mm_struct R
mmap PDE #2
PMLAE #0 -
d I L[ poPrERO T PTE #199 |—» heap
pg —
PTE #190 } | I
text, .data, ...
PTE #188
[_1Allocated pages or page table entry - _

[__] Will be allocated if page fault occurs Physical Memory




Demand Paging: page fault > Page table configuration - Anonymous page
(MAP_PRIVATE

[anonymous page: MAP_PRIVATE] page fault flow

man mmap * 1. Allocate a page (struct page *) or apply

A zero page frame
MAF_ANONYMOUS . . . - — * 2. Find ihg pte entry address
The mapping i1s not backed by any file; |i1ts contents are i1nitial- * 3. Configure pte entry
|ized to zero.l The fd argument is ignored; however, some imple- *
mentations regquire fd to be -1 if MAP ANONYMOUS (or MAP ANON) is| |Ho_ancnymous page ["mm/memory.c™]
specified, and portable applications should ensure this. The 1t (first read fault)
offset argument should be zero. The use of MAP ANONYMOUS in ; }eklirsnéy{zero page frame
conjunction with MAP SHARED 1s supported on Linux only since |- page = alloc zeroed user highpage movable ()
kernel 2.4. |- entry = mk_pEe(page? vma:>vm_page:prot]

|- vmf->pte = pte _offset map lock(..., vmf->address,

}
| - set pte at(..., vmE->pte, entrv)

[gdb] backtrace = = Z
(gdb) bt
#0 Oxffffffff810a736c in (page=<optimized out)] at /k ne/d: .11/arch/=z86/includse/asm/page_64.h:49
#1 (page DxffffeaDDDSDchDD] at /home/ sl Le/__nu /F Jhnen h:203
#2 { numg fé==<opt1mlzed out>, _.J.—<opt1mlzed ocut>) at /hc ne/d rian/git-r 1 -5 ¢l/nn/“aje d__ 11212
%3 I =0xffffeal00900cb00) at /home/adrian/git-r 2300
#4 (alloc_ . ler= .—DxffffeaGUDSUchUD) at /h 11/mm/page alloc.c:2306
#5 ma : try ! alloc flags=

at /home/adrian/git-repo/gdb le -
#6 Oxffffffff810a81db in S n = order=orderf@entry=0, preferred nid=preferred nid ; DO ntry=0x0)

at /home/adrian/git-repo/gdb-linux-real-mod
#7 OxffffffffBI1092£f85 in at /home/ad:;an/g;t—”er’/JQb—;;nux—:eaL—mode/s::/;;nux—i.11/;n:Lude/;;nux/gfp.h:538
%8 at /k-ne/d. o/gdb-linux-real-mode/src 11 clude/linux/gfp.h:524
&9 at /home/adrian/git-repo/g linux-real-mode/src le/linux/gfp.h:538
F10 P I 1052106} at /home/adrian/git-repo/gdb-linux-real-mode/src/linux-5. ¢ p.h:557
F11 (vina=0x=ffff8881044a%2c0, wva —<opt1mlzed out)] at /k ne/dﬁ__dffj t-repo/gdb-linux-real-mode/src/linux-5.11/include/linux/highmem.h:197
¥12 nf=0xffffc9000007£fe38) at /home/adrian/git-r i : .11 /mm/mem =:3535
13 (v Oxffffc9000007fe38) at /home/adrian/git-repc . li/nn/nenh 14385
14 { 5=597, address=140737354108928, —<opt1m12ed out>) e iriz rep:s 11 eal-mode/src/linux-5.11/mm/memory.c:4522
%15 (vma=<optimized out>, = 5 5=2 ress( v=140737354108928, 1 1try=0xffffc9000007TE££58)

at /home/adrian/git-repo/gdb-linux-real-m 11/mm/memory.c:4620
#16 Oxffffffff81024d37 in =0xffffc9000007££58, v_error_ codefentry=6, |address=ad :e-E?e:::y=140?3?354108928)k——

at /home/adrian/git-repo/gdb-linux-real-m 11/arch/x86/mm/fault.c:
#17 Oxffffffff811%0a4b in e 140737354108%28, __code OxffffcS000007££58)

at /home/adrian/git-repo/gdb-linux-real-m 1 x-5.11/arch/x
¥18 (regs=0xEffffcH000007££58, =rror code=6)} at /home/adrian/git-re gdb-linux-real-mode/src/linux-5.11/arch/x86/mm/fault.c:1506
%19 Oxffffffff81200a6b in () at /F'He/dm__dr/j t—”e“_/jdz—L_rLs—”ed_—ngue/s::/__rLA—: 11/arch/x86/include/asm/idtentry.h:580
#20 0x0000000000000000 in ()
(gdb) p /x 140737354108%28|_

514 = OxT7ffEE7£E£5000 -




Demand Paging: page fault = Page table configuration - Anonymous page
(MAP_PRIVATE

Linear Address: Ox7ffff7ff9000

63 48 47 39 38 3029 2120 1211 0
. Page Map Page Directory Page Directory Page Directory .
- . . Page Directory Offset
S G Level-4 Offset Pointer Offset Offset Pointer Offset ge o y
Page Table
- i PTE #510
Page Map Page Directory Page Directory Sz
Level-4 Table Pointer Table Table
task_struct SSeTE RS PDEASIL }— PTE #478 R —
mm PDE #447
PMLAE for -
kernel > g PTE #505 —® mmap
PML4E #255
» mm_struct g
mmap PMLA4E #0 N -
g i L poprER0 BT PTE #199 ' heap
pg }
PIEALN L text, .data, ...
PTE #188 |
[__| Allocated pages or page table entry T

\ 4

Physical Memory

[ Will be allocated if page fault occurs

(gdb) = /gx ((pte_t *) Oxffff88810448b000 + 505)
DxffffEE810448bfch: Dx80000002403050&7

(gdb) x /gx ((pte_t *) OxXEfffos8810448b000 + 505)| [
OxffFF88810448bfch: 0x0000000000000000




Demand Paging: page fault = call trace - Anonymous page (MAP_PRIVATE)

(gdb) bt
#0 (mm=0xffffEE8581000e4700, =2ddr=140737354108528, pte=...,
ptep=0xffff88810448bfch)
at /home/adrian/git-repo/gdb-linux-real-mode/src/linux-5.11/arch/x86/includs
Jasm/pgtable. h:1038

#1 (vmf=0xff£fc90000077238)

at /home/adrian/git-repo/gdb-linux-real-mode/src/linux-5.11/mm/memory.c:3577
#2 (vinf=0xffffc90000077=238)

at /home/adrian/git-repo/gdb-linux-real-mode/src/linux-5.11/mm/memory.c:4385
#3 (flags=597, address=140737354108%28, vma=<optimized out>)

at /home/adrian/git-repo/gdb-linux-real-mode/src/linux-5.11/mm/memory.c:4522
#4 (vma=<optimized out>,

lresslentry=140737354108928, flags=flagslentry=597,
= (] 5 yv=0xffffc90000077£58)
at fk mefd irian/git-repo/gdb-linux-real-mode/src/linux—-5.11/mm/memory.c:4620

#5 Oxffffffff81024d37 in (

regs=r ;:—u—:::y‘ﬂxfffchﬂDODD??fSB hw error code=hw error codefentry=6,

a dd ryv=140737354108%28)

at IF nefd __drfj t—”e-hfj:f—L_rLA—“ed_—n_ le/src/linux-5.11/arch/x86/mm/faul
t.c:1393
#6 Oxffffffff811%0ad4b in (2ddress=140737354108528,

error code=6, regs=0xffffc50000077£58)

at /home/ad irian/git-repo/gdb-linux-real-mode/src/linux-5.11/arch/=x86/mm/faull
t.c:1450
#7 (regs=0xf£f£f£fc0000077£58, error code=g)

at /home/adrian/git-repo/gdb-linux-real-mode/src/linux-5.11/arch/%86/mm/faul
t.c:1506
#8 Oxffffffff81200a6b in ()

at /home/adrian/git-repo/gdb-linux-real-mode/src/linux-5.11/arch/x86/includdg
fasm/idtentry.h:580
#9 0x0000000000000000 in ()
(gdb) p /x addr
S20 = Ox7E£f££7££95000

dbo te t *) Oxffff88810448b000 + 505
(gdb) x /gx ((pte_t *) OxffffB8810445H000 + 5D5]Iéiffif§8g§§4;é£fi§- 430000002 40309067 ]
0xffEFBE810448bFch: 0x0000000000000000 :




Demand Paging: page fault 2 VMAs — Anonymous page (MAP_PRIVATE)

Linear Address: Ox7ffff7ff9000

63 48 47 39 38 30 29 2120 1211 0
. Page Map Page Directory Page Directory Page Directory .
Sign-extend . i Page Directory Offset
8 Level-4 Offset Pointer Offset Offset Pointer Offset g Y
Page Table
. Paage Director PTE #510
Page Map Page Directory Talgle ectory PTE #2500
Level-4 Table Pointer Table abie
PDE #511 PTE #478 >
task_struct 5 R R —] > stack
mm PDE #447
PMLAE for -
kernel > . PTE #505 — mmap
PML4E #255
» mm_struct -
T PDE #2
PMLA4E #0 . —>
o2 i T, [ PTE #199 I heap
PTE #190 }
e text, .data, ...
# cat /proc/43/maps - |
00400000-00401000 r—-—p 00000000 00:02 111 /anon _mmap [E#O
00401000-00496000 r-xp 00001000 00:02 111 /anon mmap Physical Memory
00496000-004bd000 r——p 000%€000 00:02 111 /anon mmap
004be000-004c1000 r——p 000b4OOO OO0:0Z 111 /anon mmap
004c1000-004c4000 rw-—p 000cOOO0 0O0:02 111 /anon_mmap
004c4000-004e8000 rw—p 00000000 00:00 O [heap]
Tffff1ff9000-1ffff7ffa000 rw—p 00000000 00:00 0 |
Tff£f£f7£f£fa000-7£££f7£fe000 r——p 00000000 00:00 O [vvar]
TfEff7£fe000-TE£F£7££F000 r—xp 00000000 00:00 O [vdso]
Tffffffde000-TE£fE££FF000 rw—p 00000000 00:00 O [stack]
[

FEfEffffffe00000-££E£E£EFFFE01000 ——xp 00000000 QO:00 O




Demand Paging: page fault 2 VMAs — Anonymous page (MAP_PRIVATE) —

Read before writing data (read fault)

addr = mmap (NULL,

4, PROT READ | PROT WRITE,
MAP PRIVATE | MAP ANONYMOUS,

—Lr

) ;

[printf("data: %d\n", *addr); |
*addr = 10; A4
Linear Address: Ox7ffff7ff9000
read fault
63 4847 39 38 3029 2120 1211 0
— Page Map Page Directory Page Directory Page Directory .
Sl iiene Level-4 Offset Pointer Offset Offset Pointer Offset Felzle (DI egiey iise!

Page Table
i i PTE #510
Page Map Page Directory $a€|e Directory S
Level-4 Table Pointer Table aie
PDE #511 PTE #478 -
task_struct PDPTE #511 L, > stack
mm PDE #447
PMLAE for -
kernel > PTE #505 |- -~
1
PMLAE #255 I
[ 1
»  mm_struct > |
mmap PDE #2 !
PMLAE #0 . I |—>
d | L[ PoPTEHO _|—T Al ._|_' 1251
pg |
PTE #190 N
: text, .data, ...
PTE #188 :
[__]Allocated pages or page table entry PTEgs ! Pre-allocated
. . P - - —
[T Will be allocated if page fault occurs A

Physical Memory

1. A pre-allocated zero page is initialized during system init -> Check init_zero_pfn()
2. Anonymous private page + read fault -> Link to the pre-allocated zero page




Demand Paging: page fault 2 VMAs — Anonymous page (MAP_PRIVATE) —

Read before writing data (read fault)

addr = mmap (NULL, 4, PROT READ | PROT WRITE,

(gdb) bt
#0 (mm=0xf££££888100024700, =2ddr=140737354108%28, pte=...,
jtet=0xffff8881049a9fcﬂ)
at /home/adrian/git-repo/gdb-linux-real-mode/src/linux-5.11/arch/x include
asm/pgtable.h:1038
#1 ('“:—DxfffchDDOODd?e38)
at /home/adrian/g b-linux-real-moc src/linux-5.11/mm/memory.c:3577
#2 '=Dxffffc900000d?e38)
at /homes/adrian/g epo/gdb-linux-real-mo src/linux-5.11/mm/memory.c:4385
3 flags=596, aii::—:—l40?3?354108928, ijfe<opt1m12ed out>)
at /home/adrian/git-repo/gdb-linux—-real-mo src/linux—-5.11/mm/memory.c:4522
#4 —<opt1mlzed out>,
ress= ressfentry=140737354108928, flags=flagsfentrv=596,
regs= =0xffffc900000d47£58)
at /home/adrian/git-repo/gdb-linux-real-mode/src/linux-5.11/mm/memory.c:4620
#5 Oxfffffff£f81025107 in (
regs=regsient “—OxffffCQDDDDOd?fSB hw_error_ code=hw_error_codefentry=4,
l-mode/src/linux-5.11/arch/x86/mm/ faul
[f6 Oxffffffff8122232b in (2ddress=1407373541085928
error code=4, regs=0xffffc900000d7£58)
at /home/adrian/git-repo/gdb-linux-real-mode/src/linux-5.11/arch/x= mm/ faul
t.c:1450
#7 (regs=0xfff££co00000d47£58, e::::_"‘:=4)
at /home/adrian :_:—:.,. gdb-linux-real-mode/src/linux-5.11/arch/=x mm/ faul
t.c:1506
#8 OxffffffffB1400aéb in ()
at /home/adrian/git-repo/gdb-linux-real-mode/src/linux-5.11/arch/x include
asm/idtentry.h:580
#9 DxOODDUDDOOODDDDDO in ()
(gdb) p /% entry
562 = {
|pte = 0x8000000001b44225 |—
) Link to the pre-allocated zero page
(gdb) p /= zero_pfn]|_
563 = 0xlb44 -
(gab) £ 1
| 8 (““-—Dxffffc900000d?e38)
at /home/adrian/git-repo/gdb-linux-real-mo sro/linux-5.11/mm/memory.c:3577
3577 set pte at{vma >vm mm, vmE- >address, vmf->pte, entry);
(gdb) p /% vmf->address
Sc4 = OxTEE£f£7££5000

MAFP PEIVATE | MAP ANONYMOUS, -1,

|printf|["c1ata: $d\n", *addr); |
*addr = 10; L

) ;

read fault

2120 1211 0

[ory Page Directory
Pointer Offset

Page Table

PTE #510
PTE #509

Page Directory Offset

Ctory

PTE #478

A 4

stack

==

PTE #505

1
1
1
1
[ 1
:
1
1
PTE #199 —'-l_’|—> heap
— :
PTE #1 N
: text, .data, ...
PTE #1388 :
[ PE®0 i N Pre-allocated

zero page

Physical Memory
iduring system init -> Check init_zero_pfn()

2. Anonymous private page + read fault -> Link to the pre-allocated zero page




Demand Paging: page fault 2 VMAs — Anonymous page (MAP_PRIVATE) —
Read before writing data (read fault) -> Write fault

addr = mmap(NULL, 4, PROT READ | PROT WRITE,
MAP PRIVATE | MAP ANONYMOUS, -1, 0);
printf ("data: %d\n", *addr):;
[*addr = 10; |
Linear Address: Ox7ffff7ff9000 write fault
63 48 47 39 38 3029 2120 1211 0
— Page Map Page Directory Page Directory Page Directory :
SLOEhe Level-4 Offset Pointer Offset Offset Pointer Offset LA

A 4

Page Table
. i PTE #510
Page Map Page Directory $a€|e Directory S
Leve|_4 Tab'e Pointer Ta.ble able
PDE #511 | PTE #478 S
task_struct SBE A L, » stack
mm PDE #447
PMLAE for R
kernel > . PTE#505 ——1, mmap
! (anonymous)
PMLAE #255 |
mm_struct > :
mmap PDE #2 !
|—V PMLAE #0 e 1
d _I_> PDPTE #0 | " PTE #199 _:—Ij: heap
pg Xy I
PTE #190 l
: text, .data, ...
PTE #188 :
[ ] Allocated pages or page table entry — L_ — | Dedicated zero
. . > page
[_1Will be allocated if page fault occurs

Link to the newly
allocated page

Physical Memory

Allocate a
zeroed page




Page fault handler for userspace address

do_user_addr_fault()

v

No fault address in one \ Yes
vma of the task? /

A 4

Send SIGSEGV

A4

handle_mm_fault()

v

___handle_mm_fault()

v

Allocate entries of pgd, pud

and pmd if they are empty
v

handle_pte_fault()

Y

Y

Original pte: present

bit set

>No_

)

No

Ye5< pte entry empty? > No
Y
Yes anonymous page? No Yes
(check vma->vm_ops)
Y L
do_anonymous_page() do_fault() Yes vmf->flags &
¢ FAULT _FLAG_WRITE
Yes vmf->flags & No
FAULT_FLAG_WRITE pte: R/W bit set
Y h
Yes vma->vm_flags & No p o v
VM_SHARED 2 vzl i, do_wp_page()

Y

Y

do_shared_fault()

do_cow_fault()

h 4

do_swap_page()




Demand Paging: page fault 2 VMAs — Anonymous page (MAP_PRIVATE &
MAP_ SHARED): first-time access

int *addr;

addr = mmap (NULL, len, PROT READ | PROT WRITE,

|do_user_addr_fault()| MAP PRIVATE | MAP ANONYMOUS, -1, 0);

v *¥addr = 10;
No fault address in one \ Yes
vma of the task? / l

| handle_rrlm_famt() | [do_anonymous_page]
v | __handle_mm_fault() | © Readfault: Apply the pre-aflocated zero page
Send SIGSEGV !

Allocate entries of pgd, pud
and pmd if they are empty
v

| handle_pte_fault() |

I

Yes< pte entry empty? > No

A 4

y
Yes anonymous page? No Yes Original pte: present No
(check vma->vm_ops) bit set

+ Y A4 h 4
Anonymous page do_anonymous_page() do_fault() Yes vmf->flags & do_swap_page()
MAP_PRIVATE T FAULT FLAG_WRITE —
Yes vmf->flags & No No
FAULT FLAG_WRITE pte: R/W bit set
Yes vma->vm_flags & No ~ v
N i
Anonymous page VM_SHARED >7 do_read_fault() do_wp_page()
MAP_SHARED + WRITE

v Anonymous page +
do_shared_fault() do_cow_fault() MAP_SHARED + READ




Demand Paging: page fault 2 VMAs — Anonymous page (MAP_SHARED):
first-time write

do_user_addr_fault()

v

No fault addressinone  \ Yes
vma of the task? / l

Y

Send SIGSEGV

handle_mm_fault() |

¥

| __handle_mm_fault() |

y

Allocate entries of pgd, pud

and pmd if they are empty
v

| handle_pte_fault() |

I

Yes /

Y

?
\ pte entry empty- /

\ No

Y

do_anonymous_page()

Yes

Y

Yes anonymous page’? No
(check vma->vm_ops)

Yes

mmap_region()

Y

memory-mapped No
file?

Yes

Y

vm_flags &
VM_SHARED

>Nc17

shmem_zero_setup()

Y

Y

vma_set_anonymous()

Y

vma_link()

v

return address

v

Yes

Original pte: present

bit set

>No_

Y

vmf->flags &
FAULT_FLAG_WRITE

)

pte: R/W bit set

do fault()
vmf- >ﬂags &
FAULT_FLAG_WRITE

Yes vma->vm_flags &
VM_SHARED

No

No
>7 do_read fault()

do_wp_page(}

Y

i| do_shared_fault()

do_cow_fault()

h 4

do_swap_page()




Demand Paging: page fault 2 VMAs — Anonymous page (MAP_SHARED):

first-time write

,-"f &+ &

&,

mmap_region()

Yes /' memory-mapped No
file?
Yes vm_flags & No
VM_SHARED

Y A 4

shmem_zero_setup()

v

*

{

vma_set_anonymous()

vma_link()

v

return address

shmem zero setup — setup a shared anonymous mapping
@vma: the vma to be mmapped is prepared by do mmap
*yma )

shmem zero setup(struct vm area struct

struct file *file;
Vma->vm_end - vma->vm_start;

loff t size =

(vima—->vm file)
fput (vma->wvm_file);
vma->vm_file = file;
VIma->vm_ops = &shmem vm ops;

(IS ENABLED (CONFIG

TRANSPAEFENT HUGEPAGE)

Anonymous page + MAP_SHARED |

mm,/ shmem. c

$# cat /proc/43/maps
00400000-00401000 r—--p 00000000 O0:02 112 /anon mmap
00401000-00456000 r-wp 00001000 O00:02 112 /anon mmap
004%6000-004bd000 r——p 0005000 00:02 112 /anon mmap
104be000-004cl000 r——p 000bd4AOOO O00:02 112 /anon mmap
004ci1000-004c4000 rw—p 000cOOO0 OO0:02 112 /anon mmap
004c4000-004e8000 rw—p 00000000 00:00 O [heap]
JELEETEES000-TEEE£7E££fa000 rw—s 00000000 00:01 S05 /dev/zero {deleted]l
[ ffff7ffa000-7£f£ff7ffe000 r——-p 00000000 OO:00 O [vvar]
[ ffff7ffe000-7T£E£££7£££f000 r—xp 00000000 OO:00 O [vdso]
[ ffffffd=e000-7TfEfff£ffFf000 rw—p 00000000 OO0:00 O [stack]
Ffffffffffe00000-£££ffffFfffE01000 ——xp 00000000 00:00 O [wvsyscall]




Types of memory mappings: update

Visibility of Modification

Mapping Type
Anonymous

Initializing memory from contents of file

Description

Backing file

Private
e . Example: Process's .text and .data segements Memory Allocation No
(Modification is not visible to other processes) . o
(Changes are not carried through to the underlying file)
1. Memory-mapped 10: Changes are carried through to
Shared L _
the underlying file Sharing memory between processes (IPC) |/dev/zero

(Modification is visible to other processes)

2. Sharing memory between processes (IPC)

Reference from: Chapter 49, The Linux Programming Interface



https://man7.org/tlpi/

Memory-mapped file

Application: mmap()

User Space

Kernel Space

MAP_ANONYMOUS

Y

Without MAP_ANONYMOUS

get_unmapped_area(): get an userspace address from VMA rbtree
Eventually invoke arch_get unmapped area_topdown

A 4

mmap_region()

canh be merged

Return allocated addr if vma

cannot
merge

v

Allocate a new VMA

v

Add the allocated VMA to
linked list and rbtree

Y

memory-mapped file |

Return allocated addr if vma
canh be merged

cannot
merge
y

A

vma->vm_file = get_file(file)

v

file->f_op->mmap(file, vma)
|- ext4_file_mmap

A

Allocate a new VMA

v

Add the allocated VMA to
linked list and rbtree

mm_populate(): populate the corresponding page table if
VM LOCKED or MAP POPULATE is set

v

Return the allocated userspace address

static const struct vm _operations struct extd4 file vm ops = {
.fault = ext4 filemap fault,
.map_pages = filemap map_ pages,

.page_mkwrite extd4 page mkwrite,

lines:

(IS DAX(file inode(file))) {
vma—>vm_ops = &extd dax vm_ops;
vma—>vm_flags |= VM_HUGEPAGE;

} {

vma->vm_ops = &extd file wvm_ops;

+-—— 15

iz

1wct super block *sb,

vma->vm_ops: invoke vm_ops callbacks in page fault
handler
e struct vm_operations_struct
o fault: Invoked by page fault handler to read
the corresponding data into a physical page.
o map_pages : Map the page if it is in page
cache (check function ‘do_fault_around’:
warm/cold page cache).
o page_mkwrite: Notification that a previously
read-only page is about to become writable.




NULL: anonymous page \

extd file_mmap()

Memory-map

task_struct

Y

mm

struct vm_area_struct *mmap

ned file: related data structures

A 4

gstr

union

u32 hash

uld2len=5

| u64 hash_len

name = “a.txt”

> mm get unmapped area
files mmap_base
K > dentry
. ‘ fdtable
files_struct S d_name
R4 max_fds —
fdt , = d_inode
[ x4 =
fdtab '
next_fd » b > inode
— N open fds
close_on_exec_init [\ i_mode
— | full_fds_bits =
open_fds_init i_uid
full fds bits init i_gid
’— fd_array[] < i_op
] fil i_sb
_install() 5 f path i_mapping
2 i_rdev
vm_area_struct ° mnt vfs_open() -
_area_ S T _ i_size
vm_mm 2 > i_data
vm_ops | = f_inode do_dentry open() i atime
| vm_file [ LT i_mtime
f mode R
i_ctime
f pos do d 0
' o_dentry_open i
vm_operations_struct f_mapping _ y_op i_fop
open ] N , free_inode
close ' = I
fault ik
map_pages
do_dentry_open()

Y

inode_operations

lookup

create

link

unlink

symlink

mkdir

rmdir

mknod

address_space

Page Cache

file_operations

‘_

llseek

read

write

poll

mmap

open




Page fault handler for userspace address: Memory-mapped file

do_user_addr_fault()
v

No fault address in one \ Yes
vma of the task? / il

handle_mm_fault()

v

___handle_mm_fault()
Send SIGSEGV v

Allocate entries of pgd, pud
and pmd if they are empty
v

A 4

handle_pte_fault()

Y

Ye5< pte entry empty? > No

Y Y
Yes anonymous page? No Yes Original pte: present No
(check vma->vm_ops) bit set

Y v

h 4

do_anonymous_page() do_fault() Yes< vmf->flags & > do_swap_page()

¢ FAULT _FLAG_WRITE
Yes vmf->flags & No No
FAULT_FLAG_WRITE —>< pte: R/W bit set
Y J__
Yes vma->vm_flags & No p cI' - v
VM_SHARED o_read_fault() do_wp_page()
v v Look at this firstly

do_shared_fault() do_cow_fault()




Demand Paging: page fault 2 do_read fault(): warm page cache

Memory-mapped file

fd = open(argv([1], O RDWR);
addr = mmap (NULL, 16, PROT READ | PROT WRITE,
MAP SHARED, fd, 0);
printf("Current string=%.*s\n", 16, addr); «——— read page fault
strncpy(addr, "Lenovo™, ©);
Linear Address: Ox7ffff7ff9000
63 48 47 39 38 3029 2120 1211 0
. Page Map Page Directory Page Directory Page Directory .
ST Level-4 Offset Pointer Offset Offset Pointer Offset FEEE3 OB (Claj3E

Already in page cache:
file->f_mapping

Page Table
i i PTE #510
Page Map Page Directory $agle Directory bTE #510
Level-4 Table Pointer Table able
PDE#511 —— PTE #478 .
task_struct — V —_
L PDE #447
PMLAE for -
eme! > ] PTE #505 9—| mmap .
(memory-mapped file
PMLAE #255 s
» mm_struct >
mmap L AE 40 PDE #2
PMLA4E .
d ™ L poprERD T PTE#109 |— heap
= } |
PTE #190 L,
.text, .data, ...
PTE #188 | ’
[ Allocated pages or page table entry -

1 Will be allocated if page fault occurs

A 4

Physical Memory




Demand Paging: page fault 2 do_read fault(): warm page cache

Memory-mapped file

h 4

filemap_map_pages

.

Find the page cache from

Already in page cache:
file->f_mapping

text, .data, ...

fd = open(argv([1], O RDWR);
addr = mmap (NULL, 16, PROT_READ | PROT_ WRITE,
MAP SHARED, fd, 0);
printf("Current string=%.*s\n", 16, addr); «——— read page fault
strncpy(addr, "Lenovo™, ©);
Linear Address: Ox7ffff7ff9000
63 48 47 39 38 3029 2120 1211 0
. Page Map Page Directory Page Directory Page Directory .
ST Level-4 Offset Pointer Offset Offset Pointer Offset FEEE3 OB (Claj3E
Page Table
. i PTE #510
Page Map Page Directory -Fr)a&e Directory PTE #509
Level-4 Table Pointer Table abie
PDE #511 | PTE #478 >
{2, S PDPTE #511 = L > stack
— PMLAE for PDE#AA] 1 ]
mmap
do_read_fault _97—> (memory-mapped file
L = page cache)
do_fault_around
|—> vmf->vma->vm_ops->map_pages I <
' heap
=

address_space (page cache pool)

L

alloc_set pte

Physical Memory




Demand Paging: page fault = filemap map pages(): warm page cache

fd = open(argv([1], O RDWR);
addr = mmap (NULL, 1&, PROT_EREAD | PEOT_WERITE,
MAP SHARED, fd, 0):

printf ("Current string=%.*s\n", 16, addr); <——— read page fault
strncpy(addr, "Lenovo™, ©);

do_read_fault

L do_fault_around

|—> vmf->vma->vm_ops->map_pages

filemap_map_ pages
Find the page cache from
address_space (page cache pool)

é—b alloc_set pte

static const struct vm operations struct ext4 file vm ops = {
.fault extd4 filemap fault,

.Map_ pages filemap map pages,

.page mkwrite ext4 page mkwrite,

h 4

723,0-1

map_pages callback: map a page cache (already available) to process address space
(process page table) = warm page cache



Demand Paging: page fault = call path for warm/cold page cache

do_read_fault

*|_do_fault_around

|—> vmf->vma->vm_ops->map_pages

» filemap_map_pages

address_space (page cache pool)

|
|
|
|
|
|
|
: Find the page cache from
|
|
|

» alloc_set pte

__do_fault cold page cache

N vmf->vma->vm_ops->fault

|—> ext4 filemap fault

|—> filemap_fault

page in page cache
---» do_async_mmap_readahead

—— e =

---> do_sync_mmap_readahead_
No page in page cache

A 4

finish_fault

1
I
I
I
I
I
I
I
I > find_get_page
I
I
I
I
I
I
I
I

-

alloc_set_pte




warm page cache: make sure “page cache = mmap physical page” (1/3)
Linear Address: Ox7ffff7ff9000

63 48 47 39 38 30 29 2120 1211 0
. Page Map Page Directory Page Directory Page Directory .
Sign-extend X ; Page Directory Offset
& Level-4 Offset Pointer Offset Offset Pointer Offset & y
Page Table
: Page Director PTE #510
Level-4 Table Pointer Table
task_struct PDE #511 | PTE #478 .
= PDPTE #511 L, > stack
mm PMLAE for PDE #447 Already in page cache:
kernel > i PTE #505 91_, mmap file->f_mapping
(memory-mapped file
PML4E #255 = page cache) S
> mm_struct >
m:nap |—> PMLA4E #0 e I < oIk
pgd _I_> PDPTE #0 I > PTE #199 _I_’ heap
PTE #190 } L,
text, .data, ...
PTE #188 } |
[ PTE #0 _
. g Physical Memory
(gdb) bt .o N
£0 (vmf=vmfEentry=0xf£££c9000007fe38, Page Cache - Verification
page=pagele -""—fofffeaDDDSﬂDDc&GD] (gdb) p page->mapping
at /home/adrian git-repo gdb-linux-real-mode/src/linux—5.11/mm/memory.c:3802 59 = (struct address space *) Oxffff8881004£0c48
#l Oxffffff£f£f81079432 111 ( ____ —Dxffffc9l}00l}ﬂ'?fe38, {gc]b:l Ilrint {int] PS maIlFlecltoclisk
start_r roff=<optimized out>, _'::'.:'._'_: ;:::':'_=l.}]| . ) i ) 510 = 17 -
. at home/adrian Jlit—Irepc :j'_;.:_—_'_2".1.1:{—:'7:—:_—1'2:I;'T Src/lilnux—o.11,/mm :'__'T‘_'f‘._'—'.'_I L0297 {gd:b:l l:' .-"JX page—}flags
42 (Qxfffffff£81093d480 in (vmf=0xffE£c9000007fe38) 11 = 0x400000000002203d
at /home/adrian/git-repo/gdk —'_'_:‘.:_:x—:T—.'_—:'.".:_;T src/linux—5.11/mm/memory.c:3980 S i
#3 ('.-_":—DxffffCBL}DDDD?fe38) page -mapplng . . .
at /home/adrian/git-repo/gdb-linux-real-mode/src/linux-5.11/mm/memoryv.c:4014 ° [blt 0] =1: anonymous page 9 mapping flEld =anon_vma dESCTIptOr

* [bit 0] = 0: page cache = mapping field = address_space descriptor



warm page cache: make sure “page cache = mmap physical page” (2/3)
Linear Address: Ox7ffff7ff9000

63 48 47 39 38 3029 2120 1211 0
. Page Map Page Directory Page Directory Page Directory .
Sign-extend . . Page Directory Offset
8 Level-4 Offset Pointer Offset Offset Pointer Offset & Y
Page Table
. i PTE #510
Page Map Page Directory -Fr)age Directory PTE #509
task_struct PDE #511 | PTE #478 N
= PDPTE #511 L, stack
mm PMLAE for PDE #447 Already in page cache:
kernel > i PTE #505 91_, mmap file->f_mapping
(memory mapped file
PMLAE #255 R = page cache) —
>  mm_struct -
m:nap PMLAE #0 N DISk
| — PTE #199 heap
pgd N L poprEdO } | —
PTE #190 |_>
text, .data, ...
After alloc_set_pte() PTE #188 |
#0 (vmi=0xf££££fc9000007£fe38, start pgoff=<optimized out>, _'#0
end pgoff=0) i H
at /home/adrian/git-repo/gdb-linux-real-mode/src/linux-5.11/mm/filemap.c:298 PhYSICa| Memory
5 (gdb) info macro  page to pfn
#1 Oxffffffff81093d80 in ("”;—DxffffCBDDDDD?fESB] ...
at /home/adrian Lo node/src/linux-5.11/mm/memory.c:3980| [fdefine page to_pfn(page) (unsigned long) ((page) - vmemmap)
$2 do read fault (vmf After aIIoc set pte()
at /home/=a :'__— d_—— (gdb) p vmf->pte | 1 /mm,/mem -:4014 (gdb) p /x page
#3 (vmf=vmflerdsag = (pte t *) OxEEff888104706fcH _ 538 = O0xffffeal00%00c400
at /homse/adrian/git (gdb) p /x *wvmf->pte | 1 /mm/memory.c:4147 (gdb) p vmemmap
547 = 1 539 = (struct page *) 0xffffea0000000000
pte = 0x8000000240310025 (gqdb) p /% page - vmemmap
, <_| << PAGE_SHIFT 340 — 0%240310




warm page cache: make sure “page cache = mmap physical page” (3/3)
Linear Address: Ox7ffff7ff9000

63 48 47 39 38 3029 2120 1211 0
. Page Map Page Directory Page Directory Page Directory .
Sign-extend . . Page Directory Offset
& Level-4 Offset Pointer Offset Offset Pointer Offset & Y
Page Table
. P Dir r PTE #510
task_struct PDE #511 | PTE #478 N
= PDPTE #511 L, stack
mm PMLAE for PDE #447 Already in page cache:
kernel > i PTE #505 91_, mmap e file->f_mapping
(memory mapﬁed file
PMLAE #255 = page cac —
> mm_struct >
m:nap PMLAE #0 N | < DISk
pgd _r’ _I_> PDPTE #0 I " PTE #199 | > heap
PTE #190 } N
text, .data, ...
After alloc_set_pte() PTE #188 |
#0 (vmi=0xf££££fc9000007£fe38, start pgoff=<optimized out>, _'#0
end pgoff=0) i H
at /home/adrian/git-repo/gdb-linux-real-mode/src/linux-5.11/mm/filemap.c:298 Phy5|ca| Memory
5
31 OxfffEFFEFR1093d80 in (vmE=0xFEEEC9000007£238) Table 4-20. Format of a Page-Table Entry that Maps a 4-KByte Page
at /home/adrian/git-repo/gdb-linux-real-mode/src/linux-5.11/mm Eit © Contents
DxfffchDGDDD?feBB] 'osition(s
After aIIoc set pte() — e Xyreal-me src/linux-5.11/mm/| g p Present; must be 1 to map a 4-KByte page
Higdb) p vmi->pte hDD?feSB] ' i =
$46 = (pte t *) Oxffff888104706fcH freal-mc src/linux—5.11/mEll 1(RW) Read/write; if O, writes may not be allowed 1o the 4-KByte page referenced by this entry (see Section 4.6)
(gdb) p /x *vmi->pte 2 (U/s) User/supervisor; if 0, user-mode accesses are not allowed 1o the 4-KByte page referenced by this entry (see Section
247 = | , will gengrate a write fault for next write 48]
pte = 0x8000000240310 GEE: 3 (PWT) Page-level write-through; indirectly determines the memory type used to access the 4-KByte page referenced by
3 this entry (see Section 4.9.2)




write fault (write-protected fault)

do_user_addr_fault()
v

fault address in one
vma of the task?

$<

\ Yes

/

A4

A 4

handle_mm_fault()

v

Send SIGSEGV

___handle_mm_fault()

v

Allocate entries of pgd, pud

and pmd if they are empty
v

handle_pte_fault()

Y

Memory-mapped file

fd = openl{argv([l],
addr = mmap (NULL, 16,
MAP SHARED,

L]

printf("Current string=%

O_RDWR) ;
DROT READ

fd,

0):

kg al " R

strncpy (addr, "Lenowvo",

€) ;

| PROT_WEITE,

16, addr):;

write fault

Yes

anonymous page?
(check vma->vm_ops)

Y

do_anonymous_page()

Y

Original pte: present
bit set

>No_

h 4

do_swap_page()

A

Y

Yes

Ye5< pte entry empty? > No
Y
No Yes
Y
do_fault() Yes vmf->flags &
¢ FAULT _FLAG_WRITE
Yes vmf->flags & No No
FAULT_FLAG_WRITE pte: R/W bit set >—‘
¥ +

vma->vm_flags &

VM_SHARED

Y

>M

Y

do_read_fault()

do_shared_fault()

do_cow_fault()

do_wp_page()




write fault (write-protected fault): do wp page

Memory-mapped file

fd = open(argv([l],
addr = mmap (NULL, 16, PROT READ
MAP SHARED,

printf ("Current string=%

O_RDWR) ;

fd, 0):

g o= 1]
.Fshvn",

strncpy (addr,

"Lenowvo",

€) s

| PROT WRITE,

1e,

addr) ;

write fault

do_wp_page
I [MAP_SHARED] vma is (VM_WRITE |VM_SHARED)
: » wp_page_shared
P e
:' T wopase oy | | [MAP_PRIVATE] COW: Copy On Write
: » new_page = alloc_page_vma(...)
: > COw_user_page
: » copy_user_highpage
i »  maybe_mkwrite
L e e e e e e e = -

[MAP_PRIVATE] COW: Quote from ‘'man mmap’

Create a private copy-on—write mapping. Updates to the mapping
are not vwvisible to other processes mapping the same file, and
are not carried through to the underlying file. It is unspeci-
fied whether changes made to the file after the mmap() call are

visible in the mapped region.

MAP PRIVATE




write fau

t (write-protected fault) — call path

(gdb) bt
#0 (vmif=0xffffcS000007£238)

at /home/adrian/git-repo/gdb-linux-real-mode/src/linux-5.11/fs/ext4/inode.c:
[e05E
#1 Oxffffffff8109%0=%0 in (vinf=rmffentryv=0xff£fc2000007£fe38)

at /home/adrian/git-repo/gdb-linux-real-mode/src/linux-5.11/mm/memory.c:2714
#2 Oxffffffff810%31db in (vmf=0xffffcS000007£=238)

at /home/adrian/git-repo/gdb-linux-real-mode/src/linux-5.11/mm/memory.c:3045
#3 (vmf=mffentryv=0xffffc2000007£fe38)

at /home/adrian/git-repo/gdb-linux-real-mode/src/linux-5.11/mm/memory.c:3138
#4 OxffffffffB10%4783 in (vmf=0xffffco000007£=238)

at /home/adrian/git-repo/gdb-linux-real-mode/src/linux-5.11/mm/memory.c:4405
#5 (flags=597, address=1407373541089%28, 'ma=<optimized out>)

at /home/adrian/git-repo/gdb-linux-real-mode/src/linux-5.11/mm/memory.c:4522
*6 (vma=<optimized out>,

add

[H)] I':

ess=addressfentrv=140737354108%28, flags=flagsfentrv=597,
regs=regsientry=0xffffcS5000007L££58)

at /home/adrian/git-repo/gdb-linux-real-mode/src/linux-5.11/mm/memory.c:4620
#7 Oxfffff££ff81025107 in (
regs=regsentry=0xffffcO9000007££58, hw error code=hw error codelfentry=1{,

FR=18]

jii:9—=—1hi:a::LE1t_} 140737354108%28)

at /home/adrian/git-repo/gdb-linux-real-mode/src/linux-5.11/arch/x86/mm/faul
t.c:1393

#8 Oxffffffff8122232b in (a2ddress=1407373541089248,

error code=7, :e:=—Dxffffc90DDDD?ff58]

at /home/adrian/git-repo/gdb-linux-real-mode/src/linux-5.11/arch/x86/mm/faul
t.c:1450

#9 (regs=0xffffc9000007££58, =rror code=T)

at fhomefad:ianfg_t—:e;:fga& linux-real-mode/src/linux-5.11/arch/x86/mm/faul
C.c:1506

#10 Oxffffffff81400aéb in ()

at /home/adrian/git-repo/gdb-linux-real-mode/src/linux-5.11/arch/x86/include
/asm/idtentry.h:580

#11 0x0000000000000000 in ()

(gdb) p /= 140737354108%28

53 = OxTE££ff7££5000




write fault without previously reading (MAP _SHARED): do shared fault
do_user_afdr_fault()

No fault addressinone  \ Yes fd = open(argv[l], O_RDWE);
5 addr = mmap (NULL, 16, PROT READ | PROT WRITE,
vma of the task: / v MAP SHARED, fd, 0);
handle_mm_fault() strncpy (addr, "Lenovo"™, €);
v
Y ___handle_mm_fault() I
Send SIGSEGV 7 ,
write fault

Allocate entries of pgd, pud
and pmd if they are empty
v

handle_pte_fault()

Y

Ye5< pte entry empty? > No

Y Y
Yes anonymous page? No Yes Original pte: present No
(check vma->vm_ops) bit set

Y v ¥

do_anonymous_page() do_fault() Yes vmf->flags & do_swap_page()
¢ FAULT_FLAG_WRITE
Yes vmf->flags & No No
FAULT_FLAG_WRITE pte: R/W bit set
Y h
Yes vma->vm_flags & No p o v
VM_SHARED 2 vzl i, do_wp_page()

Y

do_shared_fault() do_cow_fault()




write fault without previously reading (MAP _SHARED): do shared fault

do_shared_fault

A

__do_fault

» vmf->vma->vm_ops->fault

|—> extd filemap_fault

|—> filemap_fault

A

find_get page

page in page cache
----» do_async_mmap_readahead

---*_do_sync_mmap_readahead_
No page in page cache

A

do_page mkwrite

A 4

finish_fault

y

alloc_set_pte

A

fault_dirty _shared page




write fault without previously reading (MAP _SHARED): do shared fault

do_shared_fault

__do_fault

y

vmf->vma->vm_ops->fault

N

at /home/adrian/git-repo/gdb-linux-real-mode/src/linux—5

(gdb) bt
#0 (vmf=rmflentryv=0xff£ffc50000077e38, page=0xffffeali0%00c4cO)

at /home/adrian/git-repo/gdb-linux-real-mode/src/linux-5.11/mm/memory.c:3802
#1 Oxffffffff810%3b2Zb in (vmf=vmilentryv=0xffffc90000077238)

11/ mm/memory.c:3882

extd filemap faf#2 Oxffffffffsi093efb in (vnf=0xEE£££c9000007738)

» do_page_mkwrite
» finish_fault
» alloc_set_pte
» fault_dirty shared page

L,

f”ﬂ#3 T =0xffffc90000077238)
at /hc Hefdﬁ__drfj t-rej

#5 (fl=

ssfentryv=140737354108528)

t.c:1506
#10 Oxffffffff81400aék in ]

/asm/idtentry.h:580

#11 0=0000000000000000 in ()
(gdb) p /x vmfi->address

52 = 0OxTL££L£7££5000

(gdb) p /= 140737354108%28

53 = Ox7E££E££7££9000

at /home/adrian/git-repo/gdb-linux-real-mode/src/linux->5

po/gdb-linux-real-mode/src/linux-5.
#4 Oxffffffffa81054458 in (vmf=0xff£fc20000077238)
at /home/adrian/git-repo/gdb-linux-real-mode/src/linux-5

n/git-repo/gdb-linux-real-mode/src/linux-5

at /home/adrian/git-repo/gdb-linux-real-mode/src/linux—>5

at /home/adrian/git-repo/gdb-linux-real-mode/src/linux—5

11/ mm/memory.c:4091

11/mm/memory.c:4151

L11/mm/memory.c: 4387
=g2%, address5=140737354108%28, vma=<optimized out>)

at /home/adrian/git-repo/gdb-linux-real-mode/src/linux-5.11/mm/memory.c:4522

#6 (vma=<cptimized out>,

addre lals sentry=140737354108928, flags=flagsflentry=629,

regs=re = v=0xffffco0000077£58)

at /hc mefq;:;drfj t-repo/gdb-linux-real-mode/src/linux-5.11/mm/memory.c:4620
#7 Oxfffff£f£f£f81025107 in (

re @ y=0xffffc20000077£58, hw error code=hw error codelentry=e,

.11/arch/=86/mm/ faul

t.::1393
#8 Oxffffffff8122232b in (2ddress=140737354108928,
error code=6, regs=0xffffc20000077£58)
at fknnefdﬂ:;drfj t-repo/gdb-linux-real-mode/src/linux-5.11/arch/=x8¢/mm/faul
t.c:1450
9 (regs=0xffffc90000077£58, =error code=g)

.11/arch/=86/mm/ faul

-11/arch/x8&/include




write fault without previously reading (MAP_PRIVATE): do cow fault

do_user_addr_fault()

: Memory-mapped file

] fd = open(argv([1], O RDWR);
¢< fault addressinone '\ Yes addr = mmap (NULL, 16, PROT READ | PROT WRITE,
vma of the task? / v —> MAP PRIVATE, £d, 0);
handle_mm_fault() strncpy (addr, "LENOVO"™, €);
v
Y ___handle_mm_fault()
Send SIGSEGV v write fault
Allocate entries of pgd, pud
and pmd if they are empty
v
handle_pte_fault()

Y

Ye5< pte entry empty? > No

Y

Y

Yes anonymous page? No Yes Original pte: present No
(check vma->vm_ops) bit set

Y

Y v
do_anonymous_page() do_fault() Yes vmf->flags & do_swap_page()
¢ FAULT_FLAG_WRITE
Yes vmf->flags & No No
FAULT_FLAG_WRITE pte: R/W bit set
Y h
Yes vma->vm_flags & No p o v
VM_SHARED 2 vzl i, do_wp_page()

Y

do_shared_fault() do_cow_fault()




write fault without previously reading (MAP_PRIVATE): do cow fault

do_cow_fault n n
Quote from ‘'man mmap

— MAP PRIVATE
7 vnﬁ:>covv_page-aHoc_page_ynwaL") Create a private copy-on-write mapping. TUpdates to the mapping
are not wvisible to other processes mapping the same file, and
are not carried through to the underlying file. It 1s unspecil-
> ___do_fauh fied whether changes made to the file after the mmap() call are

visible in the mapped region.

vmf->vma->vm_ops->fault

|—> ext4 filemap_ fault

|—> filemap_fault

A

find_get _page

page in page cache
----» do_async_mmap_readahead

---*_do_sync_mmap_readahead_
No page in page cache

» copy_user_highpage(vmf->cow_page, vmf->page, ...)

I .
+] finish_fault 1. Apply vmf->page if not.a COW page

I 2. Apply vmf->cow_page if a COW page
I

I

I

» alloc_set_pte




write fault without previously reading (MAP_PRIVATE): do cow fault

(gdb) bt
#0
dO_COW_faUIt at /home/adri —rep l-mode/src/linux—-5.11/mm/memory.c:3600
0#1 Oxffffffff81053becl in L}xffffcgt}DDDL}?feBB)
at /home/adr —repo/gdb-linux-real-mode/src/linux—-5.11/mm/memory.c:4048
» vmf->cow_page = a||0c_page_vma(m) #2 ( 0xE£LE£CH000007£038)
at /home/ad t—repo/gdb-linux mode/src/linux— ‘mm/memory.c:4149
#3 Dxffffffff81094458 in —DxfffchDDDDD?feBB)
at /home/adrian/git ydb—11inus: zal-mode/src/linux-5.11/mm/memory.c:4387
o . #4 ] : =140737354108928, vma=<optimized t>
_do_faU|t breakPOInt at /home/adrian/gi /gdb—-linux-real-mode/src/linux-5.1 ¢C;_I?L]:1T]:lz§}ou45.)22
#5 <opt1m12ed out>,
address=address@entry=1407373541089%928, flags=flagsfentry=597,
vmf—>vma—>vm_ops—>fau|t regs=re 1t '—Dxffffcgt}t}DDL}?ffSB)
L_’ at /home/adria .;:—:e;_;jﬂh—__:mx—:—ﬁ;—m:iefs::f;;::x—i.ll;mnfmen::y.::4620
extd_filemap_fault #e e
I—P f||emap fault at /hom src/linux-5.11/arch/x nm/ £aul
— t.c:1393
. #7 Dxffffffff8122232b in (2ddre=ss=140737354108%928,
» find gd @ regs=0x£EE£c9000007E£58)
— at /home/adrian/g no/gdb-1inus linux-5.11/arch/x nm/ faul
t.c: 1450
#8 ==6)
at /h linux-5.11/arch/x nm/ Faull
t.c:1306
0
gdb-linux-real-mode/src/linux—-5.11/arch/x includs
#iﬁ Dxdd&EDGODGGDODDGG in ()
copy_user_highpage(vmf->cow_page, vmf->page, ...) igeR) B /x
55 =
vma = Oxffff8881047740b8,
. . SN BN BN B B B B B S S BN B B BN B B B B B B S Ee S S e . flags=0x255,
r gfp_mask = 0x100cca,
o pgoff = 0x0,
! 1. Apply vmf->page if not a COW page ©cdzess = 0sTEFEEIEES000]

A

finish_fault

pmd = Oxffff888104785dLa,
pud = OxffffEEE10484££F8,
orig pte = {
pte = 0x0
br
e)lcow_page = Oxffffeall0500ce40,
page = 0x0,
pte = 0=z0,
ptl = 0=0,
prealloc _pte = 0x0

2. Apply vmf->cow_page if a COW page

A 4

alloc_set_pte

}




write fault without previously reading (MAP_PRIVATE

vmf->cow_page = alloc_page_vma(...)

do_cow_fault
»  do_fault

breakpoint

vmf->vma->vm_ops->fault

N

ext4 filemap_ fault

do cow fault

(gdb) bt
#0 (vmf=vmfGentryv=0xffffc9000007fe38)
at /home/adrian/git-repo/gdb-linux-real-mode/src/linux-5.11/mm/memory.c:3600
0#1 Oxffffffff8109%3bcl in (vmf=0xffffc2000007£fe38)
at /home/adr repo/gdb-linux-real-mode/src/linux—5.11/mm/memory.c:4045
#2 (
at /home/adrian/git-repo m ~:4149
#3 OxffffffffH1094458 in v
at /home/adrian/git-repo/gdb-linuxz-real-mode/src/linux-5 c:4387
#4 (f1 =140737354108%928, out>)
at /home/adrian/git-r :—real-mode/src/linux-5 c:4522
#5 (vma=<optimized out>,
address=address@ ry=1407373541089%28, flags=flagsfentry=597,
red DxffffCSOODDU?ffSB)
at /home/adrian/git-repo/gdb-linux-real-mode/src/linux—-5.11/mm/memory.c:4620
#6 OxffffffffB1025107 in (
n Oxf£££c9000007££58, hw error code=hw error codelentryv=e,

L]

filemap_fault

addre: a lentry=140737354108528)

A

find_ge

-

Ir
* Page fault error code bits:
.
* bit 0 == 0: no page found 1: protection fault
* bit 1 0: read access 1: write access
* bit 2 == 0: kernel-mode access 1: user-mode access
* bit 3 == 1: use of reserved bit detected
* bit 4 == 1: fault was an instruction fetch
¥ bit 5 == 1: protection keys block access
% bit 15 == 1: 5G¥ MMU page—-fault
enum x86 pf error code {
¥8&6 PF PROT = 1 << O,
¥86_PF_WRITE = 1 << 1,
¥86_ PF USER = 1 << 2,
X806 _DF RSVD = T << 3,
¥86_PF_TNSTR = 1 << 4,
X86 _PF _PK = 1 << 5,
K86 PF SGX = 1 << 15,

at /home/adrian/git-repc
t.c:1306
#9 OxffffffffH1400a€b in
at /home/adrian/git-rej
/asm/idtentry.h:580
#10 0x0000000000000000 in
(gdb) p /x *vmf
55 = {
vma = Oxffff8881047740b8,
flags = 0x255,
gfp_mask =
pgoff = 0x0,
':)laddress = Ox7E£E£E£E£7££9000,|
pmd = OxffffB88104785d£f8,
pud = OxffffB8810484f£ff85,
orig pte = {
pte = 0x0

Ox100cca,

Fr

/gdb-linux-real -mode

0

po/gdb-linux-real-mode/src/linux—>5

()

1N

page = 0x0,

{’lcow_page = Oxffffeall0500ce40,

pte = 0=z0,

ptl = 0=0,

prealloc _pte = 0x0
}

.11/arc

at /F me / ad __dr/J t-repo/gdb-linux-real-mode/src/linux-5.11/arch/x86/mm/faull
t.c:1393
#7 Oxffffffff8122232b in (a2ddress=140737354108%928,
e)kc:_: code=6g,) regs=0xffffc9000007££58)

at /home/adrian/git-repo/gdb-linux-real-mode/src/linux-5.11/arch/x86/mm/faull
t.c:1450
#8 regs=0xffffc9000007££58, error

11/arch/=86/mm/ faull

h/x86/1

ncludsg]




write fault without previously reading (MAP_PRIVATE): do cow fault

(gdb) bt

w0 re=0 ffff 000900 640
do_cow_fault alloc st xffffea c640)

-/adria it hb—linux—r 1 ode/ / w—5. ‘mm/memory.c:3802

1 fofffffff81093b2b in —OxffffCBOL}OL}D?feSB)

at /home/adrian/git-repo/gdb-linux-r I /linux-5. mm/memory.c:3882
» vmf->cow page = alloc page vma(...) 42 Dxffffffff81093<:4a in 0xffffc900000?fe38)
— — — .—I€E ode/ c/linux—-5. ‘mm/memory.c:4057
#3
a it-repo/gdb src/linux—5. ‘mm/memory.c:4149
4 Dxffffc900000?f938)
> do_faU|t f =/adrian/gi epo/gdb-linux-real c/linux-5. mm/memory.c:4387
#5 —140?3?354108928 —<opt1mized out>)
at /home/adria ode/sre/linux-5.11/mm/memory.c:4522

vmf->vma->vm_ops->fault b6 Coniic e cout (vme—<optimized outs,
|_’ 1d id ntry=140737354108%28, flags=flagsfentry=597,
o r —L} ffff 900000?ff58)

eXt4_f| Iema p_fa u |t at x— C db-linux-real-mode/src/linux-5.11/mm/memory.c:4620

L #7 L}xffffffffBlDZSlL}? in l (

3 r 1t "-—L}xffffc‘_-?L}DL}DL}?ffSEi, hw_error code=hw_error codefentry=6,
fllemap_faU|t ad ientry=140737354108528)
at a it-repo/gdb-linux-real-mode/src/linux-5.11/arch/x86/mm/faul
" flnd—g‘ (2ddress=140737354108828,
fgdb-linux-real-mode/src/linux-5.11/arch/x86/mm/faul
-5.11/arch/=E nm/ faul
t.c:1506
()

gdb-linux-real-mode/src/linux-5.11/arch/x include

copy_user_highpage(vmf->cow_page, vmf->page, ...) 12 ax[}oooooooaooomo in 22 ()
(gdb) p /x *vmf

57 = {

e e e e e e e e e e e e === —— = — | vma = Oxffff8381047740b8,

flags = 0x255,

1. Apply vmf->page if not a COW page | [ gfpmask = oxlooeea,

pgoff = 0x0,

finish_fault

d 1
H address = O0xTE££££7££5000,
I 2. Apply vimf->cow_page if a COW page | G’Ipmd = _ e
| | pud = OxffffEE8810484££ff85,
I » alloc_set pte | |breakpoint | oriapre =
— — pte = 0x0
I | 1,
______________________________e’cow_page=L}xffffea0009006640,
page = 0xffffeal00S900cdch,
pte = 0x0,
ptl = 0x0,

prealloc pte = 0x0




[Recap] Think about this:

do_user_addr_fault()

v

Memory-mapped file

) fd = openiargv([l], O RDWE);
N F -
—0< iz refeliesn D e \ Yes addr = mmap (NULL, 1&, PROT READ | PROT WRITE,
vma of the task? / v MAP_ PRIVATE, fd, 0);
handle_mm_fault()
v (1) printf ("Current string=%.*s\n", 16, addr);
v handle_mm_fault() @)| strncpy (addr, "Lenovao", €);
Send SIGSEGV v |
Allocate entries of pgd, pud
and pmd if they are empty write fault read fault
handle_pte_fault()
Y
Yes< pte entry empty? > No
Y Y
Yes anonymous page? No Yes Original pte: present No
(check vma->vm_ops) bit set
v ¥ v
do_anonymous_page() do_fault() Yes vmf->flags & do_swap_page()
¢ FAULT_FLAG_WRITE
Yes vmf->flags & No No
FAULT_FLAG_WRITE pte: R/W bit set >—‘
Y |
Yes

vma->vm_flags &
VM_SHARED

Y

S

A

Y

+

do_read_fault()

do_wp_page()

do_shared_fault()

do_cow_fault()




Think a

oout this:

do_user_addr_fault()

v

$<

fault address in one \ Yes

vma of the task? /

A 4

Send SIGSEGV

Yes

Y

A4

handle_mm_fault()

v

___handle_mm_fault()

v

Allocate entries of pgd, pud

and pmd if they are empty
v

handle_pte_fault()

Y

do_anonymous_page()

Think about this...

fork(): Which function (do_cow_fault or do_wp_page)
is called when COW is triggered?

Yes/ pte entry empty? \ No
\ /
Y Y
anonymous page? No Yes Original pte: present No
(check vma->vm_ops) bit set
Y v
do_fault() Yes vmf->flags & do_swap_page()
¢ FAULT_FLAG_WRITE
Yes vmf->flags & No No
FAULT_FLAG_WRITE pte: R/W bit set >—‘
Y

Yes vma->vm_flags &

No
VM_SHARED

Y

do_shared_fault()

—

+

do_read_fault()

do_wp_page()

or, this one?

do_cow_fault()

this one?




fork(): COW mapping — set ‘write protect’ for src/dst PTEs

dup_mm

|—’ dup_mmap

|—> copy_page_range

|—> copy_p4d_range

|—> copy_pud_range

|—> copy_pmd_range

N copy_pte_range

|—> copy_present_pte

parent process COW mapping

> ptep_set_wrprotect(src_mm, addr, src_pte)

> pte = pte_wrprotect(pte)

. Ll set_pte_at(dst_vma->vm_mm, addr, dst_pte, pte)
childprocess —— - - - - - - - - - ———-—-————-—-—-——-=




fork(): COW mapping — set vvrlte orotect’ for src/dst PTEs

dup_mm ;

L,

dup_mmap

L

copy_page_range

L

copy_p4d_range

N

copy_pud_range

L

copy_pmd_range

mm,/ internal.

(flags &

N

copy_pte_range

is cow mapping(vm flags t flags)

(VM SHARED | VM MAYWRITE) )

VM MAYWERITE;

K

copy_present_pte

mm,/memory.c

- vm_area_ struct *dst_wvma, struct »
pte_t *dst pte, pte_t *src pte, unsigned long
struct page **prealloc)

vm_area_ struct *src_vma,
addr, int *rss,

struct *src mm SYrC VIna—>VImn Inm;
&& pte write(pte)) {

src_pte);

struct mm
(is cow mapping(vm flags)
ptep_set wrprotect(src_mm, addr,

rte = pte wrprotectipte):;

F it's a shared mapping, mark i

g41,1-8

parent process COW mapping
> ptep_set_wrprotect(src_mm, addr, src_pte)
| pte = pte_wrprotect(pte)

ild process

L, | set_pte_at(dst_vma->vm_mm, addr, dst_pte, pte)




fork(): COW Fault Call Path m==

|
: »| wp_page_shared

|do_user_addr_fault()| T I
+ | o o O O I I O I O O O O O O O O =
No fault address in one \ Yes I » wp_page_copy :
vma of the task? / l : [
| eile i o | : » new_page = alloc_page vma(...) :

! I
Y | __handle_mm_fault() | I > COW_USEr_page 1
Send SIGSEGV v | I
Allocate entries of pgd, pud I »| copy_user_highpage !
and pmd if they are empty | :
v I » maybe_mkwrite I
| handle_pte_fault() | L |

e EEEEEE e

No

Yes< pte entry empty? >

A 4 h 4

Yes anonymous page? No Yes Original pte: present No
(check vma->vm_ops) bit set

Y v

A 4

do_anonymous_page() do fault() vmf->flags & do_swap_page()
FAULT FLAG_WRITE
Yes vmf- >flags & No
FAULT _FLAG_WRITE pte: R/W bit set >—‘

h 4

Yes vma->vm_flags & No 4 d_faul +
VM_SHARED o_read_fault() do_wp_page()

A 4 Y

do_shared_fault() do_cow_fault()




Backup



vdso & vvar

/ # cat /proc/43/maps

00400000-00401000 r——p 00000000 0O0:02 114 /anon mmap
00401000-004%6000 r—xp 00001000 00:02 114 /anon mmap
004%5e000-004bd000 r——-p 0009e000 00:02 114 /anon mmap
004be000-004c1000 r——-p 000b4d000 00:02 114 /anon mmap
004c1000-004c4000 rw-p 000cO000 0O0:02 114 /anon mmap
004c4000-004e8000 rw—-p 00000000 00:00 O (heap]
TEfE£f7ffa000-7T££££7£fe000 r——p 00000000 CGO:00 O [vvar]
TEfff7ffe000-TE£££E£7£F£000 r—xp 00000000 CGO:00 O [vdso]
JIfffffde000-TLLLELFFF000 rw—p OUOCOO0O0 CQO:O00Q O [stack]
fEffffffffe00000-£££fEFfFFFFfE01000 r—xp 00000000 00:00 O [vsyscall]

vsyscall (Virtual System Call)

o The context switch overhead (user <-> kernel) of some system calls (gettimeofday, time, getcpu) is greater than

execution time of those functions: Built on top of the fixed-mapped address
o Machine code format
o Core dump: debugger cannot provide the debugging info because symbols of this area are unavailable

vDSO (Virtual Dynamic Shared Object)

e ELF format

* Asmall shared library that the kernel automatically maps into the address space of all userspace applications
VVAR (vDSO Variable)

5 readelf -5 out/obj/linux/vmlinux
Section Headers:

[Nr] Name Tvpe 2ddress offset
Size EntSize Flags Link Info &lign
[1&6] .wwvar PROGBITS FEffffff81ac4000 00ccd4000

0000000000001 000  0000000000000000 WA 0 0 le




